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INTRODUCTION
Efficient risk management in large-scale infrastructures requires
the correct identification and definition of the risk factors and threats.
Unlike the near past, nowadays the existing risks are numerous and
multi-directional, which makes them hard for forecasting and
assessment. The basic threats have a complex character, which increases
their dependency on politics on regional, national, and international
level.
Large-scale technical infrastructures should also be considered as
objects of the critical infrastructure. They require protection, covering
all threats for them – natural disasters, human activity and terrorist
threats. The attack on such objects could have dramatic consequences
like destruction, casualties and ecological catastrophes that inflict major
damage to the politics and economics. This is why the critical
infrastructure is a strategic resource, for which risk management is a
priority in terms of security.
It is known that “critical infrastructure” is accepted to mean an
infrastructure that is vital for the functioning of society. It provides
services, the loss of which could have a major impact on the health of
the population, the environment, the economy, and the security.
Depending on the vulnerability of such objects, the damages caused, as
well as their influence on other objects, makes them more or less
critical.
The most significant risks for the large-scale technical
infrastructures are geopolitical, technological, transport, energy risks
and natural risks.
To efficiently determine the risks, threats, and vulnerabilities in
the different sectors, communication is required between the owner and
operators of the critical infrastructure, the local and central state
authorities, and the structures of the citizen community.
Risk analysis and risk assessment of large-scale infrastructure
objects in the cross-border area Romania-Bulgaria is a key factor for
their protection. The analysis recognizes the threats, as well as the
probabilities for their occurrence, which is a foundation for the technical
and managerial decision-making processes, for specific measures that
reduce the vulnerability of the objects and minimize the possible
damage.
The nuclear power plant (NPP) “Kozloduy” is one of the major
large-scale infrastructure objects in the cross-border area RomaniaBulgaria. This is why a significant part of this textbook is related to it.
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The content of this book is intended for training managers of largescale industrial enterprises, representatives of the local and state
administration, managers of large-scale infrastructures (LSI), nongovernment organizations and others, who would like to study about the
problems of risk management in LSI objects (natural disasters, industrial
accidents, and ecological catastrophes).
The cited references can be of help to those who want to extend
their knowledge on the presented problems.
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CHAPTER ONE. Nature and influence of large scale infrastructures in
the romania-bulgaria cross-border area
The evolution of the environment, which characterizes humans, is
an integral part of their biological and social development and is
fundamental for the interaction with nature. At the same time, it is the
boundary and the connection between society and nature.
During the historical development of the process of exchange of
substances between humans and nature, two opposing results are
reached. On one side random values are formed, and on the other - the
natural environment is replaced by a synthetic one, which is formed to
meet the needs of humans as part of the society. The existence of a
synthetic environment means that a so called “secondary nature” exists,
which reflects the artificially created conditions affecting the existence
and activity of humans, and which today are associated with the word
‘infrastructure’.
Independently of the human development as a social being, the
human does not lose his biological essence. This means that all processes
in society should correlate with these characteristics. The most
important part of this combination is related to the conditions, in which
humans live and that is why they are of significance.
The following problems will be considered in this chapter:







The nature of the concept for infrastructure;
Classification and types of infrastructure;
Technical infrastructure;
Production infrastructure;
Critical infrastructure and classification of its objects;
Infrastructure in the Romania-Bulgaria cross-border area.

1.1. Infrastructure. Essence and classification
The term “infrastructure” has been introduced in the 19th century
by the Swiss military theorist Antoine-Henri Jomini, who points out its
strategic and operative meaning for control of the military actions. Until
the middle of the 20th century, this has been mainly a military term,
which is used to designate the territorial organization of the system for
maintenance and operation of the army. Gradually the term finds its way
into the economic theory and the management theory.
The term “infrastructure” comes from Latin and contains the words
“infra”, which means ground, root, and figuratively is interpreted as
conditions, which are mandatory for a certain action and “structura” –
structure, construction, and situation.
-6-

In the Bulgarian dictionary of interpretations and meanings,
‘infrastructure’ is defined as “…aggregation, system of branches and
material resources, which serve the production and ensure the
conditions, necessary for the community to function, like roads,
communication, science, education, etc.”
The military terminology dictionary defines the infrastructure as
“… (1) a complex of enterprises, facilities and events, which provide the
functioning of industry and agriculture; (2) a system of stationary objects
and facilities of the military actions ‘theater’, which are used as a basis
for the deployment of the military forces for military actions, for
providing the combat and operative training of the army.”
In other words, ‘infrastructure’ is defined as a set of engineering
linear and point facilities and installations, as well as services and
institutions, which are very important for the development of the
economy and help the social, professional and spiritual development of
the population of a certain country, region, municipality or other
settlement. From a functional point of view, the infrastructure favors
the production of goods and services and their distribution as a finished
product to the market. It also provides the basic socio-cultural services
in institutions such as schools, hospitals, culture centers, etc.
Usually, infrastructure is accepted as a universal term that denotes
a complex of serving sites and activities, required for the functioning
and development of a certain system – economic, social, and ecological,
etc.

Fig. 1.1. Essence of the term ‘infrastructure’.
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Every complex structural unit (territorial, industrial, governing)
contains a main part and accompanying complex of service units and
activities, which form the common conditions for the implementation of
the core activity. From this point of view it could be accepted, that the
infrastructure exists in all spheres of public life, as well as on all
hierarchical levels – from infrastructure at the construction site and the
enterprise to industrial, local, regional and territorial infrastructure.
The growing interest and the studies of infrastructure are caused
by a number of circumstances, the most important of which are:
 The increasing material funds (objects and facilities) with
infrastructural purpose;
 The level of development of the industry and the increasing
needs of the society towards the quality of the services and
service activities;
 Optimization of the content and the territorial organization of
the production and service spheres in the conditions of new
economic and market relations and with a variety of forms of
ownership;
 Contemporary administrative, territorial and settlement
organization, related to management and social structures in
the country, regions and municipalities, i.e. the infrastructure
as a region-, town- and settlement-forming factor;
 The urbanization of the population and the territorial
development of towns, leading to additional requirements of
infrastructural activities, objects and facilities;
 Tendency for continuous reduction of the population in rural
areas, leading to two opposite quantitative measurements of
the requirements: on one side, a reduction in the needs for
infrastructural activities and objects with industrial and social
purpose, and on the other side – increased needs of technical
infrastructure objects, mainly related to the construction and
maintenance of road networks, transport services,
communication, water supply and electrical networks;
 The development of the scientific and technical progress, the
integrational processes and the international cooperation,
which imposes the need to include the available infrastructural
objects on a macro scale to the cross-border infrastructure
systems (mainly the linear ones) and their restructuring on a
micro level.
The classification of the infrastructure can be based on different
criteria, but the common ones are: functional and territorial. According
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to the functional criterion (position and role of the infrastructure and
mainly its function in the production process), the following types can
be classified:
 Technical infrastructure, which includes the whole set of
technical elements on national and regional levels, which are
related to the delivery of incoming streams of materials: energy
production and distribution; water supply and sewers; hydrotechnical systems, transport systems, communication systems,
etc.
 Industrial infrastructure, which includes those objects and
activities, which create the normal conditions for the
manufacturing process: repair, tool production; warehousing
and energy storage; construction and asphalt depots; waste and
recovery management;
 Social infrastructure, which includes objects and activities,
which create favorable living and reproduction conditions for
the population and labor resources: residential construction;
communal-household economy; material and technical trading
base, household services, etc.; education and culture;
healthcare and social activities.

Fig. 1.2. Types of infrastructure according to the functional criterion.
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Specific types of infrastructure can be added to the functional
classification criterion, such as ecological, technological, tourist, etc.
According to the territorial criterion, the following types of
infrastructure are classified:
 Regional, which includes the infrastructure elements intended
to serve the economical regions and territorial industrial
complexes. It has a role in the forming of larger units;
 Local, which includes infrastructure elements that serve
settlement systems, separate settlements and industrial units
and construction sites. The local infrastructure is a result of
human economic activity and is different for the different
regions of the country.
According to the territorial criterion can also be classified the
following types of infrastructure: residential, settlement, national and
international.
1.2. Technical infrastructure
The technical infrastructure is defined as a system of buildings,
facilities and linear engineering transport networks, water supply and
sewers, electrical energy and thermal energy supplies, gas supplies,
information networks, hydro-melioration, waste treatment and geo
protection.
The main elements of a technical infrastructure are:
 The transport technical infrastructure and facilities related to
it;
 Water supply system and sewers;
 Electrical energy systems;
 Hydro-melioration networks and facilities related to them;
 Electronic communication networks and facilities;
 Coastline strengthening, protection and other protection
constructions;
 Facilities and installations for waste treatment.
The technical infrastructure is created by different institutions –
government, municipalities, operators of public services, etc. and its
function is to cover the needs for public access to it.
Transport infrastructure
All routes and stationary facilities of the different types of
transport, which are required for the transportation and safety of the
traffic, are categorized as transport infrastructure:
- 10 -

 The network of highways and roads (including the bridges,
tunnels, drainage, protection walls, etc.); signal systems and
markings; electrical systems (traffic lights, street lighting,
etc.); curbs, pavements and other vertical planning; recreation
places; systems for road maintenance.
 The systems for mass transport – metro, tramways, trolleybuses,
bus lines and the systems for automated control of timetables;
garages, cars, motorcycles and rental cars.
 Railway networks, including the terminals and other facilities
(railway depots, stations, subways, signal and communicational
systems).
 Sailing channels and navigational facilities, requiring continuous
maintenance such as dodging, etc.
 Ports and beacons.
 Airports, including the systems for control of the air traffic.
 Cycling lanes and pedestrian lanes, including underpasses and
overpasses.
 Ferryboats.
The transport technical infrastructure needs to ensure optimal
conditions for a comfortable, safe and economic transport of passengers
and freight, and accessibility for disabled people, while preserving the
environment.
Water management infrastructure
The water supply systems are used to satisfy the needs of the
population with potable water, water for domestic, technological and
fire safety needs. The external pipelines and facilities of the water
supply systems support the transportation from the water sources to the
settlements.
The sewers in the settlements ensure the removal of waste waters
and rain water.
The elements of the water management infrastructure are:
 Supplying of drinking (potable) water – water reservoirs, water
distribution network, pumps, recycling stations and filters,
including buildings and equipment, used in the process.
 Collectors and sewer network for collecting and removal of
waste waters.
 Drainage systems (sewage pipes, ditches, etc.).
 The main irrigation system (reservoirs and irrigation channels).
 Systems for flood protection (dykes, pump stations, and other
protection facilities).
- 11 -

 Snow-cleaning equipment – snowmobiles, salt spreaders, snow
drifting protection facilities, etc.
 Facilities for protection of the coastlines – breakwaters,
reinforcement facilities, afforestation activities at the
coastline, etc.
Energy infrastructure
 The electrical energy system includes the power generators, the
high voltage distribution system, the substations and the low
voltage distribution system.
 Gas pipelines, gas storage facilities and the distribution
terminals, distribution network. Some definitions also include
the tankers and trucks for transportation of gas, as well as
storage cisterns.
 Oil (petrol) pipelines, including the storage and distribution
terminals of petrol and petroleum products. Some definitions
also include the tankers and tracks that transport the petrol.
 Facilities for coal processing – cleaning, storage and transport.
Some definition also include the coal mines.
 Steam and hot water production, as well as the distribution
network.
Communication infrastructure
The electronic communications infrastructure is a set of electronic
communicational means, including lines, cable systems, pillars, towers,
channels, shafts, pipes, poles, cables and facilities, which are required
to transmit electronic messages with the exception of the terminal
electronic devices.
The elements of a communication infrastructure are:
 Postal services, including sorting and distribution centers.
 Telephone networks, including automated PBX (telephone
centrals).
 The networks of mobile operators.
 TV and radio streaming stations, including the regulatory
standards of the country.
 Cable television – the physical network, including the receiving
stations and the distribution network.
 Internet – the backbone, the main routers, servers, internet
providers, internet protocols and other software, required for
the functioning of the system.
 Communication satellites and overseas cables.
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 Pneumatic pipes of the postal networks.
Waste treatment infrastructure
A landfill is a facility for depositing wastes, on the ground and
under the ground, including internal sites for waste depositing on the
territory of enterprises (the creator of the waste disposes of it at the
place where it was created) and sites for temporary storage of waste,
which are exploited for a period longer than one year.
The waste treatment site is a territory, which is planned for
construction of facilities, required for the activities gathering,
temporary storing, recycling and disposing of waste, as well as the
service buildings and facilities for the workers at the territory of the site.
Elements of the infrastructure for waste treatment are:





Municipal systems for collecting and disposal of waste;
Depots for solid waste;
Furnaces for burning solid waste;
Depots for storing dangerous waste.

Infrastructure for monitoring and measurements of the natural
environment and the Earth processes:







The network of meteorological stations;
The network for monitoring of ebbs and flows;
Seismic stations;
Satellite monitoring of the Earth;
Geodesic supporting network;
Spatial databases.

Geoprotection
The geoprotection activities are part of the national spatial
planning of urban planning policy, which is controlled by the Ministry of
Regional Development and Public Works, with the program
“Geoprotection” in the field of regional development and public works.
The goal of the program “Geoprotection” is to prevent and limit the
consequences of landslides, erosion and abrasive processes, protection
of life and health of the population, reduction of the impacts of
destructive events on material funds and historical landmarks, ensuring
normal functioning of the transport and other communicational
networks, and protection of the natural environment.
The geoprotection measures and activities include the creation of
strengthening schemes, engineering and geological hydrogeological
studies, engineering and geological zoning, investment projects and
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coastal protection measures, coastal and geoprotection construction for
strengthening and draining of territories influenced by landslides,
erosive and abrasive processes.
The counter measures against landslides, erosive and abrasive
processes, include a complex of activities for registration and monitoring
of threatened and affected regions by landslides, sea abrasion, river
erosion, unfavorable technogenic processes and implementation of
geoprotection measures and activities.
The National program for strengthening of landslides, protection of
the Danube and Black Sea coasts from erosion and abrasion and
protection of the technical infrastructure and populated places from
landslide processes was developed in 2006.
The goals of the program “Geoprotection” are implemented in
accordance with the developed National program and include:
 The preventive geoprotection measures include registration and
monitoring of landslide zones by performing engineering,
geological and hydrogeological investigations and analyses,
building of new and maintenance of old reference networks,
required for the assessment of the dynamic behavior of landslide
regional coordinating activities in Bulgaria, and ensuring project
readiness;
 Authorization of the constructions in the landslide zones –
control on the investments through the giving out preliminary
permissions;
 Management of projects for limitation of the landslide
processes.
1.3. Industrial infrastructure
The development of the economy with its major branches and subbranches is an objective regularity of each country. With the
development of the societal division of labor new branches and activities
in the economy are created, and the industrial forces of the society
increase as a whole.
The industrial infrastructure is an aggregation of material and
technical systems which ensure the transfer of resources and goods as
part of the manufacturing and agricultural production.
The factors and prerequisites for the development and functioning
of the major branches of economy are many and of a different character:
saturation with the basic equipment of these branches, which are
concentrated in different manufacturing enterprises and companies with
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different focus, forming the basic part of the production funds, the state
of the technical and technological equipment, the forms and levels of
production cooperation, the employees and specialists in them, etc.
Together with these basic factors, there is another group of factors
and conditions, without which the production process would have been
impossible in any of the branches and activities. This is the group of the
so called infrastructure factors and prerequisites, which has been
differentiated in one of the major types of infrastructure named
‘industrial infrastructure’. This infrastructure is formed mainly at the
stage of forming and building of the major branches of material
production. For this reason it is also part of branches of material
production. That is why in the economic literature it is accepted to use
the concept of branch composition of the industrial infrastructure.
The industrial infrastructure contains objects, facilities and other
activities, which create the general conditions necessary to implement
an individual industrial process.
The basic elements of the industrial structure of each
manufacturing unit (factory, company, organization, etc.) are:
 Repair and tool-making, warehouses and energy storage;
 Construction and other supporting bases (depots)- asphalt,
chemical, preparation, etc.;
 Waste and restoration.
Basic characteristics of the industrial infrastructure.
1. It is an integral part of the development of the manufacturing
forces. Even though divided in different subsystems, activities and
objects, with its immediate functioning it has a direct impact on the
development of the industrial forces of society and of the different
branches it serves.
2. The infrastructure branches and activities of the industrial
infrastructure do not take part directly in the production of the finished
product, but with their functions they create the immediate conditions
for it.
3. The efficiency, as the main factor to assess the economic
activity of different organizations and companies, is based mainly on the
industrial infrastructure provision for the corresponding production.
4. Intensification processes and production management in the
main production always depend on one hand on the available
infrastructure and security, and on the other hand- on the production
rate. The results of the main production are the most important for the
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rate of construction, maintenance and development of the
infrastructure. That is why they are in a direct dialectic relation and
dependency.
5. The infrastructure funds are an integral part of the main funds.
6. The industrial infrastructure creates the necessary conditions
for increasing the production range of labor for efficient usage of the
labor and material resources.
All these points characterize the industrial infrastructure, its
purpose and essence.
The infrastructure objects and activities of the industrial
infrastructure are concentrated mainly at the input and output of the
industrial enterprises and companies.
At the input are the warehouses for materials and raw materials,
the cooperated deliveries from other companies, the repair bases, etc.
Without this warehouse base and repairs, the production process would
have been impossible. That is why they play a functional role – create
the conditions to perform manufacturing. The design and organization of
the warehouse bases are also part of this.
At the output are the warehouse base for the final production and
the means of transport, used to distribute it to the consumer – for
industrial or personal consumption. No results can be achieved in the
main production without such a kind of infrastructure. The results are
achieved only after the realization of the final product.
The production structure of each company is built in multiple
variants and depends on the performed activities and their technical,
technological, economic, and social characteristics. The production
structure of the company should be able to ensure maximum results with
the lowest expenses. The main elements of the production structure of
a company are its workshops.
Each workshop is characterized with:
 A certain area of the territory of the factory;
 A set of technological equipment, required to do the production
process;
 Technological autonomy;
 Mutual dependence on the work of the other workshops.
 Depending on their role in the production, the workshops are
classified as:
 Basic;
 Supporting;
- 16 -

 Service-providing;
 External;
 Additional.
These elements of the industrial infrastructure have their own
place in all branches of economy on all levels. They are very clearly
expressed on a territorial level. The presence of many industrial
enterprises and companies in the different municipalities and their
central cities, which belong to different institutional subordination,
ensures the necessity for territorial organization for their efficient
usage, a.k.a. a group of enterprises and companies on the territory of
the city.
Functions of the industrial infrastructure.
1. Providing the distribution of the material resources:
o Raw materials;
o Energy;
o Final products.
2. Providing the movement of the labor force (labor resources);
3. Providing the movement of the production finances;
4. Providing the movement of the production information.
The industrial infrastructure can be classified in other types. The
most common is the spatial-productive and sectorial classification.
According to the spatial-productive classification, infrastructures
can be divided into:






Industrial
Industrial
Industrial
Industrial
Industrial

infrastructure of an enterprise;
infrastructure of a region;
infrastructure of a country;
infrastructure of a union of countries;
infrastructure of the world.

According to the sectorial classification the infrastructures are:
 Industrial infrastructure of an individual production;
 Industrial infrastructure of an enterprise;
 Industrial infrastructure of a whole branch (sector).
The industrial infrastructure can be classified depending on its
functions (by branches of the infrastructure) independently of the first
two classifications:
 Transport (transport communications);
 Energy production (energy communications);
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Connection (information communications);
Water supply and sewers;
Wholesale;
Material and technical supply;
Financial infrastructure.

The sectorial classification of infrastructure is the most modern in
the contemporary science, because it has been adopted in many
countries, in most of the social and economic sciences. This classification
is based on an institutional and economic approach for planning,
development and management of the social life, the development of
other parts of the infrastructure.
Construction and development of industrial infrastructure
The process management related to cooperated construction of the
industrial infrastructure, requires to consider the circumstance, that it
includes a system of activities, serving the production in the following
technological sequence:







Providing with raw materials;
Providing with spare parts and tools (equipment);
Maintenance and repair;
Energy and water supply;
Storing and exploitation of the final production;
Waste and recycling.

Unlike the other types of infrastructure, there are less possibilities
for cooperation and they depend on the territorial system, its
specialization, level and way of implementation and functioning.
When determining the direction of development of the industrial
infrastructure and its cooperated implementation, the following shall be
considered:
 The level achieved, the specialization and concentration of the
different companies;
 The setting for the branch specialization and concentration of
the territorial system as a whole;
 The tendencies in the development of supporting activities in
different companies, branches and sub-branches;
 The initial studies and results from the analysis of the current
situation of objects of the industrial infrastructure.
From what was already mentioned, the major guidelines can be
formulated in terms of cooperative development of industrial
infrastructure in territorial systems.
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Firstly, the cooperative development of infrastructure elements in
territorial systems should be preceded by systematical analysis and
assessment of the functional, territorial and branch specialization and
concentration of the production forces at the territory.
Secondly, the real implementation of scientific and technical
progress is a necessary factor to expand the integration forms for usage
and development of integrated infrastructural elements.
Thirdly, very often it is required to apply contemporary
methodological tools, including modelling of the processes of the
integrated development of the infrastructure base, in order to ensure
and prove in advance the economic, social, ecological efficiency from
these joint infrastructural objects.
Fourthly, the development and exploitation of infrastructure base
needs to be coordinated with the general direction and perspectives in
the development of the property in the territorial system. That is why it
is necessary to develop long-term programs for development of the
material and technical base and the manufacturing forces and to
determine the overall scale and rate of the regional social and economic
grow. The infrastructure should always be considered as an integral part
of the regional development plan on the territorial system (region,
municipality, etc.).
Fifthly, the integrated development of the industrial infrastructure
in the territorial systems is connected to the improvement of the
legislation, which means it requires unified investments, build-up and
management of the available industrial infrastructure objects.
The practical cases show that the cooperation of the industrial
infrastructure leads to reduced investment costs (up to 30%) from the
total amount of the investments in the territory, and this efficiency is
achieved through reduction of the exploitation expenses, related to
maintenance, functioning of the individual infrastructural systems with
production purpose.
1.4. Critical infrastructure
The term “critical infrastructure” refers to the assets of physical
and computer-based systems, which are of significant importance for
ensuring a minimal state of functioning of an economy and its
government. They include, but are not limited to: telecommunications,
energetics, banking and finances, transport, water supplies and rescue
services, government and others. The progress in the field of information
technologies leads to a significant increase in the efficiency of these
systems, which allows to automate and integrate the infrastructures
- 19 -

together. This leads to the creation of new vulnerabilities for the
infrastructure. They should be protected using a flexible, evolutional and
system approach, which protects not only the public sector, but also the
private one.
The protection of critical infrastructure is related to activities that
defend the population, the physical assets, the communication systems,
etc. which are vital for the national security, economic stability, and
public safety or in other words these are the assets, which are invaluable
for society and which ensure its well-being.
According to the Law for Protection During Disasters “a critical
infrastructure” means “… a system or part of a system, which are
essential for the maintenance of the vital social functions, health,
safety, security, economic and social well-being of the population and
whose violation or destruction would cause significant negative impact
for Republic of Bulgaria as these functions would stop to function”.
Similarly, “object” means each organized or economically distinct
entity of the central and territorial executive authorities or of an
enterprise of legal entities and the sole traders.
“European critical infrastructures” are critical infrastructures,
which are part of an EU member country, whose violation or destruction
would have a significant impact on two or more member states. Certain
criteria are used when assessing the negative impacts – number of
casualties or injuries, economic and social impacts, and also the impact
of such an event on other infrastructures. Being a member state of the
EU, our critical infrastructures could become “European critical
infrastructures”.
The protection of critical infrastructure includes a number of
activities, aimed to guarantee the normal functioning, continuity and
integrity of the critical infrastructures, which would prevent, reduce,
mitigate or neutralize the threats, risks and vulnerabilities.
Information, related to the protection of critical infrastructure is
each fact about a certain critical infrastructure, which is publicly
available, could be used to plan and/or perform an action which could
damage or destroy objects, elements or installations of a critical
infrastructure.
Numerous systems and branches exist in the infrastructure, which
contain objects that are potentially dangerous for the population and
the national economy. The main reason for the vulnerability of these
objects is the incompetent intervention of humans in nature, as well as
the incorrect actions during the construction.
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There is no strict policy yet about the protection of critical
infrastructure, as well as method to determine the risks and
vulnerabilities of objects or systems. Depending on what dangerous
event, situation or phenomenon influences the infrastructure, an object
could be classified as critical infrastructure or not.
Classification of the objects of the critical infrastructure
The infrastructure objects can be classified in several ways.
According to their purpose:
 Physical objects from the economics, energetics, nuclear
industry, telecommunications, agricultural engineering and food
industry, healthcare, transport communications, settlements,
etc.;
 Virtual objects from the internet, systems for protection of
information, culture, education, politics, etc.
According to the ownership:
 National or international;
 Public, private or cooperative;
 Property of NGOs.
The objects of the critical infrastructure can be classified also as:
 Special (used for military operations) – positions, control points,
military roads, airports, naval bases, connections points,
warehouses, etc.
 Common military objects – polygons, military cities, military
hospitals, training centers, etc.
 Common national objects – communication and transport
systems, elements of the governmental system, industrial
enterprises and factories, bases, etc.
Considering the dynamic environment and the attempts of the
legislation to regulate the parameters of the operation, Bulgaria is a key
factor for the development and maintenance of strategic energy and
transport objects on national, regional and international scale. The
increase of their quantity, variety in types and expansion of the
territorial regions which they are part of, and considering the increasing
risks of terrorist actions, makes it necessary to take synchronous
measures for their protection, early warning, as well as measures for
adequate response.
Considering all these circumstances, as well as the regulations of
the Council of Europe for application of the Directive on national level,
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in Bulgaria this process is implemented by the Council of Ministers Decree
№18 of 1 Feb. 2011, which deals with establishing and identifying
European critical infrastructures (ECI) in Bulgaria, as well as the
necessary measures for their protection for the energy and transport
sectors.
In order to determine the potential risks of ECI are applied intersectoral and sectoral criteria.
The inter-sectoral criteria are:
 Potential number of casualties and injured people;
 Economic consequences – assessment of the significance of the
economic losses and/or the reduced quality of the products and
services, including the potential effects on the environment;
 Public consequences – assessment of the influence on the public
trust, the physical suffering and the disruption of daily life,
including the loss of basic services.
The threshold values of the inter-sectoral criteria are determined
for each case by the corresponding minister together with the interested
countries – members of the EU, and are based on the level of disruption
or destruction of a given infrastructure.
The sectoral criteria are defined by Directive 2008/114/EU of the
EC from 8 Dec. 2008, which aims to establish and identify European
critical infrastructures (ECI) and to assess the need to improve their
protection considering the characteristics of different sectors with ECI.
The process for identification of the potential ECI is implemented
in the following sequence:
 Initial selection of the critical infrastructures in the
corresponding sector, according to the sectoral criteria;
 The potential ECI are identified out of the critical
infrastructures, and the significance of the consequences is
identified according to the inter-sectorial criteria;
 The rate of disruption, the time to recovery, and the available
alternatives are considered for the potential ECI.
Each owner/operator of an identified ECI has three months to
prepare an operator plan for security of the ECI, which prescribes the
ECI elements and the protection measures.
An operator plan should contain the following:
 Elements of the critical infrastructure;
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 Risk analysis according to the different scenarios forreaction in
case of serious threats, the vulnerabilities of each element of
ECI, as well as the possible consequences;
 Measures and procedures for counter action:
o Permanent security measures – the necessary
investments for security are determined; technical
measures, including the installation of detectors, fire
warning and fire safety systems, devices for access
control, means for protection;
o Organizational measures – procedures for signaling
management of crises; measures for control and
verification; communication; increasing the awareness
and training; security of the informational systems;
o Security measures – they are enforced depending on the
type and level of risk and threat.
The nationwide objects of the critical infrastructure are classified
by sectors as follows:
Energetics.
This sector is fundamentally important and all other sectors
depend on it. The main critical infrastructure objects in the energy
system are:
 The energy production plants – NPP, SPP, HPP, PSPP, etc.;
 The system for transfer and distribution of the electrical energy;
 The system for distribution of natural gas, petrol, etc. as well
as the systems for refining, processing and storing.
Telecommunications
The importance of this sector constantly increases globally. The
main critical infrastructure objects in the telecommunications are:








Automated information systems and control systems;
Internet;
Stationary telecommunications;
Mobile telecommunications;
Radio communications and navigation;
Satellite communications;
Radio and television.

Hydro-technical systems
The main critical infrastructure objects in the sector are:
 Water reservoirs – natural and artificial;
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 Facilities which control the quality of water;
 Portable networks for water purification and water supply.
Food industry
The main critical infrastructure objects in the food industry sector
which are responsible for ensuring vital food products are:
 Enterprises for production of basic foods;
 Objects that are part of the system for storing, delivery and
distribution of the basic foods;
 System for assuring of the quality and safety of food.
Healthcare
The main critical infrastructure objects in the healthcare sector
are:
 Hospitals, sanatoriums and rehabilitation centers;
 Pharmaceutical enterprises, network of pharmaces and
warehouses;
 Emergency, immediate, pre-hospital and hospital medical help;
 Virology laboratories, etc.
Financial sector
The basic critical infrastructure objects in the banking and
financial services are:
 Payment structures: banks, post offices, vaults, etc.;
 The Ministry of Finance, the Mint.
Public administration
The objects of the public administration can be presented as:
a) Political – the capital of the country with the more important
adjacent settlements. The parliament, the presidency, the council of
ministers, the basic ministries and administrations, which form the
political direction, control the overall activity of the country and are the
most likely object for impact are located there;
b) Administrative – the larger administrative centers, where the
administration of the local authority, courts, prosecutor’s office, police,
military formations, etc. are concentrated. Very often they would be
object of impact during military and political crises and during military
conflicts of ethnic or religious origin.
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Military defense and defense industry
The basic critical infrastructure objects in the military defense
sector are:





Points of permanent dislocation of the army;
Polygons;
Warehouses for wartime reserves;
Factories and companies which form the industry for wartime
production, etc.

Transport communications
They include the railroad, air, naval and road transport. The main
critical infrastructure objects of transport communications are:









Railroads;
Bridges;
Tunnels;
Bus stations and train stations;
Airports;
Objects of the Air traffic control;
Ports;
Ferryboat terminals, etc.

Chemical industry and nuclear energetics
The main critical infrastructure objects in the chemical industry
are:






Factories from the chemical industry;
Factories from the light and heavy industry, etc.
Infrastructure objects in the nuclear energy system are:
Nuclear power plants (NPP);
Repositories for nuclear waste.

This is a sector which has clear legislation levels of criticality,
alligned with the EU directives and the recommendations of the
International Atomic Energy Agency (IAEA).
Historic, cultural and religious
These are objects of importance to society, including:
 Historic places, settlements or geographical regions, irreversibly
related with the history of the country;
 Monuments of culture, religious temples, objects symbolizing
the ethical, cultural and historical affiliation of the population
in different regions or of the whole country.
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1.5. Infrastructure of the Romania-Bulgaria cross-border area
The Romania-Bulgaria cross-border area is one of the longest
boundaries in the EU. It is 610 km long and for 470 km it follows the
course of the Danube River.
The cross-border region is located in the Northern part of Bulgaria
and in the Southern part of Romania along the national border, from
Serbia to the Black sea. It contains seven Romanian districts and eight
Bulgarian ones (Fig. 1.3):
 The districts of Mehedinti, Dolj, Olt, Teleorman, Giurgiu,
Calarasi and Constanta in Romania;
 The districts of Vidin, Vratsa, Montana, Pleven, Veliko Tarnovo,
Ruse, Silistra and Dobrich in Bulgaria.

Fig. 1.3. Romania-Bulgaria cross-border area.
The fifteen administrative units in the cross-border region have a
total area 69 285 km2 of which 56.75% (39 320 km2) are Romanian and
43.25% (29 965 km2) are Bulgarian territory.
The Romania-Bulgaria cross-border region covers 19.8% of the total
area of the two countries and a population of more than 5 million people.
Cross-border transport infrastructure
As a part of the transport corridor VII of the European Union, the
Danube River is an important waterway, which connects the channel
Rhine–Main–Danube and the port of Constanta with the industrial centers
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in Western Europe and the port of Rotterdam. The Danube basin includes
countries and regions, which can use it for direct access to the Black sea,
the Caucasus and Central Asia. The Danube River is crossed by two
European transport corridors on the territory of the cross-border area,
connecting Central and North Europe with the Middle East and the SouthEastern part of the continent (Fig. 1.4, table 1.1).

Fig. 1.4. Main corridors of the trans-European transport network (TENT), which go through the cross-border area Romania-Bulgaria
Table 1.1.
Transport axes which are in the Romania-Bulgaria cross-border area.
Type of transport

Route

(Agreement)

Road
(AGR)

E 70

(Serbia) - Timisoara – Drobeta - Turnu Severin –
Craiova – Aleksandria – Bucharest – Giurgiu – Ruse
– Razgrad – Shumen – Varna – (Ferryboat to
Samsun, Turkey)

E 85

(Ukraine) - Siret – Suceava – Roman – Faltaceni –
Bacau – Adjud - Focsani – Ramnicul Sarat – Buzau
– Urziceni – Bucharest – Giurgiu – Ruse – Biala –
Veliko Tarnovo – Stara Zagora – Haskovo –
Svilengrad – (Greece)

transport
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Type of transport

Route

(Agreement)

Railway transport
(AGC)

Mixed
railway
transport (AGTC)

E 79

(Hungary) - Oradea - Brad - Deva - Petrosani –
Targu Jiu - Craiova - Calafat - Vidin - Vratsa Botevgrad - Sofia - Blagoevgrad – (Greece)

E 87

(Moldova) - Galati - Braila - Macin - Issacea Tulcea - Babadag - Constanta - Eforie – Mangalia
– Vama Veche – Durankulak - Shabla - Kavarna Balchik - Varna - Biala - Obzor - Nesebar - Pomorie
- Burgas - Zvezdets – Malko Tarnovo – (Turkey)

E 675

Agigea - Karaomer (Negru Voda) - Kardam

E 95

(Moscow - Kiev - Chisinau) - Iasi - Pascani - Buzau
- Ploiesti - Bucuresti – Giurgiu – Ruse – Gorna
Oriahovitsa – Dimitrovgrad – Istanbul

E 660

Ruse – Kaspichan

C-E 95

(Moscow - Kiev - Chisinau) - Iasi - Pascani - Buzau
- Ploesti – Bucuresti - Videle – Giurgiu – Ruse –
Gorna Oriahovitsa – Dimitrovgrad

C 95

Craiova - Calafat - Vidin – Sofia

C-E 660

Ruse – Kaspichan

Important
terminals
for
combined
transport (AGTC)

Ruse,
Sofia,
Varna,
Oriahovitsa (Bulgaria)

Kaspichan,

Gorna

Bucuresti, Craiova, Constanta (Romania)

Important border
checkpoints
for
combined
transport (AGTC)

Ruse - Giurgiu
Calafat - Vidin
E 80

Internal
water
E 80-03
transport (AGN)
E 80-05

The Danube River
Olt (from Slatina until it flows into the Danube)
The Danube-Black sea canal
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The main advantages of the cross-border area Romania-Bulgaria
are the Danube and the Black sea. The Danube River is a basic
transportation corridor in Central Europe, which connects Western
Europe with the Black sea. According to the new infrastructure policy of
the EU, published in October 2013, the main corridors of the TEN-T
network in the cross-border area Romania-Bulgaria are:
Corridor Rhine–Danube. This corridor will connect France,
Germany, Austria, the Czech Republic, Slovakia, Hungary, Romania and
Bulgaria from the Main river and the Danube river all the way to the
Black Sea, including the development of high-speed railway transport
and internal waterways. One of its basic directions is the road
Vienna/Bratislava – Budapest – Arad – Brasov/Craiova – Bucuresti –
Constanta – Sulina. The corridor is related to a number of sections of
high priority projects 7, 17, 18 and 22. The preliminary identified
projects, which are of importance for the Romanian-Bulgarian crossborder area, are:
 Arad – Brasov – Bucuresti – Constanta (railway transport);
 Giurgiu – Galata (port);
 Danube
(Kelheim
–
Constanta/Midia/Sulina)
(internal
waterway);
 Constanta (port, main waterways);
 Craiova – Bucuresti (railway transport).
The corridor Orient/Eastern-Mediterranean. This corridor, which
is connected to nine other routes (including Colin – Pardubice – Brno –
Vienna/Bratislava – Budapest – Arad – Timisoara – Craiova – Calafat – Vidin
– Sofia) will integrate the priority projects 7 and 22, ERTMS Corridor E
and the railway corridor for freight transport 7 (RFC 7). Corridor Orient/
Eastern-Mediterranean aims to improve the multimodal connections in
South-Eastern Europe. The preliminary identified projects of the
corridor, which are of importance for the Romanian-Bulgarian crossborder area, are:
 Budapest – Arad – Timisoara – Calafat (railway transport to
Romania);
 Vidin – Sofia – Burgas / cross-border area Sofia – Thessaloniki –
Athens/Pirea (railway transport);
 Vidin – Craiova (road, cross-border modernization).
Road infrastructure. The public roads in the cross-border area
Romania-Bulgaria are 15% of the national public road network (12 612
km). In the Bulgarian part, the road network is 30% of the national
network (5 921 km).
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The public road network is more concentrated in Romania,
compared to Bulgaria. The road network is evenly developed on both
sides of the cross-border area, the average density for the nine Bulgarian
districts (18.2) is more than the national density and less than the
average value for the seven Romanian districts (32.2).
Most of the road network has durable pavement, but it is old and
the available protection equipment does not meet the contemporary
requirements. In some sectors, the bad quality of the roads creates
serious difficulties for the winter maintenance of the roads, which often
leads to isolation of settlements.

Fig. 1.5. Hierarchy of the road network in the Romania-Bulgaria crossborder area.
The density of the public roads has the highest values in the
districts Olt (39,6 km/100 km2), Vidin (20,2 km/100 km2) and Veliko
Tarnovo (20,1 km/100 km2), and the lowest values in Calarasi (25,0
km/100 km2) and Montana (16,6 km/100 km2). At the same time, the
highest percentage of paved roads are in the regions of Constanta
(Romania) and in Veliko Tarnovo (Bulgaria) (fig. 1.6).
The total length of the roads in the cross-border area is 16 511 km.
The average density is 22,95 km/100 km2, which is very low compared
to the average value for the EU of 110 km/100 km2. The density of the
roads along the Danube River is lower than the average for the country.
There is only one highway in the cross-border area, which connects
Bucuresti to Constanta (220 km). The construction of this highway leads
to increased traffic to the Black sea on the Romanian side of the border.
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Fig. 1.6. Road density of public roads per 100 km2.
The secondary and tertiary road networks in the region are
underdeveloped and are badly maintained which leads to high risk of
accidents. Furthermore, some roads are exposed to floods, especially on
the Romanian side of the Danube River. Many roads have insufficient
capacity, which leads to traffic jams and as a result increased travel
time, operational expenses for the vehicles, accidents and
environmental pollution.
Railway infrastructure. The density of the active railways is
approximately 46,1 km per 1000 km2 in Romania and 38,9 km per 1000
km2 in Bulgaria, which is less than the average value for the EU countries
(65 km per 1000 km2). The main railway connection between Romania
and Bulgaria crosses the Danube River at the bridge Giurgiu-Ruse.
280 km of the railway Sofia-Vidin is powered by electricity, but 2/3
of it are with a single line and the maximum allowed speed is less than
100 km/h.
The length of the railway network in Bulgaria for the cross-border
region is 25,8% of the Bulgarian railway network.
The projects TEN-T, which include the railway network in the
cross-border area, are:
 Priority project 22 (railway axis Athens-Sofia-Budapest-ViennaPrague-Nurnberg/Dresden), connecting the Eeastern members
of the EU with the main railways. Its completion will improve
the connection between all national networks based on common
standards. This concerns the section Athens-ThessalonikiPromachon-Kulata-Sofia-Vidin-Calafat-Craiova-Timisoara- 31 -

Kurtiki-Lokosaza-Budapest-Gior-Hegesaholm. Part of the action
includes research about the whole length of the section for
establishing of common standards. This is followed by detailed
technical studies in all four member states, participating in
Phase B.
 Technical support for the construction of an intermodal terminal
in the Central-Northern region for planning in Bulgaria – Ruse,
aiming to improve the inter-modality in the South-Estern region
of the EU. It is planned to create conditions for optimal
combination and integration of the different types of transport
and better quality of the freight transport services. The scope
of the contract includes studies about the feasibility, design of
the preliminary project, preparation of procedures for
acquisition of land, and cost-benefit analysis, etc.

Fig. 1.7. Road and railway network, ports and waterways with
multimodal points.
Airport infrastructure. The region is served by three international
airports in Romania: Constanta (most flights are planed for the summer
season, for example Paris, Strassbourg, Luxemburg, Bergamo, and Pisa),
Craiova (for example London, Cologne/Bohn, and Bergamo) and Otopeni
which is in immediate proximity of the cross-border region. The closest
airports in Bulgaria are Sofia and Varna, but part of the population
regularly uses the Bucuresti airport - Otopeni.
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Fig. 1.8. Air traffic – territorial integration of the Romanian and
Bulgarian airports in the European context (Tigris).
Connectivity in the border area
Table 1.2 shows the different ways to cross the Romanian-Bulgarian
border. At the moment there are two existing bridges for automobile
transport across the Danube River between the two countries (CalafatVidin and Giurgiu-Ruse).
Table 1.2.
Infrastructure for crossing the border between Romania and Bulgaria
Romanian border
point

Bulgarian border
point

Infrastructure
Water transport

Calafat

Vidin

Road transport (bridge)
Railway transport
Water transport

Bechet

Oriahovo

Corabia

Magura

Water transport

Somovit

Nikopol

Water transport

Zimnicea

Svishtov

Water transport (ferryboat)

Road transport (ferryboat)
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Giurgiu

Road and
(bridge)

Ruse

railroad

transport

Port and ferryboat
Oltenita

Tutrakan

Water transport (ferryboat)

Calarasi

Silistra

Water transport (ferryboat)

Ostrov

Silistra

Road transport

Negru Voda

Kardam

Road and railroad transport

Vama Veche

Durankulak

Road transport

Turnu Magurele

Nikopol

Water transport (ferryboat)

Currently, along the 470 km course of the Danube River, in addition
to the two bridges, in operation there are six ferryboat terminals: Lom –
Rast, Oriahovo – Bechet, Nikopol/Somovit – Turnu Magurele, Svishtov –
Zimnicea, Tutrakan – Silistra – Calarasi. The main difficulties and
problems, related to the ferryboats, are the quality and the capacity of
their road connections with the hinterland and the main economic
centers in the region, the high taxes for crossing the river, compared to
the bridge toll taxes, the difficult and sometimes non-regulated traffic.

Fig. 1.9. Transit flows in the cross-border region.
River and sea ports. The Danube river and its tributaries are
traditional fright transport routes, considering that 2 414 km from
Kelheim (Germany) to Sulina (Romania) connects 78 ports (fig. 1.10). The
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most important ports along the Danube River in the cross-border area
are: Drobeta - Turnu Severin, Calafat, Turnu Magurele, Giurgiu, Oltenita,
Calarasi in Romania, and Vidin, Lom, Oriahovo, Svishtov, Ruse and
Silistra in Bulgaria.

Fig. 1.10. Main ports along the Danube River.
The barge movement is continuous along the Danube river during
the sailing season as long as the water displacement of the canal remains
above 2.8 m. Draining and other construction projects are required in
order to maintain the waterway in a navigable state.
The port of Constanta is the main Romanian port and their largest
on the Black sea. Its area is 1 313 hectares of port lands, 65 km of wharfs
and it can operate ships up do 250 000 tons. Constanta is an important
connection between Western and Central Europe, Central Asia and the
Caucasus. Most of the turnover is based on traffic of raw materials from
the Russian Federation and containers from the Far East. The port of
Constanta generates 70% of the international and transit waterway
traffic, 40% of the international and transit railway traffic, and 12% of
the international and transit road traffic. The port of Constanta is
connected to the Danube river through the Danube-Black sea canal (64,2
km long).
Energy infrastructure
The cross-border region is important for the production of
electrical energy. Both countries have one nuclear power plant on the
Danube River. In Romania the “Cerna Voda” NPP is located in the
Constanta district and currently has 1 400 MW power with its two active
reactors, which produce approximately 20% of the country’s electrical
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energy. The use of nuclear power in Romania can reduce its greenhouse
emissions by more than 10 million tons per year.
In Bulgaria the “Kozloduy” NPP is located in the district of Vratsa
and has two reactors with total power of 2000 MW, generating about 35%
of the electrical power.
Questions for self-preparation:
1. What is the meaning of the term “infrastructure”? Why are the
interest in it and the studies on the infrastructure increasing?
2. What classifications for types of infrastructure are used depending
on different criteria? Describe the relation between the industrial,
social and technical infrastructure.
3. What is technical infrastructure? Which are its main elements?
4. What does the transport technical infrastructure include?
5. What is the geoprotection activity? What are the goals of the
“Geoprotection” program?
6. What is industrial infrastructure? What objects does it include?
7. Which are the main characteristics of the industrial infrastructure?
8. What are the functions of the industrial infrastructure? How can it
be classified?
9. What is the meaning of the term “critical infrastructure”? What
activities does the protection of critical infrastructure include?
10. How can the objects of the critical infrastructure be classified?
11. What is European critical infrastructure?
12. What do the inter-sector and the sector criteria for identification
of potential European critical infrastructure include?
13. What does the procedure for identification and marking of
European critical infrastructure include?
14. Which are the sectoral and country objects of the critical
infrastructure?
15. Which objects in the Romania-Bulgaria cross-border area can be
classified as critical infrastructure?
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CHAPTER TWO. Risk. Risk analysis of large scale infrastructures
Risk is a random event, which dynamically develops with the
evolution of technologies, equipment, society and nature. The word
“risk” became common in Europe after the 14-th century, and its more
serious study is related with the statistical overview of risk calculations
in insurance and gambling.
The development of the nuclear technology sets the beginning of
discussions about the problems related to the risks. The concept of
“acceptable risk” is considered, and investigations are made about the
economically acceptable level of security and the price the society is
willing to pay.
Later risk is institutionalized and standardized internationally. In
1982 the EU countries adopted the “Seveso” Directive, aiming to prevent
major industrial catastrophies and accidents. The principles of this
directive were used to create a new approach and specific
recommendations, conforming to the legislation of many countries.
The policy related with risk management in large-scale
infrastructures stresses on the efficient prevention of risks and the
reduction of the effects as a result of natural phenomena and significant
industrial accidents.
This chapter will present the following set of problems:





The nature of risk;
Basic concepts, related to studying risk;
Classification and sources of risks;
Common principles, approaches, strategies, methodologies and
main phases of the risk management process;
 Risk management standards;
 Risk management in the Romania-Bulgaria cross-border area.
2.1. The nature of risk. Basic concepts and methods for
investigation. Classifications and sources of risks
The investigation of risks suggests the disclosure of its nature,
elements, properties and internal contradictions. Two approaches are
used in the risk perception – the approach of individuals and the
approach of professional managers. Most people associate risk with
danger and threat, thus perceiving it as a negative effect on their
personality, damages or lost profits.
Professional managers consider risk as an uncertainty about
achieving expected results related to pre-set goals. For them, risk is a
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level of certainty or uncertainty for the realization of expected future
results through expected future returns.
The term “risk” is contradictory, which is the reason for the great
variety of interpretations and definitions for it. The term is defined
differently for different types of activities and professions.
The term “risk” comes from the Arabic “risq” – something which
is given to man by God and out of which he can make a profit (positive
chance). It is transferred to the Latin “risicum” – a challenge, which the
barrier reefs set for the sailors. In Greek “risikon” means a random
occurrence of a result. In English “risk” has certain negative meaning –
possibility for a loss, unfavorable result or outcome, destruction. In
Italian “risicare” means to dare, to decide, to make a bold move. In
French “risqué” has mainly a negative meaning, but does not exclude
completely the possibility for a positive result.
In Bulgarian the term “risk” comes from French and has three
meanings: possible danger, possible loss from a trade deal in foreign
currency or from credit operations; a random action with a hope for
success.
In 1982 the Bulgarian language institute at the Bulgarian academy
of sciences (BAS) gives the following meaning of the term “risk”: possible
danger, random action with a hope for success; possible loss from a
trade deal in foreign currency and credit operations, in the insurance
business, etc.
In the 1999 edition of the small dictionary of the foreign words in
the Bulgarian language, the meaning of the word “risk” is interpreted
as: possible threat, possible loss, failure, etc.
In the Bulgarian vocabulary dictionary from 1984, the meaning of
“risk” is possible danger, calculated risk.
In the Bulgarian thesaurus dictionary from 1987, the meaning is
threat, imminence, danger, uncertainty, fatality, chance, luck,
responsibility, possibility, risky proposition, speculation, accident, fate.
In the “Risk management standard” professionals from leading risk
management organizations in the UK consider the risk as a factor, having
favorable and unfavorable impacts at the same time.
The risk, leading to positive outcomes, realizing profits and
benefits is usually called “chance”. But most people associate risk with
threat and danger and that is why in most definitions it is described with
its negative effects.
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The Seveso II Directive defines risk as “the probability of a specific
impact which happens in a certain time period or at certain
circumstances”. As such, risk is a complex function of threats, related
to a certain system.
Consequently, it can be summarized that the essence of risk is: a
probable unfavorable deviation from the desired and expected result of
the implementation of a management decision or an action following the
multi-variety and the lack of determination of the environmental
factors, in which the activity is performed, which creates objective
prerequisites for the occurrence of risky situations.
The existing variety of definitions of risk shows that this
phenomenon has multiple aspects regarding its nature and the causes
which provoke it.
Different aspects, related to studying risk are used in risk analysis,
such as: threat, vulnerability, consequences (effcts), sources of risk, risk
factors, risk situations, etc.
All risks have a source, which generates the risk or at which the
risk is targeted. The risk sources could be subjective, objective, or a
combination thereof:
- Individuals, groups and organizations;
- Independent or dependent events, phenomena, processes in
nature and society.
For example risk is associated to phenomena (such as earthquakes,
floods, hurricanes, etc.), which happen against the will of people and in
situations (such as industrial accidents, market behavior, ecological and
social disasters), in which man is the main factor.
Risk factors are situations, events, impacts or processes, which
may lead to the occurrence of a certain risk. They are of paramount
importance in the decision-making process regarding risk management
activities.
A situation may be assessed as risky (dangerous), when certain risk
circumstances are in place, which may be the cause or may create
conditions that violate important social interests and harm the society
and the country. The risk situation suggests limited possibilities for
complete control and prevention.
The elements of risk are: the probability that a certain event will
occur, the frequency of a risk event, the (negative) effect of the risk
event, the relative significance compared to other risks, and exposure
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to risk – it is estimated as the product of the probability and the impact
of the event.
To uncover the risk means to determine the probable threats
(through their qualitative characteristics) in the process of realization of
a specific decision. Generally speaking, to determine the risk means to
describe all abstract possibilities for something unfavorable, bad or fatal
to happen.
The classification is highly important for finding the source of the
risk and to determine its nature. Good risk management requires to know
the basic types of risk, i.e. to classify risks in certain groups according
to their symptoms.
There are numerous classifications for the types of risk, made by
international and other expert organizations, and some of them will be
discussed below.
In 2008, during the period of harmonization of the Bulgarian and
the EU legislation, in the “Guidelines for introducing risk management in
organizations from the public sector” the following classification has
been made for the types of risks in the following groups:
 Strategic risks – they influence the implementation of strategic
goals and interests;
 Operational risks – they influence the day-to-day and
operational processes and activities;
 Political risks – they occur when new policies and other changes
are introduced in the government;
 Economic risks – they occur during changes in the economic
system, business, investments and the income of the
population;
 Risks for the reputation – they occur when failing to satisfy
certain services and needs of the society;
 Technological risks – they are related to the use of old
technologies;
 Security risks – they occur after abuse with tangible assets or
inadequate protection of the information system;
 Legal, regulatory risks – they are caused by changes in the
legislation;
 Financial risks – they are formed from lack of funding or
inefficient financing;
 Ecological risks – they are caused by ecological catastrophes or
climate change;
 Management risks – they are caused by management failures;
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 Contractual or partnership risks – they are caused by a failure of
a partner or a supplier of a public service.
In 2009, at the economic forum in Davos, Switzerland, another
classification of risks has been announced, which divides risks into five
groups:
 Economic risks – the variation of the prices of food, petrol, the
collapse of currency and assets, the resistance to globalization,
etc.;
 Geopolitical risks – international terrorism, spreading of nuclear
technologies, Iran, North Korea, Afghanistan, Iraq, the conflict
between Israel and Palestine, cross-border crimes and
corruption;
 Environmental risks – sudden changes in the climate, droughts,
earthquakes, floods, air pollution and extinction of biological
species;
 Public risks – pandemics, infections, aging of population,
migration;
 Technological risks – disintegration of critical infrastructure,
misuse of information, and loss of data.
The standards for risk management categorize risks depending on
the external and internal factors, which influence an organization. These
are: financial risks, strategic risks, operational risks, and risks of physical
threat.
Some experts in risk management divide the risks into pure and
speculative (fig. 2.1). The classification has been made according to the
possible deviations of the actual results (risk events) from the expected
ones.
The speculative risks are expressed as the possibility to obtain a
positive or a negative result. If a speculative risk happens, a certain loss
will be inflicted. If a speculative risk does not happen, a profit will be
made.
The speculative risks are typical for the market economy. They
determine the financial risks, related with the purchasing power of
money, investment and commercial risks. The market risks, currency
risks, stock prices, etc., are also considered as speculative risks.
Pure risk means a possibility to get a negative or zero result. When
the risk happens, losses occur and when the risk does not happen – the
expected state is reached. These risks exist and happen independently
from the will of people. According to academician Ivan Popchev, the
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pure risks are defined as natural risks (earthquakes, floods, fires,
epidemics, etc.), ecological, political, transport and commercial.

Fig. 2.1. Classification of risks.
In the “National security of Bulgaria: Risks to 2020-2025”, the
security risks are divided into two categories. The priority category
includes risks, having direct importance for the stability and influence
on the statehood and the constitutional order. It includes five risk factors
and their spheres: finances, economics, energetics and collapse of the
energy system, social collapse and conflict, criminalization of the
institutions and processes in international context.
The second group includes risks, having indirect influence on the
stability of the institutions in the country. These risks can overlay and
translate into the priority category, and as a result increase the risks in
the first category. This group consists of seven risk factors and spheres:
education, healthcare, regional development, migration, demography,
ecology, poverty and mass fears.
Other classifications and specialized risk groups are also possible,
in which the nature of a certain risk is specified, or the focus is put only
on certain aspects of risk.
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Risk is a category, used in many sciences, such as: natural,
mathematical, technical, social, medical, and military. Depending on
the subject and object of the study, each of these sciences has its own
specific methods, criteria and indicators for the investigation of risk.
2.2. The risk management process – general principles,
approaches and control strategies. The concept “acceptable risk”.
Phases of the risk management process.
With the development of the scientific and technical revolution
during the 50-s of the 20th century, new risks occur – economical,
financial, technical, etc. Their management engages the attention of the
scientific community and makes the solving of the problem an important
goal. Numerous risk management organizations are created: Risk and
Insurance Management Society (RIMS, 1950), International Federation of
Risk and Insurance Management Association (IFRIMA, 1984), Global
Association of Risk Professionals (GARP, 1996), etc. As a result, risk
management is being promoted in all spheres of the public life.
In our everyday life constantly occur losses, caused by risks of
different types and intensity. That is why risk and its management
attract special attention.
Risk management is a continuous and constantly developing
process, which covers the past, the present and the future, affects all
activities, and aims to guarantee the security on an enterprise, national
and international level. Management is viewed as a system of activities,
related to identification, risk analysis and decision-making, maximizing
the positive and minimizing the negative outcomes from a certain risk
situation.
The following definition for risk management is widely applied in
public and non-public sectors in Bulgaria: “The process of identification,
assessment, management and control of the potential events or
situations (risks), intended to give a reasonable level of certainty, that
the organizational goals will be achieved”.
Risk management takes a central role in the strategic management
of every company. Good management should be integrated into the
organizational culture by conductin an efficient policy and program at
the highest management level. Risk management shall transform the
strategic goals of the organization into specific tactical and operative
tasks by assigning responsibility to all managers and employees who take
part into this process (Fig. 2.2).
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Fig. 2.2. Risk management process.
The risk management understanding is based on system thinking
that is set in two main approaches – the holistic (thorough) approach
and the reduction approach (process approach, by parts). In the holistic
approach, risk management is considered as an overall strategy for the
whole system. The reduction approach divides the activity of the system
into parts, and a separate strategy is implemented for each part.
The contemporary concept for risk management is based on the
understanding that by applying small-scale risk management an
organization can go wrong jut as much as if it took big risks. Risk
management takes into consideration not only the question “What are
we exposed to?” but also considers the question “Do we take enough
risks?”.
The main factors, which are considered and characterize each risk
are:
 Uncertainty due to the lack of information or insufficient
information;
 Inaccuracy as a result of unreliable or incomplete qualitative or
quantitative assessments for the investigated problem situation;
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 Confrontation, provoked by counter-actions with a different
genesis.
There are many discussions regarding the strategies for risk
management. Some experts in risk management define them as: risk
avoidance, prevention of losses and control, risk acceptance, risk
transfer and hedging. Other specialists combine the same technics into
two types of strategies – preventive and inluencing.
The preventive strategy builds an efficient protection or transfer
of the risk in order to avoid its occurrence. In the influencing strategy
when the risk occurs, it is being actively influenced in order to minimize
it, to limit the consequences, and eventually – to realize new
opportunities.
The choice of a risk management strategy depends on the capacity,
resources, understanding about the risk, the existing conditions and the
dependencies of the managed system. The strategies that are used by
the organizations differ for the different types and groups of risks. This
is determined by the fact that each organization has its own specifics.
The strategy is determinant also about their eligibility or non-eligibility
criteria.
The concept “acceptable risk”. When we talk about the eligibility
or non-eligibility of risks, it is necessary to make a political decision in
order to implement or not a certain risk technology. The questions that
should be answered are:
 What level of security could be economically justified?, or
 What is the level of insecurity that the society can accept?
Until the beginning of the 80-s of the 20th century dominated the
policy for protection of man and the environment from technogenic
factors, oriented towards obtaining “absolute safety”. After the heavy
accidents in the NPP in “Three Mile Island” USA (Fig. 2.3) and NPP
“Chernobyl” (USSR) (fig. 2.4), the traditional concept for “absolute
safety” is starting to be replaced with a more realistic concept for
security management.
Often the significant expenses of resources for increasing the
reliability and decreasing the risk, do not yield the desired result. The
following questions arise:
 What should the priorities be?
 Should technological measures be taken for risk reduction, or is
it better to create a complex security system?
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 Should the monitoring systems and the early warning systems be
improved? etc.

Fig. 2.3. NPP “Three Miles
Island”, USA.

Fig. 2.4. NPP “Chernobyl, Ukraine.

The final result is the idea is to move from “zero” risk to
“acceptable” risk. This means that the potential threats should be
identified and determined quantitatively, in order to identify the
“acceptable” level of risk, above which the threat is excessive. Thus, by
using engineering and organizational measures one could build a
protection system.
An “acceptable” risk is considered such a risk whose value is so
small that, because of the expected material and social benefits, the
managers are inclined to accept it. The occurrence of threats may have
a probabilistic character (accidents, disasters, etc.) or a deterministic
character (pollution of the atmosphere, lithosphere and hydrosphere).
They are measured with a scale, whose measurement unit is the risk.
In the new conditions of possible global consequences from a
technogenic catastrophe the leading principle is “To predict and
prevent”. The priority tasks related to risk assessment are forecasting of
technogenic activity and quantitative estimation of risk by using
mathematical modelling.
Phases of the risk management process. There are different
views about the content of the risk management process. They differ
mainly by the way of grouping and structuring the activities in the
process. In international standards for risk management it is accepted
that the risk management process goes through four phases (fig. 2.5):
1. Identification of the threats;
2. Analysis and assessment of threats and determining risk;
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3. Establishing control and implementation of management
(impact, risk treatment);
4. Risk monitoring.

Fig. 2.5. Phases in risk management.
The contemporary concept for risk management requires that risks
and threats are managed effectively. This can be implemented by
correct identification of the threats.
2.3. International risk management standards
The standard is a document, which provides requirements,
specifications or characteristics, which should guarantee that products,
processes and services are safe, reliable and with good quality.
Standards are developed by national authorities of different countries,
and are united in the International Organization for Standardization
(ISO).
During the 90-s of the 20th century, the problems, related with the
environment and the threats to humanity by ecological catastrophes
were the reasons for the International Organization for Standardization
to create the standard for the environment management BS 8800 (later
renamed to ISO 14001:1996). It was followed by numerous other
standards, defining the requirements for the system: management of
health and security at work- OHSAS 18001:1999; standards related to the
IT sector and information security BS 7799 (ISO 27001); models of
standards based on risk management- ISO 31000.
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Well-known international standards related to security are:
1) ISO 14000 – a family of standards, providing practical tools for
companies and organizations that would like to manage their
ecological responsibilities in different aspects.
2) BS OHSAS 18001 – a standard, defining the requirements for the
Management System for health and safety at work.
3) ISO 27000 – a series of standards, aimed at helping the organizations
to maintain the protection of their information assets. The use of
these standards manages the security of the financial information,
intellectual property, employee information or information
obtained from third parties. The most famous standards in this
group is ISO/IEC 27001. It defines the requirements for an
Information Security Management System (ISMS).
4) PCI DSS (Payment Card Industry Data Security Standard) – world
standards for data security for traders and payment cards.
5) Payment Application Data Security Standard (PA-DSS) is a PCI
standard, defining the requirements and procedures for security
assessment of the software applications, which are used in
payments with credit cards.
6) ISO 31000 – international standards defining the requirements for
risk management. The standards can be applied in any type of
organization – private, public, social, association, group or
individual.
In 2009 the International Organization for Standardization
accepted a set of documents, regulating the risk management. The
standard ISO 31000:2009 is intended to unify the risk management
practices. Supplementary standards are ISO Guide 73 “Guide with terms
and definitions in risk management” and the standard ISO 31010:2009,
which includes recommendations for selection and application of
techniques for risk assessment.
The standards recommend the following basic principles of risk
management:
 Risk management should create added value;
 Risk management should be an integral part of the
organizational processes;
 Every decision should consider the requirements of the risk
management system;
 Risk management should be directed towards uncertainty;
 Risk management should be a system process and a part of the
structure of the organization;
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 Risk management should be based on all available information
in the organization;
 Risk management should be continuously adapted towards the
changes of specific conditions;
 Risk management should consider the cultural, civilization and
human factors;
 Risk management should be transparent and comprehensive;
 Risk management should follow the dynamics of the processes
in the internal and external environments;
 Risk management contributes to the continuous optimization of
the organizational activities.
All these help to quickly affirm risk management in the sphere of
corporative and national management. It becomes a synthetic scientific
discipline which studies the influence of random events on different
spheres of human activity, which leads to physical and material
damages.
2.4. Risk management and basic threats in the cross-border area
Romania-Bulgaria
Depending on the criterion for possible human intervention, risk
events in LSI objects can be divided into two main groups: events that
occurred as a result of natural phenomena and events as a result of
human activity. These groups include risks for the population that are
also the basic sectors of critical infrastructure.
Effective risk management in the cross-border region can be
implemented by joint prevention of natural and technological risks and
joint activities of the two countries for early warning and response in
the cases of emergency situations.
Risk factors in the Romania-Bulgaria cross-border region
The threats in the cross-border region can have different origin:
natural risks and technological risks. In the recent years, growing
attention is devoted to environmental risks, risks related to energetics,
migration, macroeconomic stability, poverty and development.
Attention is given to risks related to human decisions. It is difficult to
find sustainable decisions for the new global and asymmetric risks
produced by international terrorism, proliferation of weapons of mass
destruction, cybercrimes and cross-border organized crime, illegal
migration and migrant flows, distribution of dangerous technologies,
manipulations of information, as well as financial and economic crises,
poverty, natural disasters, and large ecological and industrial
catastrophes and accidents.
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Some of the more dangerous natural and technogenic risks need to
be considered because they have a great influence on the normal
functioning of LSI objects in the cross-border area.
Seismic risks. Earthquakes are one of the most dangerous natural
risks. They are generated by natural or anthropogenic factors.
Earthquakes cannot be predicted and prevented, because they are
unstable and have great intensity of the earthquake energy. They happen
suddenly with a short duration of the seismic tremor, but the
consequences are catastrophic and lead to significant destructions (Fig.
2.6).

Fig. 2.6. Destructions caused by earthquakes.
In addition to the direct damage, secondary negative effects,
accompanying the earthquake are also possible or the consequences of
an earthquake, such as:
 Fires and explosions as a result of damage in the electrical and
gas supply installations;
 Floods as a result of damage to dam walls and other hydrotechnical facilities;
 Epidemics, caused by disturbances of the water supply and
sewers;
 Radiation threat caused by damages at nuclear power plants;
 Interruption of communication and transport connections, etc.
For earthquakes with medium and high magnitude, significant
damages to the national infrastructure are expected, which might
complicate the normal functioning of the country. Human casualties are
possible, as well as destruction of buildings, factories, roads, hydrotechnical and electrical facilities, fires, explosions, epidemics, tsunami
in the Black sea, ecological catastrophies, etc.
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The most vulnerable infrastructures from an earthquake are
infrastructure objects from the following sectors:
 Energetics – in case of an earthquake, a complete or partial
collapse of the energy system could be expected;
 Communications and transport – in case of a powerful seismic
tremor it could be expected that main roads could be destroyed,
which would obstruct the urgent management decisions.
 Information and communication technologies – it is probable
that this infrastructure collapses completely or partially;
 Industry – in case of an earthquake it could be expected that
main industrial infrastructures, including petroleum, mining and
metallurgy, could seize operation;
 Buildings – damage of the buildings of the executive authorities
is expected, thus disturbing the management system for
decision-making.
The cross-border area Romania-Bulgaria is characterized by high
risk of seismic activity. It has been established that the main source of
seismic danger is the Vrancea seismic zone in Romania (fig. 2.7).
Strain transfer from the active Adriatic, Aegean and Vrancea deformation
fronts throughout the ALCADI – Pannonian system

Vrancea
Adrian

Aegean

Fig. 2.7. The Vrancea seismic zone in Romania.
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Fig. 2.8. Territory with dominating influence (more than 50%, 75%, 80%,
85%) of intermediate focus earthquakes from Vrancea, Romania.
Measures for reduction of earthquake risks. The contemporary
technical capabilities allow a significant reduction of the risks from
damages, resulting from disasters. Multiple projects in the domain of
prediction, early warning and monitoring of disasters were implemented.
Some of them were made in partnership with the district and municipal
administrations of Romania and Bulgaria.
The Danube cross-border early warning system related to
earthquakes (DACEA) generated in the region (fig. 2.9) has been built in
the cross-border area. The project was implemented by the National
Institute for Earth Physics, Magurele (Bucuresti) and the National
Institute in Geophysics, Geodesy and Geography – BAS, Sofia. The system
includes a dense network of stations, located around the known seismic
areas and corresponding alarm systems, installed mainly in the
administrative centers. A real-time transfer of information about the
seismic activity has been provided. It allows to quickly localize and
assess the intensity of the events and automatic generation of maps of
the effects of the seismic tremor. This information allows to identify the
vulnerable territory and to model the expected damages from the
earthquake.
The National Institute for Earth Physics (INFP, fig. 2.10) is a leading
institution in seismology in Romania. It is responsible for the monitoring
of earthquakes, as well as for basic and applied research in seismology.
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Fig. 2.9. The Danube early warning system during earthquakes on the
territory of Bulgaria.

Fig. 2.10. Monitoring center of INFP in Magurele, Romania.
The main goals of INFP are related to: seismicity, monitoring of
earthquakes and database management; physics of the earthquake
sources; structure and dynamics of the Earth core; seismic threat and
risks; seismic engineering; seismotectonic processes and earthquake
prediction.
Based on this, a network of stations for seismic monitoring and
seismic observatories has been created in Romania. The collected data
is used to inform the population, to mitigate risk, and help the decisionmaking process in crisis management.
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Fig. 2.11 is visually presents the GPS network on the territory of
Romania that is used to transfer data in real time. The GPS network
operates with mixed equipment – receivers, antennas, mobile stations.
The data transmission in real time is done by the special
telecommunication service (STS), GPRS modems and several other
communication providers.
Fig. 2.12 shows a network of the installed digital accelerometers
on the territory of Romania, as well as in Bucharest. Currently, the
network consists 102 seismic stations equipped with acceleration sensors
(Episendor) and its purpose is to monitor strong local earthquakes.

Fig. 2.11. GPS stationary stations

Fig. 2.12. Accelerometers
network in Romania

The characteristics of the seismic impacts described above show
that unlike other natural risk processes, earthquakes practically lack a
warning phase and there is no time to react. That is why only operations
for the protection and rescue of the population can be organized. For
the elements of the anthropological activity – buildings, roads, bridges,
energy facilities, water reservoirs and other engineering and technical
facilities, it is necessary to take preventive measures to reduce the
effect of risk.
Landslide risks. It is known that earthquakes can provoke
secondary disasters such as landslides, fires, floods, etc. The territory of
the cross-border region is divided by the Danube River, which is a
prerequisite for the intensity of the erosion and landslide processes at
the river banks.
The river erosion, as well as the human construction, mining and
living activities play a major role for the activation and development of
landslide processes. The consequences from landslides have a negative
effect on the condition of the:
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 Environment;
 Infrastructure – railroads, roads, pipelines, electrical
distribution network;
 Open pits, dikes, repositories and other hydro-technical objects;
 Historic places and cultural monuments, as well as people’s
property.
The cross-border region Romania-Bulgaria is characterized by a
high degree of landslide and erosion-abrasion activity. Erosion is one of
the main problems along the banks of the Danube River. At present, the
intensity of the erosion process that affects the riverbanks in the crossborder region is increasing as a result of global climate changes, which
determine the increase of the sea level.
The landslide processes are concentrated in several districts along
the banks of the Danube – Oriahovo, Guliantsi, Svishtov, Nikopol and
Dolna Mitropolia. The concertation of the active landslides along the
Danube River in Bulgaria is presented on Fig. 2.13.

Fig. 2.13. Territorial distribution of the landslides along the Danube
River.
Hydrological risks. In contrast to other natural disasters, floods
can be predicted very well in terms of their occurrence and spread, and
in terms of the possible consequences. Even though they are natural
phenomena, they mainly occur because of human activity and the
intervention of humans in the natural processes.
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Research shows that the risk of flooding increases. It has been
found that the implemented flood protection measures are insufficient
and it is necessary to move on to an overall risk management policy. The
goal is to reduce the future risk through investigation, assessment and
influence on all factors, which influence the occurrence of floods and
the significance of consequences on human health, economic activity,
and environment.
Such complex approach for managing the risk of floods has been
introduced by the Directive 2007/60/EC- the so called European
directive for floods.
The Danube River is a natural border and a main transport corridor,
which divides the cross-border area into two parts. The Danube is an
important international river with total water catchment in Bulgaria
around 700 000 km2. The high water levels of the river are common.
Currently, the joint efforts of Romania and Bulgaria are aimed at
the reduction of the risk that the river poses on the economy and life of
the population. This suggests activities related to prediction and early
warning for floods, as well as the creation of joint structures for urgent
situations which require quick reaction.
The activities for flood protection on the Danube River are
regulated by European directives, national legislations, and are
coordinated by operational programs in Romania and Bulgaria for the
implementation of projects related to:
 The construction of infrastructure for preventing natural risks in
the most vulnerable regions;
 Flood risk management.
Flood risk management. Despite the measures taken on national
level and the projects implemented by now, more investments are
required to protect the settlements in the cross-border area, which are
exposed to the risk of natural floods. The national priorities related to
different aspects of flood risk management are:
 Protecting human health;
 Higher degree of protection of the critical infrastructure and
business;
 Increasing the protection of the environment;
 Improving the preparedness and reactions of the population;
 Improving the administrative capacity for flood risk
management.
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Flood risk management is implemented according to Directive
2007/60/EC by water basins. It includes three stages:
 Preliminary assessment of flood risk (2012);
 Mapping of the regions, which are threatened by floods or risk
flooding (2013);
 Preparation of a Plan for flood risk management (2015);
 Preparing a Program of measures.
Thus, the priorities for flood risk management for the Danube River
are: to avoid new risks, to reduce the existing ones, to improve the
stability, to increasing the awareness, and to apply the principle of
solidarity.
Existing agreements for floods management. The main risk from
floods in the cross-border region is provoked by floods which take place
upstream the Danube River. The information for the river water levels is
used to forecast the future levels. This includes data exchange with
Romania about the level of the river as well as a three-day forecast at
the Iron gates which is upstream from Bulgaria. The data shall guarantee
that reliable flood forecasts are available, and that they are available
early enough so that there is sufficient time to take urgent actions.
The urgent actions may include the lifting of demountable flood
protection, closing of the gates along the river which goes through the
dykes, warning to the threatened regions, organization of evacuation,
and use of sand bags to increase the protection of the immediate area.
In addition, it is necessary to regularly check the flood protection
infrastructure, including the dykes and the flood protection walls.
There is a list of measures for prevention and mitigation of flood
from the Danube River, but the actual measures which are taken have
not been revised. The list includes activities related to the hydrotechnical facilities, maintaining a reserve of emergency equipment,
forecasting, monitoring the river levels, local observation during
emergency situations of flooding, and measures for evacuation of the
population.
Radiation risks. Risks from radiative contamination of the territory
of the cross-border region could be expected as a result of:
 Accidents at the nuclear power plants (NPP “Kozloduy” and NPP
“Cerna Voda”), related to the release and cross-border transfer
of radioactive substances in the environment;
 Accidents in objects that use or store sources of ionizing
radiation;
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 Radioactive emergency situation during transport of new or used
nuclear fuel, radioactive sources and materials, or radioactive
waste on the territory of the country;
 Radioactive emergency situation in metallurgy factories, which
process scrap, and the places where scrap is stored;
 Radioactive emergency situation with sources of ionizing
radiation at the border checkpoints;
 Radioactive emergency situation related to misusing nuclear and
radioactive materials at public places, followed by a radioactive
pollution;
 Incidents involving road, water and flying vehicles, which
transport radioactive materials.
A trend can be noticed in the recent years that the malicious use
of radioactive sources for terrorist purposes (terrorist threats related to
chemical, biological, radioactive, and nuclear materials) increases.
NPP “Kozloduy” is a working nuclear power plant in Bulgaria (fig.
2.15). It is situated on the Danube River, 5 km east of the city of Kozloduy
in the cross-border area Romania-Bulgaria. This is the only Bulgarian
nuclear power plant and the largest in the region. Currently only the 5th
and 6th reactors are being used with a total capacity of 2 000 MW.

Fig. 2.14. Location of NPP “Kozloduy”, Bulgaria.
If an accident occurs in a nuclear rseactor of NPP “Kozloduy”, the
worst situation will be created at the site of the NPP and along the trace
of the radioactive cloud. As a result of the disposal of radionuclides in
the environment, part of the territory of the country and the cross-
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border area can be polluted by radiation, including food products and
water in the affected areas.
According to the regulation for Emergency planning and emergency
preparedness for activities in case of nuclear and radioactive accident,
for the protection of the population and the environment, zones for
emergency planning have been defined. These zones are determined
based on estimation analyzes of the possible major accidents of the
WWER units-1000 (B-320) and of the radioactive consequences from the
accident, as well as the dose criteria for decision-making for protection
of the staff and population.
NPP “Cerna Voda” is the only NPP in Romania (fig. 2.15). It is
situated near the town of Cerna Voda in the cross-border area RomaniaBulgaria, in the district of Constanta. Currently the plant has two
working units (1 and 2), and it is planned in the coming yeaars to build
units 3 and 4, which are currently under an ecological assessment
procedure. The first reactor has been built by the Canadian company
Atomic Energy of Canada Limited and the Italian Ansaldo, and has been
designed according to the CANDU technology with a power 620 MW.

Fig. 2.15. Location of NPP “Cerna Voda”, Romania.
In case of accidental release of radiation, the CANDU NPPs are very
safe and so far no serious accidents which would threaten the health or
life of people have happened with them. Nevertheless NPP “Cerna Voda”
has in place plans and procedures for unforeseen situations and regular
trainings of the preparedness of employees and the population from the
nearby regions have been organized.
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In case of an accident in NPP “Cerna Voda”, the most affected
regions of Bulgaria would be the districts Silistra, Ruse, Dobrich and
Varna. The pollution of these areas would greatly depend on the specific
meteorological conditions in the moment of the accident.
Incidents with vehicles which transport radioactive materials
are most often related to irradiation of the people who carry out the
transportation and those who clear out the consequences. The situation
could get complicated if the accident also causes fire, explosion or reacts
with chemicals. When the origin of the nuclear materials and radioactive
substances is unknown, it is considered that the risk is high and the
activity of the source is maximal.
When working with sources of ionizing radiation (SIR) there is a risk
of:





External irradiation of people, working with SIR;
Depressurisation of SIR and pollution of the environment;
Internal irradiation due to depressurisation of SIR;
Incorporation of radionuclides in people, working with SIR.

To prevent and minimize the consequences from radiation
pollution is necessary to:
 Maintain continuous working regime of the radiation monitoring
system;
 Maintain a warning system in case of accidents in the NPP or
elsewhere;
 Develop emergency plans for potentially dangerous objects in
order to organize an emergency reaction and to maintain
emergency preparedness;
 Maintain teams for carrying out rescue and emergencyreconstruction works in the zones of emergency planning;
 Train periodically the teams by testing the emergency plans;
 Adopt the plans by the district administrations, municipalities,
legal entities (including sole owners) and the population in the
zones of emergency planning;
 Inform the population in case of a radiation accident.
Decision №767/14.09.2012 of the Council of Ministers adopts the
External emergency plan of NPP “Kozloduy”, which is a part of the
National plan for protection in cases of disasters. It explains in details
the protection measures, the forces and means of response in case of a
radioactive accident.

- 61 -

The measures for limiting and minimizing the consequences from
an accident are planned and implemented in accordance with the
assessment of the radiation risk and the type of the facility, the category
of the radioactive source, the object and the activity which create the
risk, as well as the class of emergency situation.
According to the Ordinance for emergency planning and emergency
preparedness in cases of nuclear and radiation emergency, the objects,
facilities and activities for limiting and reducing the consequences from
an emergency are categorized in the following risk categories:
 Risk category 1 – nuclear facilities, where postulated input
events at the site (events with a very low probability) could lead
to an accident with major deterministic effects outside of the
site;
 Risk category 2 – nuclear facilities, where postulated input
events at the site could lead to irradiation of people outside of
the site, which imposes the need for urgent protection
measures;
 Risk category 3 – nuclear facilities and objects with radioactive
sources, in which postulated aaccidental events at the site could
lead to irradiation or radioactive pollution of the environment
which exceeds the established limits and imposes the need for
urgent protection measures within the boundaries of the site;
 Risk category 4 – activities with nuclear materials and
radioactive sources, which could lead to an emergency at a site,
which cannote be foreseen and determined in advance, as well
as transportation of nuclear materials and radioactive
substances, activities with gama-defectoscopes and other
portable dangerous sources, including activities with illegally
obtained dangerous sources;
 Risk category 5 – objects and activities, which are not directly
related with radioactive sources, but for which there is a
significant probability that as a result of their usage there can
be a radioactive pollution of production and uncontrolled spread
of radioactive substances caused by emergency situations,
which have occurred in facilities of risk categories 1 and 2, or
due to other causes tha require the application of protection
measures.
Measures for protection of the population. If an emergency in
NPP “Kozloduy” or NPP “Cerna Voda” occurs, as well as in other cases of
cross-border transport of radioactive substances, the following special
measures are taken:
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 The population in the affected areas is informed about the
accident and awareness is raised about the required measures
and behavior in case of radioactive pollution (with the help of
the Head Directorate ‘Fire safety and population protection’ of
the Ministry of Interior and with the help of mass media);
 The systems for radiation control are monitored continuously;
 The forces of the Unified rescue system (URS) in the affected
areas are alerted;
 Urgent measures are taken –population is taken to protected
places, iodine prophylaxis, etc.;
 A procedure for urgent evacuation of the population in the zone
for emergency planning is initiated, based on the results of the
forecast calculations;
 Water, food, fodder, etc. are regularly analyzed by the
responsible and competent authorities;
 The population’s life activity is assured, as well as in the
conditions of radioactive pollution practical skills are acquired
by:
o Personal decontamination and additional requirements
for public and personal hygiene;
o Protection of the respiratory organs and use of
protection clothing;
o Population is taken to protected places;
o Use of canned food and fodder;
o Preference is given to food which was produced before
the accident;
o Suspension of hunting, fishing and gathering of wild
mushrooms and fruits;
o Applying special methods for decontamination when
the use of polluted food is inevitable;
o Transportation of food and products and their storing
in closed containers and premises;
o The purification plants start functioning in a special
regime.
Risk from smuggling of nuclear materials and their relation with
the global terrorism. Humanity faces an undeniable fact- the
globalization and the increasing internationalization of terrorism. This
tendency is dictated by the extension of the international transport
connections and the interaction between countries in different
directions. The internationalized human life, the new means for
communication and information, and the new types of weapons
drastically alter the meaning of the country borders. This determines the
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global character of the contemporary terrorism. In such a context, the
variety of terrorist actions increases and relates them more and more
often to national, religious, ethnic and separatist conflicts.
It turns out that the war is not against a specific enemy. The
attacks on Afghanistan and Iraq prove that each country, which sponsors
or supports terrorist organizations, is threated by military activities. The
non-motivated military intervention in Iraq has implanted maximum
psychological motivation for endless present-day and future antiAmerican terrorists in all geographical areas and especially from the
Muslim world, where the pro-American regimes will become even harder
to maintain. This leads to the conclusion that there is no such term as
“global terrorism”.
It turns out that this is not a world war against “evil”, but a
personal battle of every country affected by terrorism. This is a battle
of Spain against ETA, of the UK against IRA, of Russia against the Chechen
terrorists, and of the USA against Al-Qaeda.
If in the past terrorism was directed towards specific people, which
were considered by the terrorists as direct enemies, today their enemy
is the whole democratic community, and the means of fighting against it
are violence against random people, including children and women. The
unannounced war of terrorism against the whole world bears the signs of
unpredictability.
If war, including civil war, could be forecasted based on the
existing and developing contradictions in society, then terrorism, despite
being determined socially, is becoming harder to predict. The main
problem in the fighting terrorism is that the actions taken are sudden
and that the terrorists use the latest technologies for their violent
actions. That is why they try to obtain weapons of mass destruction and
high-tech information systems as means for attacking society.
In 2004 Abdul Qadeer Khan (the Pakistani nuclear physicist) was
arrested. He was considered to be the creator of the Pakistani program
for Uranium enrichment. It was established that for more than a decade
he had illegally organized a network for distribution which was selling
nuclear materials and technologies to a number of clients, including
North Korea, Iran, and Libya.
The network created by Khan showed how easy it is to obtain the
know-how and technologies for the production of weapons of mass
destruction. “The globalized nuclear private sector” works despite the
control on export.
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This case is an alarming signal, that the traditional measures for
protection from the proliferation of nuclear materials and weapons of
mass destruction (WMD) are not enough in the widely increasing spread
of cutting-edge technologies and the emerging of unscrupulous nongovernment players.
Who is involved in this proliferation? During the last decade it
became clear that the “risky” countries could contribute to the
proliferation of WMD whether involuntary, or not. Such countries are
those for which it is known or suspected that they are involved in such
activities, as well as the unstable countries, where the illegal disruptive
groups can operate unobstructed. In the developed democracies,
businesses sometimes unintentionally spread the necessary technologies
and equipment, which also creates a problem.
Poorly guarded nuclear facilities in the former USSR. During the
chaos which followed the collapse of the Soviet Union in the early 90s,
radioactive materials were often stolen by poorly guarded nuclear
facilities in Russia and its former satellite countries. Nuclear experts
think that large quantities of Soviet nuclear weapons are probably
available to traders with good relations on the black market. During
those years Moscow was doing its best to protect the nuclear reserves of
the former Soviet Union with the help and financing by the USA. But as
a result of the worsening relations with Washington, Moscow terminated
this cooperation.
Role of the United Nations (UN). In order to fill the gap, in April
2004 the UN Security Council unanimously adopted Resolution 1540. In
determines the main directions of the measures for non-proliferation and
all countries are entrusted to quickly apply them. Resolution 1540
requires ‘to criminalize the proliferation, to implement strict control on
export, and to secure all sensitive materials on the national territory.’
The resolution has 12 points, which oblige the member states to:
 ‘Adopt and apply the corresponding efficient laws, which would
forbid of any non-governmental entity to produce, acquire,
own, develop, transport, transfer or use nuclear, chemical or
biological weapons and means for their supply’;
 Develop and maintain efficient measures for physical
protection;
 Make efforts to tighten border control and law enforcement;
 Implement national control on the export and transport of
goods;
 Implement measures against the supply of WMD.
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What are the obstacles to apply Resolution 1540? So far Resolution
1540 is the most serious opportunity to make the ‘risk’ countries comply
with the global standards for non-proliferation. It comes into effect with
great fanfare in 2004 and the Bush administration proclaims it to be an
important element for their security program. But neither the Bush
administration, nor the international community made the step to turn
this resolution from a fulti-faceted directive into an efficient tool for
non-proliferation.
The terrorists hunting for radiation materials. According to the
International Atomic Energy Agency (IAEA) terrorists are increasingly
interested in the repositories of nuclear materials and the conserved
uranium mines. The attempts to smuggle radioactive substances are
increasing rapidly. In the coming years the military forces and
intelligence forces of many countries in the world will be forced to
increase the security of the nuclear and potentially radiation dangerous
facilities.
In September, the IAEA and the Antiterrorist Center (AC) of the The
Commonwealth of Independent States (CIS), independently from one
another, have published some alarming statistical information (IAEA),
and analytical information (AC of the CIS). At a special meeting in
Habarovsk, with representatives of the intelligence agencies, security
and legal authorities from 54 countries, the director of the AC of the CIS,
General Colonel Andrei Novikov, announced that intelligence agencies of
tens of countries have registered increased activity of terrorists, which
are trying to obtain WMD. “Only in 2005 the ‘Western’ intelligence
services have prevented 16 attempts for smuggling of plutonium and
uranium”, said General Colonel Nivokov. According to the IAEA, since
2002 in Europe the cases of smuggling of radioactive materials, which
could be used to create a dirty bomb, have doubled. And even though
the experts of the Agency declare 300 cases of smuggling of such
substances, it is quite possible that the real number is significantly
higher. This is a precondition for terrorist acts.
The potential targets of terrorists are the conserved uranium
mines, abandoned factories, which have used radioactive materials,
medical and scientific facilities. The most vulnerable ones are the
industrial facilities for processing and storing nuclear fuel, as well as
places for storing of radioactive waste.
According to General Colonel Novikov, it is namely the radioactive
sources used in medicine, metallurgy, agriculture, mine industry and
manufacturing which are more dangerous sources, than the strictly
guarded nuclear facilities.
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In order to prevent nuclear terrorism on the territory of the
countries in the CIS, the inventory of the radiologically dangerous
objects in the former Soviet Union countries should be completed in
order to establish strict control over them, as well as to create a unified
system for radiation control over the external borders of the CIS
countries. The implementation of such measures must not be delayed.
In the coming years, terrorists might become more active in the region
of Central-Asia, where on the territory of Kazakhstan, Kyrgyzstan,
Tajikistan, and Uzbekistan are concentrated significant deposits of
uranium ore.
At the same time, IAEA has expressed its worry about the increased
number of cases with illegal trade, loss and disappearance of nuclear
and radioactive materials. According to data of the Agency from January
1993 to December 2006, 1080 cases of illegal trade, disappearance,
illegal manipulation or ownership of nuclear and radioactive materials
have been uncovered. In 2006 the cases have increased – 150 incidents
have been registered. This shows that the control systems are
vulnerable.
Risks from industrial accidents. Major industrial accidents
involving the use of dangerous chemicals pose a significant threat for the
life and health of the population and for the environment. Such
accidents inflict enormous economic losses and violate the sustainable
development. Nevertheless, the use of big amounts of dangerous
chemicals is inevitable in certain industrial sectors, which are vital for
the development of the modern industrial society. In order to reduce the
related risks, measures for prevention of major accidents are required,
as well as ensuring an appropriate organization and means to react in
case of such accidents.
International agreements. The effects of industrial accidents does
not stop on the national borders. Accidents in Scheizerhalle
(Switzerland) and Baia Mare (Romania) are only some of these examples.
Since the beginning of 1990, the Economic Committee of the UN for
Europe (UNECE) has directed its efforts towards the development of tools
for international cooperation for the prevention of work accidents, and
more precisely- regarding their cross-border effects. As a result, on 17
March 1992 the Convention of UNECE for the cross-border effects from
industrial accidents, also known as “the convention for work accidents”,
or the Convention from Helsinki, abbreviated as TEIA, has been adopted.
It is aimed at the protection of the people and the environment from
industrial accidents, which could cause cross-border effects, and focuses
on the encouragement of active international cooperation between the
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signing countries before, during and after such an event occurs.TEIA is
part of a pan-European legal framework for the environmental
protection and promotion of sustainable development, that is negotiated
by the governments within the framework of UNECE as a response to the
regional challenges, and includes four other multilateral agreements:
 Convention and its eight protocols for long distance cross-border
pollution of the air;
 Convention for preservation and usage of the cross-border water
streams and international lakes, and the protocol to this
convention regarding waters and healthcare;
 Convention for assessment of the environmental impact in a
cross-border context;
 Convention for the access to information, the participation of
the public in the decision-making process, and the access to
justice for environmental issues.
Bulgaria has ratified the Convention for the cross-border effects
from industrial accidents with a law, adopted by the 37th National
Assembly on 16 March 1995. The Seveso 3 Directive is the main legislative
tool of the EU for implementing the convention in accordance with the
legislation of the EU and its member states.
European legislation. In the 70s of the 20th century a number of
heavy accidents have happened in Europe. These are the accidents in
Flixborough in the UK in 1974 and in the city of Seveso, Italy in 1976. In
the Flixborough accident, an explosion in a factory for production of
artificial chemical fibers causes the death of 28 workers, destroys the
factory, and creates significant damage outside of the site. In Seveso, a
heavy accident in a factory for herbicides as a result of chemical reaction
that has gone out of control, leads to a large-scale environmental
pollution with dioxins.
The occurrence of such accidents and the existence of different
standards regarding the control on the activity of the factories, which
use or store certain dangerous substances, are the main reason for the
EC to submit a proposal for the adoption of a directive which addresses
the threats from large scale industrial accidents in the EU. On 24 June
1982 the first Directive 82/501/ЕЕС, known as the Seveso I Directive has
been adopted. It aims to assure the prevention of the threats from severe
accidents with dangerous chemical substances and the limiting of their
effects on the human health and on the environment.
Then, in 1984, a major accident in a factory for the production of
carbide in Bopal, India caused the death of 2500 people after methyl
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isocyanate has been released. Next, in November 1986, an accident in
Basel, Switzerland led to a catastrophic pollution of the Rhine River with
mercury, organophosphate pesticides and other chemicals. These two
accidents become the reason behind the second change in the Seveso
Directive (87/216/EEC, adopted on 19 March 1987 and 88/610/ЕЕС,
adopted on 24 November 1988). On 9 December 1996 has been adopted
the new Directive 96/82/ЕС for control of the risk of major accidents
(Seveso 2), and on 16 December 2003 the Directive 96/82/ЕС has been
updated with the addition o Directive 2003/105/EО.
While Seveso 1 is aimed at specific activities and a certain list of
dangerous substances, Seveso 2 introduces a classification system of
enterprises based on the type and amount of dangerous substances that
are present in them (toxic, flamable/explosive and dangerous for the
environment), and defines the threshold quantities of certain types,
categories and groups of substances. Depending on the fact whether the
upper or the lower threshold is violated, Seveso clasifies the factories as
having low or high risk potential, which leads to different obligations for
the operators of these enterprises.
The Seveso Directive requires from the member states to guarantee
that the operators, which are encompassed by its regulations, have
prepared and implement a policy for prevention of major accidents in
enterprises. Operators who manipulate with dangerous substances
exceeding certain thresholds, leading to classification of the
factory/facility as a high risk potential one, are required to regularly
inform the population which might be affected by an accident, to submit
safety reports, to assure a system for control of the safety measures, as
well as to have an internal plan for emergency situations. The legislation
obliges the member states to guarantee the availability of external
emergency action plans for the adjacent areas, and to foresee measures
for limiting the effects of major accidents. The site planning on the
territory shall be consistent with these goals. For the period 2000-2008
the number of reported accidents in the EU has decreased by 10% despite
of the increased number of factories. This means that the active
“Seveso” legislation has contributed to lowering the probability of major
accidents during operations with dangerous substances, and limiting the
effects of such accidents. This approach has been adopted worldwide.
The Seveso Directive covers 10000 stationary industrial objects on
the territory of the EU, which use or store significant amounts of
dangerous substances, mainly in the chemical and petrochemical
industry, in warehousing, as well as in metal refining. Out of them,
approximately 4500 are classified as “factories with high risk potential”,
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i.e. they require stricter procedures for reporting and control and the
remaining 5500 are “factories with low risk potential”. The applied
approach depends on the levels of control: the greater the amounts of
dangerous substances in a certain facility, the stricter the regulations
(enterprises which work with greater amounts are included at a higher
level of danger, thus are being subject to thigther control).
According to EC statistics for the 30 years of operation of this
Directive, 745 accidents have been reported. Another 42 accidents have
been reported but still have not been added to the publicly accesible
database eMARS. Although the statistical information is not complete
and easily accessible, it is considered that 80 % of the accidents have
happened in factories which are labelled as “high risk potential”, and
the remaining 20 % – as “low risk potential”. According to the
abovementioned statistics of the EC, the accidents reported in these
5500 factories with a lower level of threat are less than 5-10 annually.
35 of the cases have been reported voluntarily from countries of OECD,
which are not EU members. The maximum number of reported accidents
in one year reaches its peak in the period 1996-2003 after which it
decreases drastically.
In 2008 the Council of Europe and the European Parliament adopt
the Regulation (EC) 1272/2008 regarding the classification, labelling and
packaging of substances and mixtures (CLP), which adapts the EU system
to the new UN international classification of chemicals (Global
Harmonization System – GHS). This, in turn, imposes the need to adopt
Seveso 2 to the new CLP criteria and the adoption of Directive
2012/18/EC (Seveso 3) of the European Parliament and the Council of
Europe of 4 July 2012, regarding the control of threats of major
accidents, which include dangerous substances, for modification and
following cancellation of Directive 96/82/EO of the Council. The present
adaptation of the Directive allows to improve other important aspects of
it, including inspections of enterprises, public information, as well as
access to justice.
Directive introduces responsibilities for the countries to develop
plans for action in emergency situations for the areas close to the
industrial facilities, where large amounts of dangerous substances are
being manipulated.
When an accident occurs, the corresponding authorities shall notify
all people, who could be affected, as well as to provide information
about the basic measures which are taken to deal with the accident.
Considering the high industrial level of the EU, the Seveso Directive
has contributed to less frequent major accidents. It is widely accepted
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as a starting point for all policies regarding industrial accidents and is an
exemplary model for many countries worldwide.
The Seveso Directive is well integrated with other EU policies thus
avoiding double regulation or other administrative burdens. This includes
the following related political areas:
 Classification, labelling and packing (CLP) of chemical
substances;
 Civil protection mechanism of the EU;
 Protection of critical infrastructure;
 Policy in the field of ecological responsibility and protection of
the environment with the use of criminal law;
 Safety of the petroleum and gas processing activities in the
marine areas.
Bulgarian legislation. The requirements of the Seveso Directive
have been transposed in the Bulgarian legislation in the following
documents:
 The law for protection of the environment (LPE) (Chapter 7
“Prevention and limitation of the industrial pollution”, Section
1 “Control of threats from major accidents” (with latest
amendment on 14.08.2015));
 Ordinance for prevention of major accidents with dangerous
substances and for limitation of their consequences (The
National Gazette, Issue 5 of 2016);
 The law for spatial planning (Chapter 7 “Creation, approval and
amendments of the spatial planning”, Section 3 and Chapter 8
“Investment planning and extension of construction”, Section 2
(The National Gazette, Issue 62 of 2015).
The competent authority for implementation of the requirements
of the LPE is the Ministry of Environment and Waters, together with the
Ministry of Interior, Executive Agency “Chief Labor Inspection”, and the
municipal administration, where the facility is situated. The
implementation of the Directive is in fact the implementation of a
System for prevention of major accidents with dangerous substances and
for limitation of their effects.
The operators at enterprises and facilities which use dangerous
substances as stipulated in Annex 3 of the LPE, must classify the factory
according to the adopted criteria and, for control purposes, to maintain
a report about this classification. If the facility is classified with low or
high risk potential, the operator notifies the Ministry of the Environment
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and Waters before the beginning of construction/exploitation of
facilities in order to validate the classification performed.
Facilities which have been classified as “low risk potential”, are
controlled annually by the responsible authority in respect to the
implementation of the technical measures for assuring fire safety and
accident protection, which are aimed at preventing major accidents and
limiting their effects.
The exploitation of enterprises with “high risk potential” is subject
to licensing by the Ministry of Environment and Waters after coordinating
with the corresponding competent authorities and based on the fire
safety and accident protection measures of the enterprise.
The large-scale industrial accidents often have heavy
consequences on the population and on the environment. They may
impact territories not only in the country, but also beyond national
borders.
Factors which increase the risk of major accidents could be:
 Natural disasters, happening on the site of the industrial facility;
 Transportation of dangerous substances using ground, water or
air transport;
 Emergency stops and/or low technological discipline.
The assessment of the threats from major accidents and the review
of the possible scenarios for their occurrence, and the prevention and
limitation of their consequences are done by the operators of the
enterprises.
The main factors, when determining the threat of major accidents
with the release of chemical substances for a certain object, are the
maximum amount of dangerous chemical substances (DCS), which are
used or stored on the territory of the facility. Depending on the
properties of the DCS, the possible scenarios for occurrence and
development of emergency situations are evaluated. The maximum
distance to which the impact of the accident and the affected area can
reach is an important factor for analysis.
The pollution of the environment in the cross-border region with
dangers for the population can be the result of a spill of petroleum
products in the Danube River or in the Black Sea. That is why water
transport puts a lot of ecological pressure on the Danube River. It
influences the morphology of the layers and creates threats from
pollution as a result of accidents. Between 1983 and 2003, 455 accidents
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with ships on the Danube River have occurred, 30 of which led to
significant water pollution.
The pollution of the Danube River with industrial waste is an
important issue. The highest share for the pollution has the domestic
waste management and the processing of chemicals, the mines,
metallurgy, and animal husbandry.
The biggest pollution of the cross-border region is the water
pollution in 2000. It was caused by a cyanide and heavy metals pollution
in the Tisa river (Romania), coming from the gold mine Aurul in Baia.
The pollution spread downstream the Danube River. Later the Romanian
government imposed certain taxes for releasing waste into the waters.
This measure is efficient so far, and lower pollution levels are reported.
In conclusion could be said that the potential threats from
occurrence of major accidents are the repositories of petroleum
products, liquid and compressed hydro-carbon gases and compressor
stations for natural gas and other technological gases, which could lead
to explosions and fires. Danger also exists in facilities which process
black and colored metals, in processing using electrolytes and chemical
processes, in the mining industry, in the production, supply and
distribution of electrical energy, in the production and storing of
fireworks, etc.
Questions for self-preparation:
1. Which are the approaches for investigation of risk?
2. Define the term “risk”. How is ‘risk’ interpreted by the different
management experts?
3. Which are main sources and elements of risk?
4. Which are the factors which can be defined as risk factors?
5. What classifications of the types of risk, which are made by
international and expert organizations are you aware of?
6. Formulate the risk management process.
7. Which are the main approaches in risk management?
8. Which are the main factors characterizing each risk?
9. Describe the concept of “acceptable risk”.
10. Which are the stages of the risk management process?
11. Which are the international risk management standards?
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12. Which are the main threats in the cross-border region Romania
Bulgaria?
13. What determines the high risk of seismic activity in the crossborder region Romania-Bulgaria? Describe the measures for
mitigating the risk of an earthquake in the cross-border reagion.
14. In which areas along the Danube River are concentrated the
landslide processes?
15. What activities for flood protection on the Danube River are done
in the cross-border area?
16. What agreements exist between Romania and Bulgaria for flood
risk management?
17. Is there a threat from radioactive pollution on the territory of the
cross-border area? If such a risk exists, list the necessary measures
to protect the population?
18. Analyze and characterize the situation as a result of industrial
accidents and fires in facilities working with nuclear, radioactive,
explosive, flamable, poisonous substances and toxic gases.
19. According to the Ordinance for prevention of major accidents with
dangerous substances and limitation of the consequences, how are
the facilities, working on the territory of Bulgaria classified?
20. Which factors increase the risk of major accidents with release of
chemical substances? In which larger facilities could such accidents
occur?
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CHAPTER THREE. Communication in large infrastructure objects.
Plans and procedures
The effective public communication in crisis conditions, especially
for large-scale infrastructure objects, can contribute to the
implementation of appropriate preventive actions towards protecting
people who are subjected to different types of risks in respect to their
essence and structure. It can reassure those who are not directly exposed
to risk. This will result in reducing the cases of misinformation, anxiety
and natural human fears.
In order to clarify the essence of effective communication, it is
necessary to point out that there are different types of crises that can
be caused by factors that can be both internal and external to the
organization. In both cases, the managers of large-scale infrastructure
objects must take this into account and be prepared for an adequate
response, taking into account the specific communication skills which
are required for each case.
The purpose of this chapter is to outline the framework of
requirements and the necessary steps that have to be implemented by
the managers of large infrastructure objects in order to create conditions
for effective communication with the relevant governmental bodies,
non-governmental organizations, and society as a whole, in crisis
conditions. Thus, the financial and material losses will be reduced, risk
will be minimized, and the chances of protecting people's health and
lives will improve.
As it was mentioned previously, some of the largest infrastructure
objects in the cross-border region of Romania - Bulgaria that are most
significant for society are NPP “Kozloduy“and NPP “Cerna Voda”.
Therefore, this chapter will address the following issues:
 analysis of the approaches and the systems of rules for effective
public communication;
 communication processes in normal operating modes;
 public communication in crisis situations;
 plans and procedures relating to the risks during normal
operation of large-scale infrastructure objects;
 plans and procedures for information awareness in emergency
regimes of “Kozloduy” NPP;
 benefits from the exploitation of “Kozloduy” NPP.
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3.1. General approaches and systems of rules for effective
public communication
Public communications are a challenge faced by managers in their
efforts to manage processes in large-scale infrastructure objects such as
power plants, chemical plants, defense industry companies, etc. In times
of crisis, it is very important to act wisely and to cooperate with the
mass media, to seek support from the state institutions, and to appeal
to society for understanding.
Any crisis situation could be looked at from different aspects. On
one hand, it is related to material and physical losses, and on the otherit has permanent effects on human psyche. In some cases, an event that
has the potential for a crisis may not be perceived by experts as
extraordinary, but in it may be perceived differently by the general
public. Therefore, the adequate communication with society should
become an integral part of the management's efforts to mitigate risks,
to take the necessary security and protection measures, and to minimize
the negative psychological consequences.
The effective public communication can contribute to the
implementation of appropriate preventive actions affecting people who
are subjected to different risks, and to calm those who are not directly
exposed to it. This will reduce the cases of misinformation, panic, and
natural human fears.
It is important to note that the communication skills of the
manager do not depend solely on his knowledge and experience, but also
on the context in which they are built and realized. This context is in
close interaction with the environment - both inside and outside of the
organization. This, in turn, requires the use of a system approach to
management that creates and implements actions for effective
management of communication in case of an emergency.
Communication in case of crisis which is internal to the
organization.
No matter how well we have prepared to face unpleasant surprises,
everything seems unnatural in times of crisis. A multitude of unexpected
events occur simultaneously. These are events that we have not even
thought of and which, depending on our preparation and efforts, can
escalate into adverse consequences both for the organization and for
society as a whole. Therefore, in order not to lose control over what is
happening, which could lead to panic, additional losses of human lives,
and financial and material valuables, we need to be prepared to manage
all processes in crisis conditions, and to communicate effectively.
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So, above all, the following maxim must be clearly understood: "In
times of crisis, what you are saying is just as important as what you are
doing."
The crisis inevitably leads to challenges concerning
management of many basic "communication" issues, such as:

the

 interaction with the media and control over issues related to the
image of the organization;
 proactive communication with customers, suppliers, and other
interested parties (stakeholders);
 addressing the needs and concerns of employees and their
families;
 exchange of timely and accurate information between the
executive authorities, the rescue teams, and the managers of
large-scale infrastructure objects.
The capability to manage these issues during a crisis can be
facilitated by:
 appointing spokespersons of the organization who shall maintain
public relations and are experts in communication;
 establishing main and back-up communication means;
 providing immediate access to internal and external contact
information;
 pre-approved communication policies and scenario models;
 preliminary arrangements with local media, suppliers,
customers, and other interested parties;
 clearly described procedures for communicating with employees
and their families.
In case of crisis which is internal to the organization, fears often
arise that media contacts will generate unfavorable publicity and will
deepen the crisis. Therefore, before contacting the media, the top
management shall address the following questions:
 Does publicity pose a risk?
 Will public confidence be jeopardized, if the media make the
announcement before the organization does?
If the answer to the above questions is "Yes", then there is a chance
that the management of organization is playing "Russian roulette", trying
to keep in secret the crisis which it is. The more logical option is to
inform the media before they find out themselves from another source
of information about the crisis situation. Thus, the top management
takes the responsibility for what is happening instead of giving others
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the initiative to "rewrite history." Even if a decision has been made that
the communication with the media is not desirable, the top management
of the organization should be ready in case they are contacted.
It is necessary to determine who will be the spokesperson of the
organization, and to prepare the key messages to be used in case the
media contact the organization. These accents in the course of the crisis
development have to be updated.
But what is the point of view of the media and what information
could they want? The media are interested in the answers to five
questions: “Who?”, “When?”, “Where?”, “What?”, and “How?”.
They will find any contradiction in the answers. That is why the
exact facts must be known.
Many of the questions the media could ask are predictable and can
be specified in the following way:













What has happened?
When did it happen?
How did it happen?
Why did it happen?
Is anyone hurt and are there any casualties?
Could this be prevented?
Has this happened before?
What steps have been undertaken after the event has occurred?
When will the problem be solved?
How will this be prevented from happening again?
Was it known that this was going to happen?
What measures are being taken for those who are affected?

The preliminary discussion of the likely questions that could be
addressed to the organization may help to keep the situation under
control and present the organization in its best light.
In some crisis situations, the reputation of the organization may
depend on how well prepared and informed about the events is the
specialist who informs the public through the media. This employee must
convey sincerity, concern, and security.
Often, not disclosing the threat and not informing about the risk
can create negative public perceptions towards the organization.
Therefore, it is necessary to create a positive public image by
emphasizing the importance of the organization and what its
management does to tackle the crisis.
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The statistical and crucial information provided to the media must
be accurate and timely. It must be provided in writing, indicating the
source of information and the way it was collected. Once a risk or crisis
message has been issued, it should be repeated in the same way.
There are three important principles for establishing and
maintaining communication with the media. These are:
 announcing the risk by formulating the purpose and key
messages;
 asserting and maintaining the message;
 providing accurate and timely information.
The main purpose of announcing risk is to reduce the tensions
among the population, and to give directions how to behave and how to
act. The message about the risk could be presented in writing or as a
verbal statement which contains information and advice on risk-reducing
actions. The messages must be specific and easy to understand,
specialized terminology must be kept to a minimum, data must be in the
same unit of measurement, and the information for the type, time, and
magnitude of risk has to be clear and accurate. Visual aids should be
carefully prepared, if possible. All explanations should be brief and
comprehensive.
There are no standard requirements for the organizations with
regard to their media contacts, but some general guidelines can be
formulated in this respect:
 a diary shall be created to record all telephone calls from the
media or other organizations interested in the crisis;
 it is necessary always to respond to media inquiries;
 good communication with the media is a must, to talk to them,
and carefully to listen to them. In times of crisis, many helpful
things could be learned from the media and can be useful for
the organization in the subsequent dealing with the crisis
situation;
 avoid antagonistic relations with the media;
 it would be good to set up a dedicated telephone line to hold
talks that would provide information to the media or other
organizations. Information about an upcoming press conference,
information to control rumors, as well as recently acquired
information can all be recorded as a voicemail and these types
of information can be updated in a timely manner. This is
especially useful when regular telephone lines are busy with
other calls;
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 it is necessary to assess how the information provided to the
media can influence other organizations or individuals. If the
media to be contacted, then it is necessary they to let them
know about the upcoming call;
 when talking to media, the organization shall not forget to pay
due respect to other organizations, groups or individuals,
including their own staff who are working to overcome the
effects of the crisis;
 it is necessary for the top management of the organization to be
proactive towards new information. Although the situation
during a crisis could be very difficult, when new information on
the crisis becomes available, it is desirable that it reaches the
media;
 it is necessary for the top management of the organization to be
fair and not to make any false or misleading statements.
The preparation of interviews with the media (radio and television)
requires a preliminary systematization of the efforts, which could be:
 preparation of a list of key themes to be presented;
 anticipating the questions that will be asked and preparing
answers to them;
 training how to answer to the potential questions;
 preliminary coverage of the disputed areas;
 exploring the likelihood who might be the interviewer from the
relevant media;
 forecasting the duration of time which will be necessary to
conduct the interview;
 not to forget that the audience often remembers impressions,
and not facts.
The guidelines for arranging interviews for the newspapers are
similar, differing in the nuances typical for this type of media:
 finding out the topics for the interview before the interview is
given;
 the interviewees must be trained professionals who are well
informed about the details of the event (newspaper reporters
are often more informed than their colleagues from radio
stations and TV and may ask more comprehensive questions);
 it is necessary to start the interview with basic messages in a
declarative form;
 it is necessary to exercise control over the interview;
 it is necessary to avoid misleading questions from the reporter;
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it is necessary to limit the time for the interview in advance;
it is necessary not to disclose any unwanted information;
it is necessary to avoid jargon or professional expressions;
it is possible that the reporter asks the same questions in a
different way in order to obtain information that is not desirable
to be announced;
it is desirable not to answer inaadequate questions, one can say
that "the topic is not suitable for discussion at this time";
it is possible that the reporter interrupts the interviewees with
questions of different nature - reporters are free to do so;
it is necessary not to speak “off the record”;
one must not forget that the interview continues until the
reporter is present;
after the interview you can check some technical issues in the
information provided.

On the other hand, several important issues may be taken into
consideration:
 it is necessary to inform the media in advance about the details
of the information provided;
 no unnecessary press conferences should be organized;
 when booking a room for the press conference it is necessary to
carefully consider the number of invited people. At least 30
minutes before the event one should provide enough space,
chairs, microphones, lighting and water;
 the format of the event should be defined in advance- who will
be presenting the speakers, who will decide when the time for
questions and answers is up, and other details;
 has to be decided in advance whether leaflets are needed. If
the speaker reads the information, it is advisable to provide the
text of the speech in writing so that the media representatives
can listen and do not have to make unnecessary remarks;
 it is necessary to consider the need to inform other
organizations about the press conference;
 it is necessary to exert control over the press conference where to put the cameras, where certain people will be seated;
 it is necessary to plan the duration of the press conference;
 it is necessary to coordinate the timing of the press conference
with newscasts if the aim is to attract more public interest in
the issue;
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 if there are restrictions to the event, such as no taking of
photos, this needs to be clarified in writing and to be preannounced.
Lastly, it can be concluded that there are three golden rules for
communication with the media:
 Rule № 1: If we do not want to hear or see any piece of
information on television, radio or in the newspaper, it is
necessary to not share it or say it.
 Rule № 2: Preliminary preparation for an interview with a
reporter is required – the purpose, main topics, and key
messages should be prepared in advance.
 Rule № 3: The ego is an enemy of the interviewee. Many people
get into trouble because they think they are very smart and will
not get into trouble. In the end it is the reporter who
writes/tells the story.
Nowadays, the internet is the first place where many people are
looking for information. While there are limitations on how much of the
traditional "media time" can be used in times of crisis, there are no
limitations on how much information can be transmitted through an
organization's own website, for example.
The following main guidelines for communicating with society, key
interested parties, and organizations by using a web site for managing in
case of a crisis:
 make sure that the content of the website is reliable;
 it is necessary to update the information frequently;
 it is necessary to respond honestly to the most frequently asked
questions of the interested parties;
 it is necessary to provide means for feedback and a possibility
for the interested parties to ask questions;
 if possible, to provide links to other sites which present
information in support to the organization's position.
In conclusion, it can be summed up that the information presented
above relates to crises caused both by problems which are internal to
the infrastructure object, as well as caused by external factors. In each
case, these steps need to be realized taking into account the fact that
even when the crisis is outside the large infrastructure site and does not
affect it directly, the fears of society that the effects of the crisis may
escalate must be addressed.
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All of this has to be organized, planned and tested in different
example scenarios in order to verify the adequacy of the different plans,
and use the most appropriate one in case of a crisis. The communication
management activities can be included as a modular part of these plans,
but it is most useful and practical if their planning is separated into a
different plan.
No organization is immune to incidents or crisis situations that
often happen without warning and at the most inconvenient time.
Failure to respond quickly and appropriately may create conditions for
escalation of the incident or the crisis. Therefore it is necessary to follow
and apply best practices for crisis management, as well as
communication with the media.
Communication plays a key role in risk management during crises.
In a crisis situation, despite the rapidly changing and chaotic
circumstances, communication can mitigate the impact of negative
events by informing all potential victims of the threats, and to direct
them towards correct behaviour.
3.2. Routine communication processes under normal operating
modes
The development of the processes after the severe incident at NPP
“Fukushima Daiichi” which resulted from the strong earthquake and the
subsequent tsunami in March 2011 have demonstrated that crisis
communication is often vague, untimely, limited and even inaccurate.
The analysis of various aspects of crisis communication after the
accident at NPP “Fukushima” allowed the world to be better prepared
for communication related to nuclear accidents compared to 6 years ago.
The lessons learned have already been addressed in a number of national
and international communication programs and strategies. The need for
openness, transparency, and improvement of communications has been
identified as an important element of the actions of the responsible
institutions and the branch organizations, and is integrated in the
National Action Plan of the Republic of Bulgaria.
In the crisis communication strategy, the Bulgarian Nuclear
Regulatory Agency (BNRA) and Kozloduy NPP use different channels and
mechanisms to provide the public with all the necessary information,
such as a web page, media, official letters and an annual report. The
updated information on the regulatory requirements, BNRA activities,
opinions, decisions, and news, is available on the website of the
regulatory body. When urgent dissemination of information is needed,
the BNRA sends messages to the media through e-mail, telephones and
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faxes (a database of journalists' contact information is available). The
Bulgarian Nuclear Regulatory Agency periodically organizes press
conferences, briefings, and its representatives take part in television and
radio broadcasts. In addition, the BNRA organizes media training
seminars, where the needs of society for information and its
comprehensibility are discussed.
According to the Law for Safe Use of Nuclear Energy, the licensees
are required to inform the public about possible radiation risks
associated with facilities and activities. These obligations are further
developed in the Regulation on Notifications which states that licensees
are required to inform the public about deviations, incidents and
accidents at nuclear facilities and sites having sources of ionizing
radiation, through the media, the internet or by other appropriate
means.
In addition, “Kozloduy” NPP carries out a comprehensive and
transparent risk assessment ("stress tests").
European stress tests
Following the severe accident in Japan's "Fukushima Daiichi" NPP,
the Bulgarian government undertook urgent actions to review the
readiness of “Kozloduy” NPP to react in emergencies. Following the
instructions of the BNRA and in accordance with the actions
recommended by the World Association of Nuclear Operators (WANO),
our NPP has developed and implemented by mid-2011 "The Program for
review and assessment of the preparedness of NPP “Kozloduy" EAD for
management and reduction of the consequences of unexpected
accidents, and external or internal impacts". Withing this program,
extensive performance tests have been carried out as well as
assessments of the technical condition of critical to safety constructions,
systems and components, the availability and applicability of
instructions and procedures, as well as the readiness of staff to act in
emergency situations.
In May 2011, the European Nuclear Safety Regulators Group
(ENSREG) and the European Commission (EC) have adopted a Declaration
and a Specification for conducting "stress tests" with the aim of complete
reassessment of the European NPPs safety stocks in cases of extreme
external events. ENSREG defines the "stress tests" as a purposeful
reassessments of the safety stocks of nuclear facilities in cases of
extreme external events, loss of safety functions, and severe failures.
In compliance with the requirements of the European Union and
the BNRA, in 2011 the “Kozloduy” NPP carried out "stress tests" of the
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nuclear facilities on the site of the plant. In the end of 2011, the BNRA
submitted a National Report of Bulgaria on the "stress tests" at
“Kozloduy” NPP. Then, in 2012, the ENSREG and EC issued requirements
for the preparation of a National Action Plan as a continuation to the
"stress tests". This plan reflects the planned national measures, the
general recommendations of ENSREG, and the decisions from the special
meeting of the Convention on Nuclear Safety (Nuclear Safety
Convention) held in August 2012 at the International Atomic Energy
Agency (IAEA) in Vienna.
The National Action Plan of the Republic of Bulgaria, which was
developed in 2012 and updated in 2014, contains 73 measures and
activities defined on two levels – the site of “Kozloduy” NPP, and
Institutional level. The implementation of some longer-term measures
requiring further analyses and assessments as well as additional
designing and financing, is planned for the period 2015-2017. The
monitoring of the implementation of these measures is carried out by
different types of inspections and periodic checks of the state of
constructions, systems and components that are designed to protect
from external source events, to check the adequacy of the emergency
procedures, and to train the personnel how to implement them.
It should be noted that all reports and the results of the relevant
checks are public and are accessible at the websites of relevant
institutions.
In conclusion, it can be summarized that despite the full
transparency and publicity of the results of implementing the "stress
test" and the National Action Plan of the Republic of Bulgaria, mostly
sectoral and scientific organizations show interest in this information.
Obviously, it is necessary to use more attractive forms such as open doors
days and targeted media programs to promote these results.
Plan to inform the population
The state is engaged with realizing its policy for protection by
addressing the issues that are related to the protection of the population
in crisis situations and all the risks resulting from them. According to the
Disaster Protection Act and other normative acts, one of the main tasks
of the country is the elaboration and formulation of a state policy for
protection of the population and the national economy, and the
regulation of societal relations in case of disasters.
The crisis situation can be looked at from different aspects. On one
hand, it is related to material and physical loss, and on the other- it has
permanent consequences on the human psyche.

- 88 -

Based on their human nature, people react to crises not only as
physical objects, but also as individuals who perceive and assess the
events. In this sense, the timely informing of the population in the course
of the crisis situation is of great importance.
When a crisis situation occurs, the following main questions
matter:
 In case of a crisis, what information is critical to trigger a proper
response from the population?
 What messages shall be sent out prior to the incident, during its
course, and after it?
 What are the problems for effective communication between
the population and the executive authorities, and how can they
be eliminated?
 What are the possibilities for effective communication and how
can they be increased?
 What questions could the population ask in case of risk?
 What are the responsibilities of the media, and how can we help
the journalists to fulfil them?
Often, the information about a threat or the emergence of a crisis
situation involves many mesages concerning the nature of the risk,
opinions, concerns, as well as legal and administrative actions related to
risk management. The threat or the actual crisis in most cases creates
unpredictable dynamics in the action or counteraction of the population.
Therefore it is very important that the executive authorities and the
media observe the following principles for establishing and maintaining
communication with the population during a crisis: communicating risk
by formulating the purpose and key messages, asserting and maintaining
the message, and providing accurate and timely information.
The main objective is to reduce the tensions among the population
by providing accurate and timely information, as well as by providing
guidance for behavior and actions that can reduce risk.
The accident at NPP "Fukushima Daiichi" has shown that the risk of
nuclear energy includes not only the probability and consequences of a
nuclear accident, but also a number of specific features such as
experienced events, intuition, emotions, personal interest,
understanding of scientific facts, education, access to information and
understanding it.
Practice shows that it makes sense to plan and consider the crisis
communication on the following three main levels:
 individual – based on the general perception of the individual;
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 public - based on the structure and functioning of groups in the
process of participation of interested parties;
 institutional - focuses on the subjects who are responsible for
the risk management.
The possibility of radiation causes a high degree of anxiety even if
no accident has occurred. The complexity of crisis communication begins
already on individual level, and continues on public level with the
interaction of many opinions, values and motivations. In this sense, trust
and transparency are important dimensions and are at the forefront of
all issues. Therefore, each plan should ensure the credibility of the
sources of information and the communication partners, confidence in
information sources and communication partners, and the confidence in
risk management related to the use of nuclear energy.
In its essence, the National Action Plan addresses issues that are
mainly on institutional and public level. It should be noted that the
implementation of relevant strategies and engagement of the public in
their implementation can also lead to increasing the sense of security on
individual level.
The analysis of the organizations and their interactions that was
carried out within the scope of the "stress tests" activities shows that
there are the necessary institutions to formulate and implement the
national policy in the field of nuclear safety, to implement the state
regulation and control, and to undertake the necessary actions in cases
of emergency. The responsibilities and the functions are clearly defined
and allocated between the different administrations and other
interested organizations.
The national legislation defines the principles, criteria, procedures
and conditions for maintaining emergency preparedness and response in
the event of incidents and accidents with possible radiation
consequences. The emergency preparedness and emergency response
infrastructure complies with the requirements and criteria that are laid
out in the European legislation and those of the International Atomic
Energy Agency.
The national programs developed for off-site training based on the
External Emergency Plan of NPP “Kozloduy”. They are a prerequisite for
adequacy of the crisis communication. NPP “Kozloduy” annually
conducts an on-site general emergency exercise, including all points of
interconnection - the public, the media, and the institutions which are
responsible for the protection. This exercise involves as many
representatives of the executive authorities as possible who are
responsible for the implementation of the External Emergency Plan.
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Thus, interaction between national, district, municipal and on-site
emergency response structures is achieved. In the process of updating
the External Emergency Plan, the activities and the tasks of the
participating organizations are assessed. The assessment is based on the
experience gained from the conducted trainings and the way of reacting
in real emergency situations.
Trainings are also held at an international level. On the basis of the
bilateral agreements concluded by the Republic of Bulgaria for
cooperation in the field of nuclear safety and radiation protection,
emergency trainings are being carried out with neighboring countries
(Greece, Macedonia, Romania, and Turkey), which end with conducting
drills.
After the accident at NPP "Fukushima Daiichi", an analysis of the
emergency preparedness and response system has been carried out. As
a result of this analysis, the legislation on emergency preparedness and
response was updated, followed by updating the internal and external
emergency plans. These emergency plans of “Kozloduy” NPP have been
extended to cover the scenarios of severe accidents, as well as to include
accidents that occur simultaneously at all of the on-site facilities,
combined with natural disasters.
Disaster protection is carried out at national, district and municipal
level. The Unified Rescue System for Disaster Protection established at
the national level ensures continuous readiness to receive messages in
the event of disasters, their assessment, and conducting rescue and
emergency restoration work. An integral part of this system is the
emergency preparedness and response to nuclear and radiation
accidents. The emergency preparedness includes notification of the
population and employees of the “Kozloduy” NPP in the event of a
nuclear or radiation accident.
The announcement to the employees of the NPP is carried out
according to the Internal Emergency Plan of “Kozloduy” NPP. The
executive authorities and the sections of the Uniform Rescue System
(URS) are informed by the officicers on duty in accordane with the
Accident Communication Scheme at “Kozloduy” NPP (Figure 3.1) and a
standard operating procedure. On this figure DAKS – is the notification
using the Early Warning System and informing all Executive Bodies and
Sections of the Uniform Rescue System.
The Chief Engineer of “Kozloduy” NPP who is on duty is the primary
source who notifies operational officers on duty (ODO):
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 at the Ministry of the Interior (MIA) – the Operational Center
(OC) of the Regional Directorate "Fire Safety and Protection of
the Population" (RDFSPP) in Vratsa, Montana, Pleven, and Vidin;
 at the Bulgarian Nuclear Regulatory Agency;
 at the Ministry of Energetics (ME);
 at district level - the district headquarters (DH) in Vratsa and
Montana;
 at municipal level - the officers on duty at the municipal
headquarters who are responsible for the implementation of the
disaster protection plans in Kozloduy and Mizia;
 the settlements in the 30-kilometer zone around “Kozloduy”
NPP through the local automated system (transmitting a warning
signal with sirens and voice information with instructions how to
behave and how to act).

Fig. 3.1. Accident Communication Scheme at “Kozloduy” NPP.
The Operational Officers on Duty (ODO) at the Operational Center
of the Regional Directorate "Fire Safety and Protection of the Population"
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(RDFSPP) in Vratsa, Montana, Pleven, and Vidin, through the National
Early Warning and Notification System, inform the District Headquarters
about the implementation of the District Disaster Protection Plans, the
structures of the executive authorities and the Uniform Rescue System
(URS), who are assigned to act in cases of emergency at the “Kozloduy”
NPP, as well as the mayors of all settlements located within the zone of
emergency protection measures – emergency protection zone (EPZ).
The respective municipal officers on duty notify the people in the
settlements located within a radius of 30 km around “Kozloduy” NPP.
For Knezha, Dolni Lukovit, Staroseltsi, Bregare, Krushovene, and
Stavertsi, the notification is done by the officers on duty at the municipal
headquarters for the implementation of disaster protection plans in
Vratsa, Montana, and Pleven.
The operative officer on duty at the National Operational Center
(NOC) of the General Directorate “Fire Safety and Protection of the
Population” (GDFSPP) at the Ministry of Interior informs the people on
duty at the Council of Ministers, the Ministry of Defense, the Ministry of
Interior, the Ministry of Foreign Affairs, the Ministry of Energetics, the
BNRA, the Ministry of Health, the Ministry of Ecology and Waters (MoEW),
the
Ministry
of
Transport,
Information
Technologies
and
Communications, the Ministry of Regional Development and Public
Works, the Ministry of Agriculture and Food, the Ministry of Finance, the
Ministry of Education and Science, the National Institute of Meteorology
and Hydrology, the State Agency "State Reserve and War-time Stocks",
the Executive Agency "Electronic communication networks and
information systems", and the "Bulgarian Red Cross”.
The officials on duty in the ministries and departments report to
the relevant administrative managers, and following their instructions
notify the emergency response teams hot to react according to the
External (National) Emergency Plan of “Kozloduy” NPP.
The type of information, order, methods, and communication
means for informing the population are defined in the National
Emergency Plan and the emergency plans of the respective executive
authorities and the External Plan of “Kozloduy” NPP.
The General Directorate "Fire Safety and Protection of the
Population" (GDFSPP) of the Ministry of Interor maintains, on a national
level, a system for notification in case of disasters and accidents by using
warning signals (sirens) and announcements for the population
throughout the country. These are communicated and broadcasted
through:
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 the acoustic sirens of the National Early Warning and
Notification System for Disasters and Accidents;
 the electromechanical sirens of the subsystem of the Automated
System for Notification of the GDFSPP;
 the programs of BNT, BNR and others operators of radio and
television programs with national and regional coverage;
 radio translation units installed in settlements;
 local automated notification systems operated in the potentially
hazardous sites.
In the event of an industrial failure occurring in sites whose activity
is related to hazardous substances and materials, the site owners shall
immediately notify about it the respective operational center on duty
and the mayor of the threatened municipality, and to inform the
population through the local notification system (LNS).
The informing of the population in case of an accident at
“Kozloduy” NPP is done by the chief engineer on duty. The population
which lives within the zone of emergency protection measures shall be
warned by sirens and announcement systems.
The information about an accident, its development and
consequences, as well as the protective measures taken by the executive
authorities, is provided to the population through the public electronic
means for mass communication. They transmit the official information
needed to protect the population without changing the content and
meaning.
The information, intended for the population, is objective, clear
and easy to understand, and is communicated after it has been prepared
by experts at the relevant departments and is coordinated with the
heads of these departments.
The information intended for the population in the event of an
accident with radiological consequences contains:
 a brief description of the event (date, time, place, details about
the nature and course of the accident, and its consequences);
 an assessment and a forecast of the development of the
accident and its consequences;
 instructions to the population for application of radiation
protection measures (concealment in rooms, respiratory
protection, iodine prophyilaxis, evacuation or temporary
relocation, use of individual protection gear, restriction of the
consumption of certain foods, personal radiation hygiene);
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 actions taken by the competent state authorities to address the
accident and mitigate its consequences;
 other information, facts or instructions that are important for
the population, at the discretion of the competent state
authorities (including clarification on questions about the
accident).
It can be concluded that the effective crisis communication must
be transparent, timely, fair, and widespread. In this sense, the
development of adequate communication programs in industrial sites
will help increase the trust in the given organization and will increase
the confidence of the population that the crisis situation is managed with
the necessary adequacy and responsibility. The purpose of these
programs should be aimed at different target groups, and at society as a
whole.
The executive authorities need to implement a policy of
transparency and dialogue with the Bulgarian society about the state of
radiation protection and emergency preparedness in the country. When
accidents with radiological consequences occur, the competent state
authorities have to inform the population and give guidelines for
radiation protection. Under normal circumstances, the population
receives information through the media about the radiation protection
and the emergency preparedness, including the natural level of gamma
rays in the country.
The experience from the Fukushima accident has unequivocally
demonstrated that in the case of severe crisis situations it is necessary
to apply a more socially-oriented communication based on an
interdisciplinary approach (involving both experts in the natural
sciences, and experts in social and humanitarian sciences).
It is important to improve the public knowledge about radiation
risk by providing appropriate and timely information in a comprehensible
and publicly accessible manner. In this sense, the crisis communication
should be treated as a continuous process, although it takes time and
resources. The preventive actions with all affected groups are a
guarantee for success in risk management.
3.3. Public communications in crisis situations. Media strategies
Crises become part of the lives of people from different regions of
the world. In the age of information technology and globalization, any
crisis, even if it is at the most remote part of the world, does not go
unnoticed by people, especially thanks to the media. Thus, media
coverage of crises makes millions of people on the planet involved in any
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negative event. When it comes to the image of an organization that is
shaped by the media during a crisis, it goes beyond the borders of the
countries, it is transferred to the social networks, and from them- to the
peoples’ homes. The process of globalization strengthens the role of
rumors, black PR, myths, and their influence on the organizations.
Communication and crisis management are two concepts that are
interconnected and it is almost impossible to talk about managing
modern crises without taking into account the use of modern
communication techniques and tools that provide qualitative
information to people during various crises and threats to their health
and life.
Crisis Management and Crisis Communication. Definitions
Crisis management is the strategic planning intended to prevent
and respond to a crisis or any negative event. This is a process that
removes some of the risks and uncertainties, and allows the organization
to exercise basic control over its desttiny.
The crisis is a situation in which control is minimized and which
happens without the active participation of the organization.
The crisis communication process is a verbal, visual and written
interaction between organizations and their audiences before, during,
and after the negative event.
The National Research Institute of the USA defines risk
communication as a “democratic dialogue”: “The risk communication is
an interactive process of sharing information and opinions between
individuals, groups, and institutions. It includes multiple messages about
the nature of risk, and other messages that are not strictly pertaining to
risk and express concerns, opinions and reactions to messages about risk
or to legal and institutional provisions regarding risk management”.
Seeger creates a typology of best practices of risk and crisis
communication as a comprehensive integrated process, including the
following: "Risk and crisis communication is a process which continues in
time and requires pre-planning, strengthening the partnerships with
audiences, cooperation and coordination with trusted sources, good
relations with the media, including meeting the needs of the media and
remaining at their disposal, listening to the public and understanding
their concerns, communicating with compassion, care and empathy,
demonstrating honesty, straightforwardness and openness, accepting
uncertainty and ambiguity, providing messages that improve and
encourage personal effectiveness".
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Crisis and Emergency Risk Communication (CERC) is a concept
defined by Reynolds (2002) as “the effort of experts to provide
information and to allow individuals, involved groups, and the
community as a whole, to make the best possible decisions for their own
good, within almost impossible time constraints, and to help people to
ultimately accept the imperfect nature of their choices during a crisis”.
According to this definition, the Crisis and Emergency Risk
Communication combines the urgency of disaster communication and the
need to discuss about the risks and benefits with the involved parties
and society, especially in an era of global threats.
This type of communication is characterized by tight time
constraints, the possibility of irreversibility of decisions, and the results
are uncertain because solutions are often taken based on insufficient and
unverified information.
Crisis communications provide first-rate, factual information to
people. They are meant to inform people how to evacuate when in
danger.
The term “crisis communication” usually involves defining the
internal and external recipients of the information during a crisis. This
type of communication is oriented towards formulating, creating and
distributing messages to the audience and getting feedback.
The Crisis Communication System consists of several interrelated
processes:
 education, trainings and communication management training
in cases of crises, risks and problems;
 preparation of teams with professional knowledge and skills;
 creation of integrated interactive, information systems whick
link important critical points of the regional infrastructure;
 creating modern media platforms (interactive and virtual, for
exchange of information, data, and knowledge), such as
Twitter, YouTube, Tumblr, Semantic Portals, etc.;
 creating public information centers to inform people in real time
about potential threats and risks endangering their health and
life;
 preparation of public, interactive maps with dangerous critical
zones in the country and its disctrics, showing the threats and
the possible directions of spreading;
 forming a subsystem for analysis of potential problems which is
intended to work with priorities and the most vulnerable groups
(not everything can be controlled);
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 building semantic networks for real-time monitoring and
automatic real-time reaction against threats (natural and
technological risks);
 engaging in international networks for exchange of information
and knowledge among professional organizations;
 preparation of crisis communication plans and special web-sites
based on the directions, priorities and critical points, that can
provide information to all those who have crisis response
functions: the media, the medical services, the Ministry of
Interior, the DFSPP, the administrations, etc.;
 developing of communications management projects in times of
emergencies and their effects on people;
 establishing a budgetary framework with priorities and
significant potential threats, and updating of the network
content;
 preparation of applied programs for sharing knowledge and
information with leading European institutes and universities;
 assessing the effectiveness of the plans for real risks and crisis
management (improving their practical application).
The fundamental principles for crisis communications are:









developing of skills how to communicate during a crisis;
transparency and honesty;
pre-training;
organizational culture integrated into the crisis plan;
knowledge and values related to crisis management;
top management to take responsibility;
full disclosure of the facts;
transparency of the decisions made.

Communications in a problematic situation resemble crisis
communication, but in this case the organization posseses knowledge
about the situation and has the opportunity to choose the right time to
reveal its plans to overcome the problem.
Basic principles for effective communication in crisis situations:
1. Communication links should follow the entire process of
development of the situation. Short-term and non-loquacious
contacts leave the impression of hiding the truth.
2. Revealing of a few facts and events, but with explanation and
insight into their nature may be better than going into details
and non-informative details.
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3. The information contacts require the participation of public
relations professionals, and they must work in close relations
and contacts with experts and crisis managers.
4. Communication with the media and the public should be
continuous and with predefined (scheduled) deadlines and
stages. Any unjustified interruptions and periods of silence can
excite apprehension and cause mistrust.
5. Sincerity is the foundation of trust, although some facts can
shock the public. The apprehension that some things are being
hidden or kept unannounced, may lead to a loss of trust.
6. When drawing up crisis action plans, the means needed to
realize successful communication in crisis situations must be
planned.
The experience gained from various crisis situations shows that it
is necessary to follow some basic rules:
1. The population must be appropriately informed about the
situation: what exactly has happened, what are the causes,
what the consequences (effects) might be, what measures are
planned and are being taken.
2. If possible, prevent the spread of rumors and contradictory
information. It must be realized that the lack of clear, and
possibly sincere information, inevitably leads to rumors and
exaggeration of risks and threats. Once created, the anxietyinduced psychosis, is very difficult to overcome, and can
complicate the situation even more. In this respect, the
complicated situation in Bulgaria during the first days, weeks
and months after the Chernobyl accident in 1986, is very
instructive.
3. It is necessary to maintain trust in the responsible authorities,
organizations and services involved in the crisis situation.
4. Informing the media and the population is a very important
activity and it should be entrusted to specially prepared
persons (or organizations).
5. Make every effort to mitigate the psychological impact on the
population.
6. It is a best practice to prepare in advance appropriate written
materials on protection and rules of conduct of the population
in various crisis situations.
7. It is useful to prepare basic information from the emergency
plans to familiarize the media at relevant press conferences
and by press releases in the first few hours (minutes) of the
crisis situation when not all of the circumstances are clear.
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8. The media and the population should be continuously informed
throughout the crisis: when emerging, developing and later
until all consequences are finally eliminated, and even after
that, if needed, according to the assessments of the specialists
in public relations.
The forms of communication may vary:
 press conferences, interviews and press releases, radio and
television broadcasts;
 ‘in-situ’ meetings with the most affected groups of the
population;
 information in the internet;
 telephone hotlines.
Operational public communication tasks in crisis situations can be:
 problem management- collection, processing, analysis and
preparation of forecasts for possible events that can lead to
crisis situations;
 development of measures for prevention of crises (natural
disasters, intentional technical failures, rumors, etc.) and
mitigation of their consequences;
 development of a communication plan as part of crisis action
plans;
 creation of a masif of information on possible crises: sources of
emergence, forms of manifestation, negative impacts on the
population, communication strategies and tactics taken to
mitigate the impact of the crisis, assessment of the impact of
the crisis on the attitudes of the public;
 development of adequate communication techniques, both with
internal and external audiences, including institutions and
security bodies, using the capabilities of ‘dark sites’;
 acquainting the mass media and the specific audiences with the
existing readiness of the organization to face a possible crisis
situation.
Conclusions from the Bulgarian practice in the coverage of crisis
situations
In the recent years, we have witnessed a series of accidents, fires
and incidents in industry, military industrial enterprises, as well as major
railroad and transport crashes.
What is typical for the news coverage of accidents and crashes?
Above all, there is a lack of good communication between the
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management of the respective companies and the institutions involved
in reacting to such situations.
The information that reaches the media is often distorted and
untimely. The main reason for this can be the lack of basic knowledge,
experience, willingness, and assured means, to enable the organizations
to implement an effective and active communication system that can
provide society with the information needed during various crisis
situations.
In Bulgaria there are no adequate risk communication systems and
there is very little, almost completely absent, preliminary information
for crisis prevention and preparation. Thease are the cases when people
face equipment and technological risks that pose different threats of
major crises with harmful effects on many people and on the
environment.
Of course, the media respond immediately to all disasters,
accidents and incidents. But in most cases they do not have access to all
of the information, and often they are looking for alternatives to reach
the truth. Often, especially at the onset of the crisis situation, this leads
to distortion of the information. There is a tendency not only in our
country, but also globally, to seek the news, sometimes the sensation,
and to present events that have the potential of news. Over time, the
development of the situation becomes unattractive to them (it is no
longer news).
A crisis always attarcts the public and media interest, and usually
the limits of the communication go beyond the conventional media
channels. The role of social networks is becoming stronger. They change
the nature of crisis communications. The impact of effective crisis
communications is particularly important. As a direct outcome of the
technological progress, the nature of crisis communications has also
changed.
The spread of so-called "New media" is increasing. It becomes clear
that, in order to be effective, crisis communication should also be part
of a new information environment, in which virtually anyone can create
and disseminate "news" content. These unregulated "civilian journalists"
can boost mass support as widely and efficiently as any major budget of
any news agency. Moreover, the possibility of the internet to produce
news 24 hours a day, 7 days a week, consolidated and indexed (using
intelligent search engines) has turned it into a major source of news for
the public. At the same time, the internet is a place where major
distortion of information takes place.
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The so-called ‘fake sites’ are an increasingly common
phenomenon. It is difficult for the average user to navigate through the
streams of information that flood his mind.
Here is the role of the experts in crisis management and the people
in charge of communications and information assurance to continuously
feed the media with consistent information - what, where, when, why,
and how it happened - about all the important actions, measures and
achievements to eradicate the consequences of disasters or accidents
that have led to a crisis situation.
Conclusions from the experience of American specialists in
conducting public relations campaigns in case of crisis situations
When crisis situations arise, start with:
 exploring the problems and the possibilities for solving them,
analysing the internal and external audience;
 setting goals and tasks, for example providing the media with
accurate and timely information, by demonstrating care for
people's lives and security, by maintaining the good image of the
organization,
 programing and preparation of plans. The efforts are aimed in
two directions:
o building of a media information center;
o creating a public relations center for crisis
management.
The Media Information Center should be located near the event
(accident, disaster). Here, the media representatives accompanied by
individuals from the organization can visit the zone of the disaster
(accident), and should not be allowed everywhere in order to preserve
their health and life.
The information center should be located in the management
center (headquarters), preferably in a separate room where media
representatives receive information on the development of the crisis
situation. The Center performs a number of functions, the first one being
to inform what has happened and what the nature of the crisis situation
is. The second function is to prepare information that contains all the
facts known to date by answering to the following quastions: what has
happened, how, when, who, and how many people are involved (victims,
people involved in rescue and other operations). The question "why"
should be omitted until the reasons for the disaster occurrence are
determined.
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Two principles apply when communicating with the public in crisis
situations:
1.
The principle "one voice", i.e. the organization speaks with
one voice, no contradictory data are allowed because this could create
rumors.
2.
Complete disclosure without taking the blame. Concealed or
late information leads to loss of trust in the organization.
In conclusion, it can be summarized that crisis communication
includes aspects such as public relations and media, risk management
and analysis, and crisis management. In the context of modern reality,
crisis communication turns into a topic that should not be ignored neither
by the public relations and media practitioners, nor by the society, which
has become a factor that draws the agenda of the specialists in this
sector.
As far as its effectiveness is concerned, crisis communication must
undoubtedly begin before the real crisis. Of importance for the
successful management of any crisis situation are the timely actions to
eliminate physical damages and seizing the opportunity to prevent
human casualties, as well as the control over all communication channels
and presence in them because they use key audiences, openness,
timeliness, and authenticity of the communications which reach them.
One of the tasks of PR experts is to build an emotional relationship
based on trust between audiences and the organization. This will be used
during a crisis to make it easier to overcome, and to reduce subsequent
losses.
The following conclusions can be formulated based on this
material. The effective communication during crisis situations and
accidents is needed much more than in a normal situation.
Considering the fact that communication between institutions and
their key audiences is mediated mainly by the media, it is the means of
communication that are the main player in the field of crises. The media
somewhat seizes one of the functions of respective authorities. The
organizations will increase their benefits if they manage to control their
dialogue with the media. Communication based on erroneous principles
and values that are not valid for society can have a detrimental effect
on the organization, especially in the event of a crisis. Such examples
can be found in many crisis situations. Due to the accumulation of a
number of very similar crises in the recent years, it can be argued that
not only to the communication policies of organizations need corrections
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and upgrading, but also to the actual measures to address and, even
more, to prevent crises.
3.4. Plans and procedures regarding the risks in normal
operating conditions of large-scale infrastructures
As a result of the increasing number of crisis situations, it is
essential to implement an active and systemic approach for reduction of
risk factors and assuring the necessary level of protection of the
population and the large-scale infrastructures. The construction of an
information system for collecting and processing data for critical
infrastructures, that are already established, and their sites at national
and cross-border level can help to protect them. Particularly important
are the data concerning the protection of strategic sites and activities
that are relevant to national security.
A well designed and implemented communication plan during
normal operation of a NPP is essential for its safe and reliable operation.
The Bulgarian legislation requires the regulatory body to conduct a policy
of transparency and openness in carrying out its regulatory activity, and
to inform the public about nuclear safety and radiation protection issues.
The independent and back-up communication systems developed
at “Kozloduy” NPP, for obtaining reliable, uninterrupted and secure
information, place the NPP on one of the first places in the field of
communication security in the Republic of Bulgaria. The stringent
measures and strict requirements concerning the operation of the
systems ensure reliability and security. The transmission of technological
data and communication messages to all supervising bodies and the
media in normal operation and in emergency situations or accidents at
Kozloduy NPP ensures transparency and increases the trust by society.
Maintenance of operational safety at “Kozloduy NPP” requirements and realization
The Republic of Bulgaria has more than 40 years of experience in
the exploitation of nuclear facilities. “Kozloduy” NPP is the only nuclear
power plant in Bulgaria and the first one on the Balkan Peninsula.
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Фиг.3.2. “Kozloduy” NPP, control room
The safety of “Kozloduy” NPP (Figure 3.2) is a major priority and is
subject to independent state supervision exercised by the Bulgarian
Nuclear Regulatory Agency at the Council of Ministers of the Republic of
Bulgaria, the Ministry of Environment and Waters, and the Ministry of
Health. Our country pursues a consistent policy for continuous
improvement of the safety of the NPP based on comparison against
international standards, exchange of knowledge, experience and best
practices, openness and maximum transparency. The periodic selfassessment and the accompanying peer reviews are forms of
international cooperation aimed at achieving this goal.
According to the Law on Safe Use of Nuclear Energy, the nuclear
energy and the ionizing radiations are used in accordance with the
requirements and principles of nuclear safety and radiation protection
in order to ensure the protection of human life, health and living
conditions of present and future generations, the environment and
material values, etc. from the harmful effects of ionizing radiation.
During the use of nuclear energy, the nuclear safety and radiation
protection have priority over all other aspects of this activity. Therefore,
the Safety Policy has the highest priority of all activities, and every one
of the staff and all external contractors, that have an impact on safety,
must be familiar with it.
In order to achieve this objective, “Kozloduy NPP” has
implemented and uses plans and procedures to prevent the occurrence
of negative impacts on the safe operation of the NPP.
Planned programs and measures for continuous improvement of
safety. “Kozloduy” NPP implements programs for continuous
improvement of safety, which plan for measures that are derived from:
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 the National Action Plan for harmonization of the reactor safety
in the WENRA member states;
 the National Action Plan from the stress tests carried out after
the accident at “Fukushima” NPP;
 the licensing conditions and prescriptions of the Bulgarian
Nuclear Regulatory Agency (BNRA);
 the recommendations from international missions and
inspections.
All measures are included in the general Program for Maintaining
and Improving the Safety of “Kozloduy” NPP which is updated in the
beginning of each calendar year in accordance with the regulatory
requirements, international standards, and operational experience.
The main act in the field of safety of nuclear facilities is the Act
on the Safe Use of Nuclear Energy (ASUNE). It regulates the public
relations related to state regulation of the safe use of nuclear energy
and ionizing radiation, and the safe management of radioactive waste
and spent nuclear fuel.
The state regulation is enacted by the Chairman of the BNRA, which
is an independent specialized body of the executive authorities, and has
a competence specified by law. In addition, other bodies also implement
specialized control over the sites and activities related to the use of
nuclear energy and ionizing radiation. In this respect, the law explicitly
lists the Ministry of Health, of Environment and Waters, the Ministry of
Interior, the Ministry of Defense, the Ministry of Agriculture and Foods,
the Ministry of Transport, the Ministry of Information Technologies and
Communications, the Ministry of Education and Science, and the
president of the State Agency “National Security”, as the competent
authorities which exercise control in accordance with their authoriy.
Such authority is provided mainly by the following Acts:
Environmental Protection Act, Energy Act, Spatial Planning Act, Health
Act, Disaster Protection Act, Internal Affairs Act, etc.
Since 2007 when the Republic of Bulgaria became a full member of
the EU, our national legislation is continuously harmonized with
European legislation. Thus Bulgaria applies the established European
best practices. The requirements of Council Directive 2009/71/Euratom
establishing a Community framework for the nuclear safety of nuclear
installations and the requirements of Council Directive 2014/87/Euratom
of 8 July 2014 are also implemented.
The NPP is considered safe if its radiation effect in all operating
modes is kept below the normatively defined doses for indoor and
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outdoor exposure of the personnel and the population, and is at a
reasonably achievable low level, and if for all accidents, including those
with very low incidence, the radiation exposure can be limited.
The main objectives of safety management are:
 ensuring nuclear safety;
 effective protection of the personnel, the population and the
environment from the harmful effects of ionizing radiation;
 safe management of fresh and spent fuel;
 safe management of radioactive waste;
 safe decommissioning of nuclear facilities;
 continuous improvement of the safety culture.
Principles of safety management:
 compliance with the requirements of international and national
legislation in the field of the safe use of nuclear energy and
ionizing radiation, and the safe management of radioactive
waste and spent fuel;
 maintaining a high safety culture by everyone, everywhere and
in everything;
 planning, provision, and control of the necessary resources;
 compliance with design limits and operating conditions of the
nuclear facilities;
 applying the concept of DOD protection;
 making all decisions related to safety based on the conservative
approach;
 preventive analysis and risk assessment, taking into account
possible and significant consequences in the implementation of
the activities by applying a cost-benefit analysis to optimize
radiation protection;
 maintenance of continuous emergency preparedness through an
internal emergency plan and organizational structure;
 analysis, assessment and implementation of own experience and
best practices from other NPPs;
 application of the "free-from-fault" principle when reporting
errors that have led to a violation of the safety level;
 strict control and reporting of radioactive materials;
 awareness of the company's personnel about the state and the
measures for continuous improvement of safety;
 continuous monitoring, control, analysis and evaluation of the
implementation of the planned measures, actions and practices
envisaged for safety purposes.
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As a result of the objectives and the applied principles, the
management of the Company maintains and develops systems for
monitoring and assessment of the operational safety of the nuclear
facility.
Safety assessment. The safety assessment is a systematic process
that takes place throughout the whole life cycle of the NPP in order to
determine the fulfillment of all applicable safety requirements in the
project. The assessment is performed during the site selection, design,
construction, commissioning, operation, design and operation changes,
periodic safety review, and during continuation of operation beyond the
initially designed life of the plant.
The assessment is based on the results of the safety analysis and
on additional scientific research, the analysis of the accumulated
experience during operation, as well as on the data for the applied
tested technologies, design solutions, and engineering practices.
The safety assessment determines the possibility of deploying the
NPP on the selected site based on the following criteria:
 the scope of research and studies of processes, phenomena and
factors of natural and technogenic origin is defined;
 the phenomena and characteristics related to the site and the
surrounding area are adequately defined and taken into
account;
 the characteristics of the population in the area and the
capabilities of the emergency plans for the operational life of
the NPP are analyzed;
 the threats associated with the site are identified.
When determining the threats associated with external events, the
effects of the combination of these threats and the hydrological,
hydrogeological and meteorological conditions of the site shall be taken
into account. To ensure an acceptable risk associated with the identified
threats, design measures are foreseen to protect structures, systems and
components, engineering measures for site protection, or administrative
procedures. The assessment shall confirm that all relevant factors have
been taken into account in the analysis of the possible radiological
impact on the population in the area around the NPP in all operational
states and accident conditions.
All safety functions of the NPP are determined and assessed during
safety assessment. These include building structures, systems and
components, engineering and natural barriers, intrinsic safety features,
and human actions necessary to ensure safety. The performance
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assessment of the safety functions encompasses all modes of normal
operation (including start-up and shut-down), the anticipated
operational events, and accident conditions.
To ensure safety and to prevent negative effects on the operation
of the NPP, the basic principles and requirements of the concept of indepth protection or the so called Defence in Depth - INSAG-10 are
observed. The Defence in Depth concept is applied at all stages of the
life cycle of a NPP by providing a series of physical barriers. Depending
on the activities performed, independent levels of protection are
determined. They prevent a single technical, human or organizational
error or fault from leading to significant adverse consequences, and the
combination of such errors or faults has very low probability.
Applying the Defence in Depth concept is the primary tool for:
 providing protection against the impact of ionizing radiation and
mitigating the consequences if preventive measures have not
been successful;
 preventing and mitigating the consequences of accidents and
providing an appropriate combination for an effective
management system and developing a high culture of safety;
 selecting a suitable site and unifying a conservative project with
appropriate engineering solutions that provide diversity, reserve
and safety supplies;
 exhaustive operating procedures and instructions for handling
accidents.
Normally, several sequential physical barriers are established to
contain the radioactive material. For the reactors at “Kozloduy” NPP the
typical barriers for restraining of the products of division are:





the
the
the
the

fuel matrix;
shell of the fuel (heat-emitting) element;
boundary of the reactor coolant circuit;
reactor protective thrust system.

It is required that the system of technical and organizational
measures covers all levels of protection. The measures concerning the
Defence in Depth are usually classified into five levels. The first four
levels are oriented towards protecting barriers and reducing releases.
The last (5th) level refers to emergency measures beyond the limits of
the site for the protection of the population in case of significant
releases.
Level 1: Preventing failures in normal operation.
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The purpose of this level is to prevent deviations from normal
operation and failures of structures, systems and components that are
important to safety. It is necessary that the NPP is conservatively
located, designed, built, maintained, and operated in accordance with
the management system and the proven engineering practice. This
purpose is achieved by:
 selection of appropriate design standards and materials;
 quality control of the manufacturing of components,
construction, and commissioning;
 reducing the risk of internal threats;
 use of processes and procedures for NPP design, component
manufacturing, building the NPP, maintenance, supervision and
testing of structures, systems and components that are critical
to safety;
 the mode of operation and taking into consideration the
operational experience;
 detailed analyses of the operation, the maintenance and the
management system.
Level 2: Control of failures in normal operation and failure
detection.
The purpose of Level 2 is to detect and control deviations from
normal operation in order to prevent the development of expected
operational events into emergency conditions.
The second level of defence requires:
 the project to provide systems and design features that control
and limit the operation of the reactor installation;
 confirmation through safety analyses of the effectiveness of the
systems and features envisaged in the design;
 development of operational procedures for prevention of the
deviations from normal operation and expected operational
events, in order to mitigate their consequences and to bring the
NPP to a safe state.
Level 3: Keeping accidents within the designed limits.
The purpose of the 3rd level of defence is to prevent damage to the
nuclear fuel and the eventual release of radioactive substances off the
site of the NPP, and to bring the reactor plant to a safe state in the event
of development of expected operational events and accident sequences
by using intrinsic safety features, and specifically intended safety
systems and instructions how to react in a case of an accident.
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Level 4: Management of severe situations including prevention
of accident development and mitigation of the consequences of a
severe accident.
The purpose of the 4th level of defence is to control and manage
accidents which have occurred at the previous levels of defence or have
been caused by extreme external events to reach a stable safe state and
to postpone the consequences of severe accidents. The most important
task at this level is to ensure that the radioactive substances are retained
within the hermetic containment construction, thereby reducing
radioactive releases into the environment to a reasonably achievable low
level.
Level 5: Mitigation of the radiological consequences of
significant releases of radioactive material into the external
environment.
The purpose of the 5th level of defence is to reduce the radiological
consequences for the population, caused by radioactive releases as a
result of possible accident conditions. This requires the provision of an
adequately equipped emergency management center, emergency plan,
emergency instructions, and emergency response outside the site of the
NPP.
The implementation of the defense in depth ensures independence
and effectiveness at each level of defense, at any time, so that the loss
or ineffectiveness of a level of defence does not to affect the possibility
of realization of the defence at the other levels.
The measures to prevent adverse events of the first and second
level of defence have priority over the other measures related to safety
because they are very likely to occur throughout the lifetime of the NPP.
The systems and means for preventing failures like nuclear fuel fusion
shall be independent of the systems and devices specifically designed to
perform safety functions in a postulated severe accident to such an
extent that they do not impede the performance of these functions.
Therefore, in order to achieve overall consolidation of the defense
in depth to practicable extent, the independence between all levels of
defense shall be increased, in particular through the use of the principle
of diversity.
Implementation of the defence in depth at “Kozloduy” NPP.
1. Safety analysis shall be carried out using deterministic and
probabilistic methods.
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The level of safety is substantiated by a deterministic safety
analysis. It is based on pre-developed methodologies that include
assumptions in the analysis, the individual implementation steps, and
justified criteria for acceptability of the results.
The deterministic analysis demonstrates the possibility to control
the expected operational events using the control and command
systems, and individual initial events using the automated actions of the
safety systems. The analysis of such events provides a safety margin by
applying a conservative approach.
The deterministic analysis of internal and external events and
threats shall determine the effectiveness of safety functions taking into
account the specific features of the event. The degree of detail of the
analysis shall be consistent with the contribution of the event to the
overall risk of the NPP, with the number of physical barriers it threatens,
as well as with the possibility of the event to cause simultaneous failures
of safety systems.
The probabilistic safety analysis (PSA) is carried out for the
implementation of an integrated approach for safety assessment of the
NPP. It systematically defines all factors that contribute significantly to
the safety and the radiation risk for the population and the environment.
The probabilistic analysis is conducted at the following levels:
 Level 1 - Identification of the initial accident events,
determination of the emergency sequences, and assessment of
the frequency of damage of the nuclear fuel;
 Level 2 - Identification of the possible ways to release
radioactive substances in the environment, and assessment of
the frequency of large radioactive releases;
 Level 3 - Assessment of the risk to human health and other
social risks such as the contamination soil, water and food by
radioactive substances – this is performed by decision of the
Chairman of the Bulgarian Nuclear Regulatory Agency.
The scope of PSA includes:
 the significant sources of radioactivity (nuclear fuel in the
reactor core and in the storage pool) and all operational states
of the energy unit;
 all significant background events, internal hazards (such as
internal fires and floods) and external events and hazards (such
as seismic and extreme climatic conditions), identified based on
appropriate selection criteria;
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 all functional dependencies resulting from spatial distribution
and other possible common causes for failures;
 realistically modeled behavior of the energy unit, taking into
account the actions of the operational staff in accordance with
the operational and emergency instructions, and a reasonable
time for performance of the functions of the systems;
 analysis of human errors, taking into account the factors that
can influence the behavior of staff in all operational states and
emergency conditions;
 analysis of the sensitivity of the results and estimation of the
uncertainties.
PSA has the necessary quality and level of detail to use the
obtained results in support of the deterministic analysis when making
decisions regarding the following:
 demonstration of a balanced project where no baseline event
has a disproportionate impact on the overall risk of the NPP;
 identifying the need for changing the design and operational
practices, and assessing the adequacy of the proposed safety
improvement measures;
 assessment of operating limits and conditions, the emergency
instructions and manuals for managing severe accidents;
 assessment of the significance of operational events;
 development and validation of staff training programs, including
scenarios for training using a full-scale simulator;
 assessment of the maintenance, supervision and testing
programs for the constructions, systems and components with
significant contribution to risk.
The results of the safety analysis carried out are used to support
the process for making integrated decisions about the safety
management of the NPP.
2. Means for achieving operational safety:
 a technological regulation and operating procedures have been
introduced to maintain normal operation of the units of the NPP;
 human factor and professional training of the personnel of the
NPP- the personnel of the NPP annually undergo continuing
(updating) training and exams for enhancing their knowledge in
nuclear, radiation, and technological exploitation;
 maintenance and surveillance - maintenance and repair
schedules are prepared, internal audits and technical
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supervision by the inspectors from the Directorate “Safety and
Quality” are performed on a regular basis.
3. Improvement of safety. It is used for:
 operational experience - internal and external, through the
exchange of data received from other NPPs, members of WANO
(World Nuclear Operators Association), SOER (European
Environment), and WENRA (Association of the Chairmen of
Nuclear Regulators from the EU countries having NPPs, and
Switzerland);
 analysis of the impact of modifications on safety.
4. Keeping the accident under control.
The measures required to keep the accident under control include
the development of specific procedures and staff training. Symptomoriented emergency instructions are implemented for the operations of
the Unit Shield Control Operators and for the Emergency Process Control
and Management.
The following technological software products are being used:
 PAMS (a system for control of critical parameters);
 SPDS (a system for visual indication of safety parameters);
 Smartfuell (a system for control and reporting of the nuclear
material); and
 a system of accelerographs for seismic control of equipment and
constructions which helps the senior operational staff to take
rapid and correct measures to control the processes in the
reactor and to transmit data to the Emergency Response Center
and the BNRA Emergency Center.
The SPDS system for visualizing the parameters which are
important for safety (Figure 3.3) is designed to assist operators in
complex situations in their analysis of the state of the unit, and to
control the effectiveness of their actions related to the recovery of the
safe state of the reactor by means of tabular, graphical and schematic
computer imaging of both the basic technological parameters, and the
calculated thermos-physical parameters (or criteria) that directly
characterize the safety of the reactor.
In order to fulfill its functions, the SPDS system continuously
measures the parameters that are the most important ones for the
safety, and by using calculations extracts information about the Critical
Safety Functions (CSF). This information can be observed at the Unit
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Shield Control, and at the Headquarters of the NPP, at the Emergency
Control Center, and the Emergency Center of the BNRA.

Fig. 3.3. SPDS – a system for visualizing the parameters which are
important for safety.
The PAMS system for control of critical parameters is a control,
measurement and information system that is designed to provide highly
reliable information to the Unit Shield Control operational personnel
during emergencies and post-emergency situations. The information
from PAMS can be viewed at the Unit Shield Control, at the Headquarters
of the NPP, at the Emergency Control Center, and the Emergency Center
of the BNRA.
5. Management of severe accidents.
Since there are many uncertainties about the real course of
development of a major accident, it is appropriate to develop a flexible
approach to aid operational personnel in managing severe accidents,
including providing relevant information to external supervising bodies
on the state of the NPP and the proposed strategies for containment and
for the elimination of the accident, as well as the measures taken and
recommended for the protection of the personnel and the population.
Thus, guidelines for management of severe accidents at “Kozloduy” NPP
have been developed and implemented.
6. Emergency planning and emergency preparedness.
Emergency plans are maintained for all nuclear facilities and
facilities for management of spent fuel (SF) and radioactive waste
(RAW). These are:
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 The National Disaster Protection Plan, Part III - External
Emergency Plan of “Kozloduy” NPP, revised in 2012;
 Emergency Plan of “Kozloduy” NPP, revised in 2013. It includes
the facilities for management of SF on the site (pool for storage
of nuclear cartridges, repository for spent fuel (RSF)), taking
into account and the facilities of the State Enterprise
"Radioactive Waste" located on the site of “Kozloduy” NPP;
 Emergency Plan of the Specialized Unit “Radioactive Waste  Kozloduy”, revised in 2012;
 Internal Emergency Plan of the Decommissioning Unit Kozloduy, revised in 2013;
 Internal Emergency Plan of the Specialized Unit “Radioactive
Waste Management” – Units 3 and 4, revised in 2013.
The last two plans will be valid until the approval of the already
developed Emergency Plan of the Specialized Unit “Decommissioning of
Units 1-4”, revised in 2014.
7. Bulgarian Nuclear Regulatory Agency (BNRA).
In the context of the precise allocation of responsibilities between
“Kozloduy” NPP and the BNRA, the latter participates in the realization
of the defence in depth by establishing the safety objectives and
performing its independent examination and technical assessment of the
safety justification presented by the operating organization.
8. Processes of international independent and authoritative
review.
The International Atomic Energy Agency carries out an independent
and authoritative review, through OSART missions, as provided under the
Nuclear Safety Convention, and cooperates by allowing discussion and
monitoring of the national approaches and practices, thereby providing
means for learning and self-education that is appropriate to the high
level of culture and safety.
In accordance with the requirements of Preparedness and Response
for a Nuclear or Radiological Emergency. General Safety Requirements.
IAEA Safety Standards Series No. GSR Part7, the NPP has developed an
Information System for the Emergency Management Center for
automated obtaining of the necessary information and transmission of
data in on-line regime to the BNRA, MoEW, General Directorate “Fire
Safety and Protection of the Population”, and the National Headquarters
to the Council of Ministers. For this purpose pre-formatted forms of the
above-mentioned technological systems and the following systems for
technological radiation control are used:
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 Automated Information System for External Radiation Control
(Fig. 3.4);
 Automated Information System for Radiation Control of the
Industrial Site (Fig. 3.5);
 Meteorological Monitoring System (Fig. 3.6);
 Monitoring of the environment and the site of “Kozloduy” NPP
(EURDEP, Fig. 3.7).
The systems for technological radiation control are being
controlled by the Dosimetric Control Shields, where the information for:
 the dose power and the concentration of radioactive gases and
aerosols in the non-attended and semi-serviced premises and in
different technological environments; and
 the quantities of gas-aerosol and liquid radioactive releases is
being visualized and archived.
EURDEP is a European platform for the exchange of radical data
that enables the almost real-time availability of data on radiological
monitoring from most European countries. The participation of the EU
member countries is governed by Council Decision 87/600 and by
Recommendation 2000/473/Euratom. The participation of non-EU
countries is voluntary. The countries that sending their national data
have access to the data of all other participating countries. In addition,
there is a gentleman's agreement that participating in EURDEP
automatically means that data transmission will continue during an
emergency but more frequently.
The order of implementation of control activities and the order of
transmission of information are crucial activities. Technological and
radiation monitoring in normal operation and the media strategy in
normal and emergency situations are strictly observed and implemented
in a clearly defined order concerning the application of the activities on
the control, the routes, and the transmission of information.
The communication systems for notification and connections of the
“Kozloduy” NPP Communication Plan include:
 Local Early Warning and Notification System of “Kozloduy” NPP
EAD;
 National Early Warning and Notification System;
 TETRA communication system;
 "Alcatel 4400" digital automated telephone center;
 Satellite telephones.
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Fig. 3.4. Automated Information
System for External Radiation
Control.

Fig. 3.5. Automated Information
System for Radiation Control of
the Industrial Site.

Fig. 3.6. - Meteorological
monitoring system.

Fig. 3.7. EURDEP – Monitoring of
the environment and of the
“Kozloduy” NPP site.

Information policy of “Kozloduy” NPP. The “Kozloduy” NPP ensures
transparency by providing regular and timely information to the public
on the state of the NPP. Messages for each major event and any
mandatory action taken by the NPP are being sent to mass media. The
information is updated also on the website of the NPP.
It can be concluded that the main objectives of the “Kozloduy”
NPP operation with nuclear fuel are:
 Nuclear safety - to protect people, society and the environment
by creating and maintaining effective radiation protection at
the NPP;
 Radiation protection - during normal operation to ensure a
radiation dose below the specified limits and levels included in
the Ordinance on Basic Standards for Radiation Protection of
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2012 for the personnel of the NPP, taking into account the
economic and social factors, and to mitigate the consequences
of radiation dose loading in case of accidents.
 Technical safety:
o to protect the NPP from incidents with a high degree of
technical readiness;
o to ensure that for all incidents, even those with very
low probability of occurrence, the radiological
consequences, if any, would be insignificant;
o to ensure that the probability of serious incidents with
significant radiological consequences is extremely low.
The safety assessment identifies the possible interactions between
the systems of the NPP, between the NPP and other industrial sites off
the site and between the energy units on the same site. The interactions
between systems are taken into account in all operational states and
emergency conditions, including external hazards.
The assessment shall take into account not only the physical
interaction but also the effects of the operation, the maintenance, the
failure or malfunction of a system on the operating conditions of another
system which is important for the safety. The interactions between
systems belonging to different levels of defence in depth shall be
avoided by appropriate design solutions.
3.5. “Kozloduy” NPP emergency plans and procedures for
information sharing
The design of “Kozloduy” NPP and the results of the numerous
design analyses show that the probability of an accident at the NPP that
would lead to the release and ejection into the environment of a
significant amount of radioactive material is very low. Nevertheless,
“Kozloduy” NPP maintains its personnel in a state of constant emergency
preparedness.
The main normative and regulatory requirements for the structure
and the organization of emergency preparedness for a nuclear or
radiation emergency are defined in the Act on the Protection against
Disasters, the Act on the Safe Use of Nuclear Energy, the law on the
Ministry of Interior, and the Regulation on Emergency Planning and
Emergency Preparedness for Nuclear and Radiation Accidents.
According to the Act on the Protection against Disasters, the
Council of Ministers formulates the state policy and adopts the National
Plan and the National Program for Disaster Protection, introduces a
National Early Warning and Notification System of the bodies of the
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executive authorities and the population in case of a disaster,
determines with an ordinance the conditions and the procedure for its
operation and foresees financial funds for protection, including in the
case of a nuclear or radiological emergency.

Fig. 3.8. Impact of radioactive materials on the environment and on
humans.
The general management of the activities for protection of the
population and protection of the environment in the event of a disaster
is carried out by the Council of Ministers.
The requirements for emergency preparedness during the
operation of nuclear facilities are defined in the Act on the Safe Use of
Nuclear Energy. Under this act, persons carrying out nuclear facility
operations are obliged to take measures to prevent failures and
accidents and to limit the consequences thereof.
Emergency plans for all nuclear facilities, spent fuel and
radioactive waste management facilities are maintained in relation with
emergency planning and emergency preparedness. These are:
 National Disaster Protection Plan, Part III - External Emergency
Plan of “Kozloduy” NPP, revised in 2012;
 Emergency plan of “Kozloduy” NPP, revised in 2013. It includes
the facilities for management of spent fuel on the site (pool for
storage of nuclear cartridges, repository for spent fuel), also
taking into account the facilities of the State Enterprise
"Radioactive Waste" (SERW) located on the site of “Kozloduy”
NPP;
 Emergency Plan of the Radioactive Waste Specialized Unit -
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 Kozloduy, revised in 2012;
 Internal Emergency Plan of the Decommissioning Unit Kozloduy, revised in 2013;
 Internal Emergency Plan of the Specialized Unit “Radioactive
Waste Management” – Units 3 and 4, revised in 2013.
The last two plans will be in force until the approval of the already
developed Emergency Plan of the Specialized Unit “Decommissioning
units 1-4”, revised in 2014.
The Emergency Plan of Kozloduy Specialized Unit “Radioactive
Waste” is related to that of “Kozloduy” NPP. In case of an operational
event, the general officer on duty of the “Kozloduy” NPP Units 5 and 6
is notified, and he performs the assessment of the emergency situation
based on the received data, and if the criteria are reached, the
emergency plan of “Kozloduy” NPP is being activated. Both plans were
checked during the exercises.
The emergency planning measures are established with the
emergency plans as follows:
 for protection of the population (external emergency plan),
which regulates the emergency planning zones and defines the
actions of the competent authorities for protection of the
population, the property and the environment in the event of
an accident;
 for protection of the nuclear facility (internal emergency plan),
which determines the actions of the licensee to limit the
accident and eliminate its consequences in accordance with the
external emergency plan.
In the event of an accident, the licensee is has to:
 immediately inform the population and the mayors of the
municipalities in the emergency planning area, as well as other
competent authorities;
 take action to limit and eliminate the consequences of the
accident;
 control and regulate the exposure to radiation of the persons
involved in the limiting and liquidating of the accident;
 ensure continuous monitoring of the release of radioactive
substances into the environment.
The “Kozloduy” NPP has developed an internal and external
emergency plan that defines the organization of the emergency response
which includes:
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 the criteria for determining the emergency situation in
“Kozloduy” NPP;
 organization for activation of the emergency structures of
“Kozloduy” NPP;
 conducting emergency protective measures for the personnel,
the population and the environment in the emergency planning
zones;
 interaction with the bodies of the executive authorities for
effective and timely reaction, warning and notification by giving
instructions.
The “Kozloduy” NPP external emergency plan shall be put into
operation when a general failure is declared and by order of the Prime
Minister of the Republic of Bulgaria. External emergency plans are being
developed at national, regional and municipal level to protect the
population against a nuclear or radiological emergency based on:
 an analysis of all possible accidents, including cross-border
transfer and the radiological consequences thereof;
 an analysis of the population size and characteristics in the
emergency planning areas;
 all possible accident development scenarios according to the
internal emergency plans.
The emergency plan of “Kozloduy” NPP has been developed in
accordance with the international requirements and the national
legislation in the field of nuclear energy. Its scope includes nuclear
facilities and installations of risk category I (Units 5 and 6) and category
II (under water repository for spent nuclear fuel (WRSF) and dry storage
repository for spent nuclear fuel (DRSF)) according to the "Emergency
Planning and Emergency Preparedness Regulation for nuclear and
radiation accidents”. This Regulation determines:
 the terms and procedures for the developing emergency plans;
the persons who implement the emergency plans, and their
duties; the actions and the measures to limit (localize) and
eliminate the consequences of a nuclear or radiological
emergency; ways of informing the population; the order for
maintaining and checking the emergency preparedness;
 risk categories of the sites, facilities and activities, as well as
accident classes. For this purpose, the recommendations of the
IAEA GS-R-2 "Preparation and Responding to a Nuclear or
Radiological Emergency Situation” are followed;
 the levels of intervention, such as values of the forecasted dose
and the dose that can be prevented for a certain time, the
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power of the dose and the specific activity which trigger the
application of protective measures.
In order to ensure timely and adequate response in the event of an
accident, in accordance with the risk category and the class of the
accident, zones for emergency planning are defined for “Kozloduy” NPP
(Figure 3.9):
 zone for emergency planning at the site (zone 1) covering the
territory of the nuclear facility;
 zone for preventive protection measures, with a radius of 2 km
and a center between the ventilation tubes of Units 5 and 6
(Zone 2);
 zone of immediate protection measures, with a conditional
radius of 30 km around “Kozloduy” NPP (zone 3);
 zone for long-term protection measures - no external border is
defined.
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Fig. 3.9. Zones for emergency planning.
Depending on the emergency situation, various emergency
measures are implemented in the zones for emergency planning for the
protection of personnel and of the population.
If necessary, the emergency measures for the implementation of
protective measures in severe emergency situations are planned with the
possibility of extending the zone for emergency protection measures in
certain sectors as part of the zone for long-term protection measures.
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Implementation of the Internal Emergency Plan. In case of an
emergency situation in the “Kozloduy” NPP, the chief officer on duty,
based on the occurred initial events according to the "Criteria for
Determining the Emergency Situations", implements the internal
emergency plan following the approved scheme (Figure 3.1) and informs
the Minister of Interior through the General Directorate “Fire Safety and
Protection of the Population”, part of the Ministry of Interior, the BNRA
Chairman, and the executive authorities dealing with the emergency
situation.
The chief officer on duty at the NPP is responsible for the
notification of the people on duty according to the emergency plan, the
personnel, and the population in the zones for emergency planning and
initial notification, and for informing of the bodies of executive
authorities, the parts of the Uniform Rescue System related to this
emergency until a Management Group is formed, and the Leader of the
Emergency Task Force takes over the management from the chief officer
on duty.
Announcement on a national level. The operational officer on duty
at the National Operative Center of the General Directorate “Fire Safety
and Protection of the Population”, which is a part of the Ministry of
Interior, makes an announcement at national level through the National
Early Warning and Notification System for the bodies of the executive
authorities and the parts of the Uniform Rescue System of the National
Headquarters for implementation of the National Disaster Protection
Plan, for expert groups and operational officers on duty, as well as other
officials designated for action in case of an emergency in “Kozloduy”
NPP.
The operational officer on duty at the National Operative Center
notifies the officers on duty at the Regional Headquarters in Vratsa,
Montana, Pleven and Vidin using a Technical Communication Set and by
telephone, and they inform the officers on duty at the Municipal
Headquarters. For greater security, duplication of the notifications is
ensured.
The operational officers on duty at the Operative Center (OC) of
the Regional Directorate “Fire Safety and Protection of the Population”
in Vratsa, Montana, Pleven and Vidin, through the National Early Warning
and Notification System, inform the District Headquarters for the
implementation of the District Disaster Protection Plans, the structures
of the executive authorities, and the Uniform Rescue System designated
to act in an emergency at “Kozloduy” NPP, as well as the mayors of
settlements falling within the Emergency Response Zone (zone of
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emergency protection measures). In less than 1 hour an “initial message”
must be sent by fax and e-mail to: the BNRA, the Ministry of Economy,
Energy and Tourism, General Directorate “Fire Safety and Protection of
the Population”, and municipalities Kozloduy, Mizia, Vratsa and Montana
(Table 3.1).
Table 3.1. Initial report for accident at “Kozloduy” NPP.
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Notification of workers and employees of “Kozloduy” NPP. The
activation of the Emergency Plan at “Kozloduy” NPP starts an emergency
organization, based on preliminary organized and continuously
maintained by emergency duty of specialists of the NPP, which ensures
the unimpeded formation of the emergency structures.
The local alert and notification system (LANS, Fig. 3.10) broadcasts
information messages for the personnel of the NPP depending on the
class of the emergency situation with guidelines for the implementation
of protection measures.

Fig. 3.10. Local alert and notification system – deployment.
The chief officer on duty at the NPP announces the emergency
team of the NPP, the operational officers of the Anti-radiation shields NPP, Fire Safety and Protection of the Population - NPP, Automotive
Transport - NPP, Medical services - NPP, the municipalities of Kozloduy
and Mizia, until the Managing Group and the Head of the Emergency
Works take over the management from the chief officer on duty (fig.
3.11).
The Emergency Response Team, with a workplace at the Accident
Management Center (AMC), consists of:
 management group, including leading specialists with
managerial functions. The management group conducts the
overall management and coordination of emergency and rescue
operations in the Zone for Preventive Response Measures;
 group for analyses and forecasts, including specialists from all
areas of nuclear engineering in the NPP;
- 126 -

 specialists in radiation control, technical and information
support of the accident management center;
 operational staff.

Fig. 3.11. Notification of the on site personnel and of emergency
personnel.

Fig. 3.12. Accident management center.
The Accident Management Center (AMC, Figure 3.12) is built on the
site of the NPP and is equipped with means for technological, radiation
and meteorological monitoring, software and technical means for
assessment, prognosis and visualization of the situation. The Accident
Management Center uses radiation control data is received from:
 The automated information system for external radiation
control (Fig. 3.13);
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 The automated information system for radiation control of the
industrial site;
 The meteorological monitoring system;
 Monitoring of the environment and the site of “Kozloduy” NPP
by a mobile laboratory for field measurements (Fig. 3.15).
The automated information system for external radiation control
includes:
 10 stations for measurement of the magnitude of the equivalent
dose of the gamma radiation and the iodine 131 concentration
at ground level;
 an automated information system for radiation control at the
industrial site, providing information about the background
gamma level in 21 points of the site of “Kozloduy” NPP;
 an automated information system for radiation control in 13
settlements;
 a system for meteorological monitoring that provides
meteorological information for the area of “Kozloduy” NPP.

Fig. 3.13. Automated Information System for External Radiation
Control.
Specialists from the group “Radiation Control” predict the
radiation consequences and prepare proposals for protective measures
for the personnel and the population (Fig. 3.14).
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The mobile laboratories (Fig. 3.15) are specially equipped for field
measurements and express analyses in normal operation and during an
emergency:
 the system consists of a gamma-spectrometer with a LaBr
detector, other detectors, programmable sampling devices for
aerosols (137 Cs, 134 Cs), 131 I and rainwater;
 the whole system is controlled by computer;
 there is data transmission via GPRS radio channel to the
Emergency Management Center.

Fig. 3.14 Radiation monitoring of the environment in the Zone for
Emergency Response Measures

Fig. 3.15. Mobile laboratory for field measurements
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Notification of the population in case of an accident at the NPP
(Figure 3.16). The notification of the public and the mass media during
the activation of the Emergency Plan of “Kozloduy” NPP is based on two
basic principles:
 provision of timely and accurate information in the event of an
accident at “Kozloduy” NPP, as well as provision of forecasts for
its development to the general public through the mass media
and the website of the NPP;
 ensuring transparency of the actions and the protective
measures taken at “Kozloduy” NPP.

Fig. 3.16. Notification of the population in case of an accident at the
NPP.
When an accident occurs, the chief officer on duty at the NPP
performs a procedure for notification of the public in the zone of
emergency protective measures through siren and notification systems.
The broadcasted message for informing the population contains the
following text:
(Siren sound) WARNING! WARNING! WARNING!
GENERAL EMERGENCY
RADIOACTIVE POLLUTION!

IN

“KOZLODUY”

NPP!

DANGER

OF

GENERAL EMERGENCY
RADIOACTIVE POLLUTION!

IN

“KOZLODUY”

NPP!

DANGER

OF

GENERAL EMERGENCY
RADIOACTIVE POLLUTION!

IN

“KOZLODUY”

NPP!

DANGER

OF
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We recommend the population to hide in rooms with tightly closing
doors and windows!
Expect further instructions!
The message is repeated three times.
Figure 3.17 presents a scheme for notification of the population in
the zone for emergency protection measures.

Fig. 3.17. Notification of the population in the zone for emergency
protection measures.
where UECN – Unified Electronic Communications Network of the State
Administration; TETRA – Digital radio network; CDO – Chief officer on
duty at “Kozloduy” NPP; wireless – Wireless communication; – Acoustic
siren from the National Early Warning and Notification System and from
the Local Notification System of Kozloduy NPP; ACN – Alternative
control node; RCN – Regional control node; RCC - Regional Control
Center; LCP – Local control panel; LNS - Local notification system.
The zone for (immediate) emergency protection measures (ZEPM)
is divided into two sub-zones - settlements up to 12 km away from the
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“Kozloduy” NPP and settlements in the zone from 12 to 30 km from
“Kozloduy” NPP. Throughout the whole ZEPM, the notification of the
population is duplicated by the officers on duty at the Municipal
Headquarters in Montana and Vratsa, by the staff on duty at the
Municipal Headquarters or through other technical means such as: local
radio systems, mobile sirens, and other means of information.
The Information Center of “Kozloduy” NPP is formed in parallel
with the formation of the emergency response bodies and operates in
cooperation with the national and regional information structures.
After they are prepared, the notification messages are agreed with
the Chief of the Emergency Works, and are submitted to an Interorganizational Information Group at the National Headquarters (NH) for
coordination and dissemination in the national media.
BNR, BNT and BTA disseminate the official information that is
necessary for the protection of the population without delay, without
changing the content, and the meaning. Messages are also broadcast in
English to notify foreigners in the country.
In addition, the information messages are published on the website
of “Kozloduy” NPP.
For additional informing of the population during rescue,
emergency and recovery operations, the local radio equipment, the
available radio networks, mobile sirens and other means of information
are used.
The Emergency Management Center is responsible for the
management of the accident until the Emergency has been canceled
according to the Emergency Plan for the site of “Kozloduy” NPP.
The emergency manager announces the end of the emergency
situation with the message:
WARNING! WARNING! WARNING!
END OF THE EMERGENCY SITUATION!
END OF THE EMERGENCY SITUATION!
END OF THE EMERGENCY SITUATION!
In the event of an emergency situation in sites of risk categories I
and II, and in the case of cross-border transfer, the Prime Minister orders
to start the implementation of the External Emergency Plan at national
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level, and establishes National Headquarters for Coordination and
Control.
In the event of an emergency situation in sites of risk categories
III, IV and V, the Director of the General Directorate “Fire Safety and
Protection of the Population” of the Ministry of Interior implements
Standard Operational Procedures, regulated by the National Plan for
Disaster Protection and accordingly stops their implementation.

Fig. 3.18. Emergency notification scheme at “Cerna voda” NPP,
Romania.
It should be noted that when the accident did not occur at
“Kozloduy” NPP (Fig. 3.18), the officer on duty at the National Operative
Center of General Directorate “Fire Safety and Protection of the
Population” receives an emergency signal from the officer on duty at the
operative center of the Regional Directorate “Fire Safety and Protection
of the Population”, from the Unified European emergency number 112,
from the BNRA, the International Atomic Energy Agency or the EU
Monitoring and Information Center.
3.6. Plans and procedures for raising awareness of the benefits
of the operation of “Kozloduy” NPP
Basically, the communication strategy paints the big picture that
directs the business how to increase sales, how to develop and grow,
how to keep up with trends, and how to be “oneself”. This is the
framework in which business moves toward potential clients – it speaks
their language, it is where they are, and educates them to make
informed choices.
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Building a communication strategy is part of the marketing of each
company. We cannot miss the elements related to the market conditions
- main competitors, market influence, and barriers to be overcome to
achieve the objectives. The main part of the communication strategy is
the communication, i.e. how to process information about the business
so that it becomes comprehensible for the customers, how to inform and
persuade them, and how to win their trust.
Communication is any form of message used by the company to
achieve awareness and conviction, or to remind consumers about its
products by creating a company image, disseminating ideas, carrying out
public activities or influencing society.
Each marketing communication has a communication plan that is
one of its key elements. The functions of communication are:
 to create an image of prestige, low prices, or innovation of the
company;
 to generate knowledge;
 to maintain the popularity of the company;
 to inform consumers;
 activities aimed at influencing an audience in order to create a
positive image for the company.
Provision of information from “Kozloduy” NPP to the public.
The main principles of “Kozloduy” NPP are:
 to provide complete and up-to-date information to the general
public about the status and activities of the NPP;
 openness and transparency in providing information to the
public and stakeholders in line with the management policy of
the NPP.
“Kozloduy” NPP has a functioning Information Center which is
authorized to provide information to the public. The Information Center
is one of the first ones established in a manufacturing plant in Bulgaria.
It provides timely and up-to-date information about the activities in the
NPP and promotes nuclear energy as a secure, safe and environmentally
friendly source of electricity.
The information provided covers the following:
 news in the field of management and the social policy of
“Kozloduy” NPP;
 planned shutdown and start-up of a power unit (PU), including
planned yearly repairs and other planned repairs;
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 reduction of the power of the PU by 25% or more of the nominal,
and the reasons for doing this;
 deviations from the normal operation of the PU, of the facilities
and equipment therein, that are reported to the BNRA when
they are of public interest;
 deviations, incidents and accidents as outlined in the Safe Use
of Nuclear Energy Act, classified by INES scale;
 natural and other disasters where injuries and serious damage
to property are caused, or life and human health are
endangered;
 inquiries from media representatives or citizens in connection
to a specific occasion;
 Environmental Impact Assessment (EIA) procedures - Full
Environmental Impact Assessment Report (EIAR), Non-Technical
Summary, Compatibility Assessment Report for the Investment
Proposal, Stakeholder Engagement Plan concerning EIA,
complaint forms, EIA opinions;
 Environmental Assessment Procedures;
 social and other events.
Procedure for providing information to interested parties.
Depending on the nature of the information message, it must be agreed
with “Kozloduy” NPP, the Ministry of Energy (ME), the Bulgarian Energy
Holding, and the BNRA.
All information messages, except those prepared as an answer to a
specific inquiry, are published on the website of “Kozloduy” NPP.
The Information Center publishes “The First Atomic” magazine and
the newsletter “NPP news”, and organizes visits of Bulgarian and foreign
citizens and journalists. There is also an opportunity for direct
acquaintance with the facilities of the NPP, including the control and
machinery halls of Units 5 and 6.
For the sake of openness and transparency, the annual and
financial reports of the company are published on the website of
“Kozloduy” NPP.
Enhanced communication and proactive stakeholder engagement
approach are of great importance for “Kozloduy” NPP which is
responsible for the ecologic activities, and health and safety issues.
Therefore, in order to provide public support for each investment
proposal, it is considered necessary to prepare a number of activities
specifically targeted at each key stakeholder.
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Particular attention is devoted to stakeholders who will be
consulted or will be given information about the process of approval of
the EIA. For example, these are (but are not limited to):
1. Organizations:
 The European Bank for Reconstruction and Development;
 The BNRA.
2. Ministries and their subordinate departments:






Ministry of Economy and Energy (MEE);
Ministry of Ecology and Waters (MoEW);
Executive Agency “Environment”;
Regional Inspectorate of Environment and Waters - Vratsa;
Basin Directorate for Water Management in the Danube Region
- Pleven;
 Ministry of Health (MH);
 National Center for Radiobiology and Radiation Protection.
3. Non-governmental organizations and companies:






Bulgarian Atomic Forum (BULATOM);
Bulgarian Nuclear Society;
Association “Women in the Nuclear Industry – Bulgaria” (WIN);
State Enterprise “Radioactive Waste”;
Non-governmental organizations.

4. Academic and scientific organizations:
 Bulgarian Academy of Sciences;
 Technical University of Sofia.
5. Local administration:






The
The
The
The
The

Mayor of Municipality Kozloduy;
Municipal Council of Kozloduy;
Mayors of the villages of Harlets, Glozhene, Butan;
Mayor of Mizia;
Municipal Council of Mizia.

6. The local population, consisting of different age groups.
The scope of the target stakeholders is continuously updated in the
process of communication with the public concerning the Environmental
Impact Assessment. The stakeholders are invited to take part in the
process of discussion of all issues raised during the progress of the
Investment Proposal (IP).
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Public discussions are organized with the Romanian population
which lives near the border, with Romanian state institutions, and NGOs
if Romania declares such a desire.
“Kozloduy” NPP continues the tradition of continuous
communication with national and global media. Dialogue, transparency
and timely provision of information guarantee greater public confidence
in the operation of the Bulgarian NPP.
Benefits from the operation of “Kozloduy” NPP.
After all, what is the benefit from NPPs?
The benefits, above all, are economic, social and environmental.
These are, in fact, the three prerequisites for sustainable development
of any organization and is becoming the leading ecological and political
concept of the EU.
Sustainable development came into being as a concept after the
United Nations Conference on Environment and Development in Rio de
Janeiro in 1992. It served as the basis for developing the modern ideology
of the global community, and creating the tools for a new environmental
policy which is inseparable from the economic and social development.
Sustainable development is a process that engages virtually all areas of
human activity through the prism of ecological values. Economic
restructuring, enterprise closures due to environmental considerations,
citizen responsibility, and product liability are clear illustrations of the
intersections between the economy and the environment, and the
realization of their interaction for sustainable development.
Economic. The low price of the electricity from the NPP and the
high level of safety are pointed out as arguments for the economic
benefits. Eurostat data demonstrate that the price of electricity in
Bulgaria is two times cheaper than the average in the EU. “Kozloduy”
NPP contributes the most because the price of electricity from the NPP
for the regulated market is 0,03 BGN/kWh, which is less than its cost.
“Kozloduy” NPP is the largest producer of electricity in Bulgaria. In 2014,
with two 1000 MW nuclear power units in operation, it has produced
15,867 GWh of electrical power. In recent years, according to the data
of the Electricity System Operator, the share of nuclear energy from the
total electricity production in Bulgaria is 33-34% - an indicator which is
absolutely comparable to the trend in the EU, where the share of NPP
production is 32%. “Kozloduy” NPP units work as base capacities with its
2000 MW. They are called base capacities, because all year round they
can take from 30 to 60 % or more of the energy consumption throughout
the country depending on the season. In the NPP, the high reliability and
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stability of the system are ensured on the basis of the constantly high
utilization rate of these installed capacities - about 91% load on annual
basis. NPPs are the most stable producer of electricity because their
operation does not depend, for example, on the presence of winds and
sunshine. One must also take into account the fact that a NPP is operated
for 60 years, which makes it possible to repay the loans taken for its
construction.
The existence of such a large-scale project implies the
development of infrastructure in the area, good healthcare, opening of
kindergartens, schools, development of trade, tourism, improving the
purchasing power of the population.
Social. The image of any organization depends to a large extent on
the way it is managed. The assets of organizations that will build their
image are not only the success of business, but also ethics and social
responsibility, along with sustainable development. A good manager can
motivate employees in a way that not only changes the climate in the
company, but also improves performance. All resources, especially
human resources, should be used in a better way. This is why the
“Kozloduy” NPP is particularly concerned with environmental and social
policy. The motivation of staff in NPPs is an integral part of the
production process. Among the main principles of human resource
management is the establishment of an effective communication and the
use of effective incentives for motivation. Much attention is paid to the
social aspect of the issue to motivate staff.
The priority objectives of the corporate social responsibility policy
of the NPP are contained in the long-term intentions stated by the top
management, in the company's Business Plan, in the Collective Labor
Agreement, and in other internal documents. The subject of the social
policy of top management covers the social needs that are important to
the personnel – work which corresponds to the workers’ and employees'
qualification, relevant labor income, safe working conditions, social
security for temporary loss of working capability, health care and
medical care, housing conditions, leisure and cultural development
possibility during free time.
“Kozloduy” NPP is the largest enterprise in North-Western Bulgaria
as a whole, and is the largest infrastructure facility in the Bulgarian
energy sector which provides the livelihood of thousands of families in
the poorest region of Europe - North-Western Bulgaria.
“Kozloduy” NPP employs 3700 people - these are highly qualified
specialists who, with their professionalism and motivation, guarantee its
safe operation.
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3700 people means employment, secure income, high standard of
living, social benefits for all employees, but not only this. If the number
of employees is multiplied by their families, it can be seen that nuclear
energy directly gives livelihood to 9,000-10,000 people. On the other
hand, if we look at the companies which cooperate with “Kozloduy” NPP
(more than 200 suppliers of goods and services), it can be concluded
that: “Kozloduy” NPP contributes for the employment of another 9 00010 000 people in Bulgaria.
The current regulated price of the electricity form the NPP is less
than 0,03 BGN (1.5 cents) / kWh, well below its cost. But if we actually
see the final consumer price, it averages around 0,18 BGN (9 cents)/kWh,
i.e. 6 times higher. This is where we have to have a clear picture of what
the cost of energy would be if “Kozloduy” NPP did not exist. This is the
key and social role of “Kozloduy” NPP. The low cost of nuclear energy
ensures more affordable prices for households, significantly
compensating for the more expensive producers involved in the energy
mix. The price of electricity for households in Bulgaria is the lowest one
in the European Union. Eurostat data prove this. Without atomic energy,
this would not be possible.
“Kozloduy” NPP is
rights to its employees
clean power generation,
the society and for the
customers and partners.

a socially responsible company, giving equal
for development, providing environmentally
caring for the region in which it operates, for
needy, treating with ethics and openness its

The company invests in many additional benefits for employees
which are not included in the payroll and increases the real income of
the personnel: additional voluntary health insurance, supplementary
pension insurance, medical services, medicines and aids, mandatory
prophylactic examinations, free food provision, prophylaxis, providing
conditions for sports and recreation, additional funds for summer
holidays, etc.
Staff training - the main goals of the company's management are
related to maintaining and developing a modern system of professional
selection, providing conditions for professional development, systematic
training, qualification enhancement, and knowledge management. All
this is justified by the defining role of the personnel as a key factor for
the safe operation of the nuclear facilities and for achieving the goals of
the Company.
Internship programs - among the values shared by “Kozloduy” NPP
are caring for young people and supporting their development. As an
expression of social commitment, in cooperation with a number of higher
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education institutions, the NPP provides opportunities for students from
all over the country to participate annually in paid and unpaid
internships.
Joint programs with the Employment Agency and the Labor Bureau
- in 2013, for a period of six months, young people under the age of 29
are hired and trained in various structural units of the Company under
the supervision of experienced specialists. After the end of the
internship program, at the initiative of their direct managers are
concluded indefinite-term labor contracts, and these people are now
part of the team of the NPP.
Last but not least, social initiatives have to be noted, as (Fig. 3.19):
 participation in “The Bulgarian Christmas”;
 charity initiatives - a children's home in Borovan and an adult
home in Bardarski Geran;
 children's theater and adults’ theater;
 piano, painting, chess, vocal groups, dance compositions, disco
ballet schools;
 visiting theaters, concerts of famous artists, cinema (films),
exhibitions;
 8th March concert;
 supporting the reconditioning of the “Radetzky” steamboat;
 Grandmother’s day;
 the NPP and nature through the children's eyes;
 national seminars;
 a collective labor agreement;
 Assembly of Proxies;
 participation in conferences of the Bulgarian Nuclear Society,
WIN, Bulatom, and others.
 seminars on: culture of safety, security, radio ecological
monitoring, quality;
 an award for an internal organizational communication
campaign - Intranet;
 conference on socio-economic changes, socio-economic
consequences of the decommissioning of Units 1-4, social
protection of fired employees, alternative employment;
 Day of Energetics;
 Open doors’ day;
 Social Responsibility Prize.
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Fig. 3.19. Social Initiatives of Kozloduy NPP
Ecological. It can be said that true ecologists should be pro nuclear
because there is no other industry in the world which manages in such a
strict and highly responsive way all the generated waste - conventional
and radioactive. This activity is subject to independent state supervision
by the BNRA, by the National Center for Radiobiology and Radiation
Protection, by the Ministry of Environment and Waters, by the Executive
Environmental Agency, the Basin Directorate for Water Management in
the Danube Region and RIEW - Vratsa. All processes are regulated by
permits from the respective controlling authority. The NPP is included in
the national monitoring network, reports online on many issues relevant
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to the environment. The aim is to control small volumes of waste, so
they are minimized in advance, and to exercise continuous control of the
releases into the atmosphere and in the Danube.

Fig. 3.20. Savings of greenhouse and gaseous emissions from the NPP.
“Kozloduy” NPP practically has zero carbon footprint on the
environment and saves 15 000 tons of harmful emissions per year (Fig.
3.20). This is precisely why nuclear energy is considered green because
currently there is no other technology that produces a large amount of
energy at practically zero emissions.
Carrying out “information campaigns” among the population
improves awareness and knowledge of the nuclear energy and especially
of the NPP. The wider the circle of reached population and stakeholders,
the greater the benefit, because people are taught to fear anything that
is unknown. The unknown scares.
Finally, if we briefly answer the question: “Is the nuclear power
plant necessary for Bulgaria?”
We must firmly answer: “Yes, it is necessary!” Because:






guarantees cheaper electricity;
ensures the most stable generation of electricity;
guarantees CO2-free electricity production;
provides a huge number of jobs for highly qualified employees;
maintains and develops one of the highest intellectual
industries;
 secures the country's energy independence;
 Bulgaria becomes a reliable exporter of electricity.
The NPP is recognized at an international level for the quality of
the personnel and this is one of its greatest achievements. One of the
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most important issues to be solved by a country which produces nuclear
energy is to prepare the personnel and the engineering companies that
will support this NPP. All of this exists in Bulgaria.
“Kozloduy” NPP provides very strong arguments for the
development of nuclear power because it has 40 years of safe operation,
the lowest cost of energy, it is very safe, there are environmental
benefits, and if we consider that Bulgaria lacks energy resources, then
the conclusion is clear.
Questions for self-preparation:
1. What is the purpose of the communication between mass media,
the owners of large-scale infrastructure objects, and the state
when managing risk in times of crisis?
2. How does the crisis affect society and is it necessary to inform the
population about the risk or the crisis? What are the main
objectives for comminicating risk?
3. Is it necessary for infrastructure objects to co-operate with the
mass media in times of crisis? What is the point of view of the
media and what information could they ask for in crisis situations?
4. How can the contact between the organization and the media be
facilitated? Describe how and who does the preparation for
interviews with the media in crisis situations?
5. When and what caused the severe accident at the Japanese
Fukushima Daiichi NPP? What are the lessons learned from the
Fukushima Daiichi NPP accident analysis?
6. What is the crisis communication strategy of “Kozloduy” NPP? What
are the obligations of the licensees to the public under the Safe
Use of Nuclear Energy Act?
7. What are the results from the risk assessment (“stress tests”) done
in 2011 at “Kozloduy” NPP? What programs of measures are
contained the 2012 National Action Plan of the Republic of Bulgaria
regarding the safety of “Kozloduy” NPP?
8. What does the “Kozloduy” NPP Emergency Readiness System
include? Who performs and what is the procedure for notification
of the employees of the NPP and the population in case of an
emergency at “Kozloduy” NPP?
9. What is the purpose of media coverage of crises? Formulate the
terms “communication” and “crisis management”. What are the
principles of crisis communications?
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10. Make conclusions about the Bulgarian practice in reporting crisis
situations. What is typical for reporting emergencies and
accidents?
11. What is the role of social networks and the so-called “New Media”
in crisis communications? What are the tasks of PR experts in crisis
management?
12. Which normative documents regulate the activity and safety of
the NPP? Who does surveillance of the operational safety of
“Kozloduy” NPP?
13. What are the priorities for the use of nuclear energy? What
regulates the Safe Use of Nuclear Energy Act?
14. Perform a safety analysis of “Kozloduy” NPP. When can a nuclear
plant be considered safe? What do you know about the concept of
defense in depth? In how many levels are the measures relating to
defense in depth classified?
15. Which normative documents are included in the emergency
planning and emergency preparedness of “Kozloduy” NPP? What
does the Communication Plan of “Kozloduy” NPP include?
16. What is the information policy of “Kozloduy” NPP and what are
the main objectives of the nuclear fuel operation in the plant?
17. What are the emergency planning measures? When and who
implements the “Kozloduy” NPP External and Internal Emergency
Plans?
18. What measures for the protection of personnel and the population
are carried out in the zones for emergency planning? What does
the initial accident message for an accident at “Kozloduy” NPP
include?
19. What information does the “Kozloduy” NPP provide to the public
and what are the functions of the Information Center at the NPP?
20. What are the benefits of the operation of “Kozloduy” NPP?
References
1. Алексиева
В,
„Информираност
относно
ползите
от
експлоатацията
на
АЕЦ
„Козлодуй”.
Информационна
конференция по Енергийни инфраструктури. Русе. 1718.08.2017.
2. Ангелов В., Т. Хаджиева, Г. Василев. Защита при ядрен и
радиационен тероризъм. 2007.

- 144 -

3. Бачева И., Кризисни ситуации и ролята на социалните медии.
4. Бачева И., Ролята на медиите при репутационни кризи. Модел
на медийно влияние върху институционални кризи в доверието
(изследване на случаи в периода 2010-2013 г.). Автореферат на
дисертационен труд. София. 2015.
5. БДС EN 31010:2010 Управление на риска. Методи за оценяване
на риска (IEC/ISO 31010:2009).
6. Бонов Н, „Комуникационен план 1: Комуникация при нормална
експлоатация на АЕЦ – Козлодуй”. Информационна
конференция по Енергийни инфраструктури. Русе. 1718.08.2017.
7. Външен авариен план на АЕЦ „Козлодуй“. Национален план за
защита при бедствия - част 3. 2012.
8. Годишен отчет на „АЕЦ Козлодуй” ЕАД за 2013.
9. Годишен отчет на „АЕЦ Козлодуй” ЕАД за 2016.
10. Горанов Г, „Комуникация с обществото при кризисни ситуации:
основни правила“. Обучение по комуникационни умения. Русе.
12-13.01.2017. ISBN: 978-619-207-097-7.
11. Декларация на European Nuclear Safety Regulatory Group
(ENSREG) от 13.05.2011.
12. Диманова, Д. Защита при бедствия, аварии и катастрофи. УИ
„Епископ Константин Преславски”. Шумен. 2016.
13. Караабова И, „Активиране на Аварийния план на АЕЦ
„Козлодуй”. Уведомяване и информиране на персонала и
населението“. Информационна конференция по Енергийни
инфраструктури. Русе. 17-18.08.2017.
14. Маринов Р., Кризисен
университет. София. 1999.

мениджмънт.

Нов

български

15. Маринова Б, „Относно плановете за комуникация с
обществеността в случай на кризисни ситуации“. Обучение по
комуникационни умения. Русе. 12-13.01.2017. ISBN: 978-619207-097-7.
16. Наредба за аварийно планиране и аварийна готовност при
ядрена и радиационна авария. Приета с ПМС № 313 от
22.11.2011 г. обн. ДВ бр. 94 от 29.11.2011 г.
17. Превантивни мерки във връзка с ядрената авария в АЕЦ
„Фукушима“. Писмо № 47-00-77 от 31.05.2011 на АЯР.

- 145 -

18. Списание „Първа атомна”, 2002, 2003, 2013, 2016, 2017.
19. Стойчев К, Пъневски В, Димитров Д, „Ефективни комуникации
на ръководствата на големи инфраструктурни обекти в
условията на криза: принципни решения“. Обучение по
комуникационни умения. Русе. 12-13.01.2017. ISBN: 978-619207-097-7.
20. Стойчев К., Сигурност и защита на обекти от критичната
инфраструктура
(Планиране
на
непрекъснатостта
на
дейността). НВУ „Васил Левски“. 2013. ISBN 978-954-753-175-8.
21. Стойчев К., Система за ефективно управление на
непрекъснатостта на бизнеса. УНСС. 2013. ISBN 978-954-644-4707.
22. Христов Ч., Как да победим кризата. „Сиела”. София. 2002.
23. Being
„Post-Fukushima“:
Divergent
Understandings
of
Sociotechnical Risk. William J. Kinsella (North Carolina State
University).
24. Beyond Paternalism and Strategy: Understanding Radiological
Risks as a Mutual Learning Experience. Gaston Meskens (Belgian
Nuclear Research Center/University of Ghent).
25. BS OHSAS 18001:2007 Occupational
management systems – Requirements.

health

and

safety

26. ECP – 601: Effective Business Continuity Management, Institute for
Business Continuity Training. US.
27. Fearn-Banks, K. Crisis Communications: A casebook approach.
Handbook of Public relations. London: Lawrence Erlbaum. 1996.
28. From „Risk Communication“ to Participatory Radiation Risk
Assessment. Masashi Shirabe (Tokyo Institute of Technology).
Christine Fassert (Institut de radioprotection et de sûreté
nucléaire) & Reiko Hasegawa (Sciences Po Paris).
29. Gender Difference in Risk Perception following the Fukushima
Nuclear Plant Disaster. Rika Morioka (Myanmar Partners in Policy
and Research).
30. How to Communicate about Radiological Risks? A European
Perspective.
Tanja
Perko
(Belgian
Nuclear
Research
Centre/University of Antwerp).
31. ICRP 111 and the Reality of Fukushima – from a Clinician’s
Viewpoint (in Japanese). Makoto Miyazaki (Fukushima Medical
University).
- 146 -

32. Information Environment Surrounding the Fukushima Daiichi
Nuclear Power Plant Accident and its Radiation Problem – from a
Viewpoint of Science Technology Communication (in Japanese).
Mamoru Ito (Waseda University).
33. International Atomic Energy Agency. Communication with the
Public in a Nuclear or Radiological Emergency. Publication date:
May 2012.
34. Local Populations Facing Long-Term Consequences of Nuclear
Accidents: Lessons Learned from Chernobyl and Fukushima. Gilles
Hériard-Dubreuil & Stéphane Baudé (MUTADIS).
35. Preparedness and Response for a Nuclear or Radiological
Emergency. General Safety Requirements. IAEA Safety Standards
Series No. GSR Part 7.
36. Risk Communication Programs after the Fukushima Nuclear
Accident: A Comparison of Epistemic Cultures. Aya H. Kimura
(University of Hawaii-Manoa).
37. Seeger, M. W. Communication and organizational crisis. Handbook
of Public relations. London: SAGE Publications. 1998.
38. Stoichev K., Increasing Nuclear Security with Advanced
Management Systems. LAP LAMBERT Academic Publishing.
Germany. 2015. ISBN: 978-3-659-67594-2.
39. „Stress tests” specifications. Proposal by the WENRA Task Force.
21.04.2011.
40. http://www.kznpp.org
41. http://www-pub.iaea.org/mtcd/publications/pdf/eprcommuncation_web.pdf
42. https://www.ibct.com/ECP601_2015.pdf
43. https://www.cen.eu/Pages/default.aspx.

- 147 -

CHAPTER FOUR. Best practices in risk management in the Danube
region
The analysis and management of risk are a key part of realizing
projects in large industrial enterprises. Predominantly the technical and
technological risks are analyzed as well as their influence on the activity
of the enterprise. In this respect, the present chapter aims to focus on
the following tasks:
 To review best practices from the operation of “EnCon Services”
Ltd. for risk analysis and management when implementing
energy efficiency projects in large-scale industrial enterprises
in Northern Bulgaria;
 To present best practices for safety management of nuclear
power plants (NPP) by applying a risk-based approach when
implementing modernizations at “Kozloduy” NPP;
 To review some aspects of the vulnerability of nuclear
infrastructures from malicious actions and more specifically,
those provoked by persons who have authorized access to the
infrastructure – insiders;
 To present the characteristics of risk from severe accidents in
NPPs and the best practices applied for managing the risk from
severe accidents. To present the more important applications of
probabilistic safety analysis (PSA) level 2 related to safety issues
of NPPs;
 To present a method for assessment and selection of suitable
sites for NPPs as a tool for reduction of the risks accompanying
their construction and exploitation.
4.1. Modernization of nuclear power plants. Using a risk-based
approach
Having public interest in mind, the nuclear power energetics is the
industry for which one can summarize that the economic indicators are
less important than assuring safety. In reality, there is no activity within
the lifecycle of a NPP (from design, through exploitation to
decommissioning), which is not placed under surveillance and is not
assessed for the effect on safety.
It is known that there are two main approaches which are used for
safety assessment – deterministic and probabilistic. Until recently, the
probabilistic approach has been used mainly for general assessment of
safety. But practice has shown that the lessons learned from the
deterministic and probabilistic analyses are mutually completing. Thus,
in the recent years on international level there has been reached a
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consensus which requires to apply a risk-based approach as a best
practice in safety management of NPPs.
A number of safety standards of the International Atomic Energy
Agency, IAEA define the contribution of the deterministic and
probabilistic analyses for the complex understanding for increasing the
safety of NPPs through supplying practical information, perspective,
knowledge and balance. Consequently, the integration of the results
from various types of analysis (deterministic and probabilistic) allows
increasing the confidence in the selection of adequate and, most
importantly, effective solutions for safety management. Thus, INSAG 25,
defines a structural framework for treating deterministic and
probabilistic methods when making decisions aiming to achieve an
integrated process which can assure NPP safety in an optimal manner.
The Bulgarian normative framework regulates the application of
the risk-based approach in the process of decision making in compliance
to international practice. It requires each change in the exploitation of
NPP ‘Kozloduy’ to be justified from a safety point of view. In accordance
with the probabilistic safety analysis (PSA), the risk-based approach
needs to be applied when planning and implementing changes, as the
primary source of assessment of the significance for the safety of the
proposed current changes related to equipment, hardware or
administrative measures (for example, procedures for exploitation).
The large-scale program for modernization of Units 5 and 6 of
“Kozloduy” NPP which was realized in the period between 2002 and 2007
is the first one which was subjected to risk-based assessment. The focus
of this large-scale program for modernization is oriented towards the
aspects of nuclear safety, but also aims to achieve additional effects
from the modernization which focus in the general improvement of the
quality of maintenance and the exploitation activities. The installation
of modern high-tech equipment aims to overcome many of the problems
encountered in the past by allowing better utilization of the resources
of the NPP.
Based on the assessments of the data about the modernizations
performed within this large-scale program, several best practices will be
presented for the application of the risk-based approach when realizing
various modernizations at NPPs.
Risk-based approach – general data
As a rule, each method for safety assessment unambiguously shall
demonstrate that the safety goals are fulfilled, and that the necessary
measures which guarantee their implementation, are in place. In this
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sense it is advisable to ask the following questions: What are the safety
goals? and How can they be represented?
The safety goals shall be subject to monitoring, to be measurable
and calculated. They may be defined as qualitative indicators, as well as
quantitative ones (Fig. 4.1).

Fig.4.1. Characterization of safety goals.
In general, the safety goals have to be formulated in a way which
helps answering the following questions:
 To what extent the achieved level of safety is safe enough?
 Can the necessary safety level be practically achieved?
In principle, the assurance of safety is based on a deterministic
approach formed on the basis of the defense – in – depth (DID) concept.
The DID philosophy is embedded in all Bulgarian and international
ordinances and requirements. With time, the DID concept has proven its
adequacy and appropriateness and will remain a basic philosophy when
creating safety strategies and justifications. Regardless of this, in the
past, some obvious or indirect probability considerations are also used
for safety justification: they vary from dividing the project events into
groups according to their frequency of occurrence, through the
frequency of various acceptable effects, to determining the safety
stocks, defined on the basis of the application of the ‘single failure’
principle.
In the recent years more and more are applied the risk-based
approaches for justification of the safety goals, regardless of the fact
that the DID philosophy, with determining several safety levels, including
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consecutive physical barriers on the path of radioactive products and
conservative considerations when assessing the possibilities for
preventing the discharging of radioactive substances in the environment
is and will remain a basic engineering approach for guaranteeing safety.
The growing wider application of risk-based approaches is based
mainly on their capability to demonstrate the overall behavior of the
NPP unit (encompassing practically the whole spectrum of events for
which the unit is designed, as well as the ones which are beyond the
project – something which is not currently allowed by the deterministic
methods) or the NPP as a whole (if we had a site with only one reactor).
The probabilistic approaches also allow interpretation of results which is
accessible and understandable both for the specialists and for the
general public even though they involve a complex mathematical
apparatus and multidisciplinary knowledge, statistical studies and also a
significant number of deterministic analyses.
As a whole, the application of a risk-based approach in the
decision-making process is specified in many normative documents.
Undoubtedly is acknowledged the necessity to consider the complex
application of deterministic and probabilistic considerations for
optimization of the safety assessments as an integrated process,
expressing the modern understanding for best practice and targeted
management of the safety of nuclear infrastructures.
The integrated decision-making process is a structured process
which takes into consideration the results and the requirements related
to safety or to regulatory issues (which are solved by the regulatory
body). This process shall guarantee that a balanced decision is made
which takes into consideration all important factors which are related to
the decision. As a rule, this depends on the integration of a wide variety
of information, ideas and points of view, as well as the engagement of
the designer, the exploiting organization and the regulatory body to use
the risk-related information in their decisions.
As shown on Figure 4.2, the general integrated risk-based approach
for decision-making shall conform to the following goals:
 Fulfilling the requirements of the respective national
regulations;
 DID at the level defined in the project;
 Maintaining the safety limitations;
 Taking into account the engineering and organizational best
practices;
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 Taking into account the data from exploitation experience,
scientific research and the development of methods for safety
assessment;
 Providing the necessary interrelationship between safety and
security.

Fig.4.2. An integrated risk-based approach for decision-making: main
factors.
In its essence, the information from traditional deterministic
analyses is critical to demonstrate that the DID requirements are met
and to maintain sufficient safety stocks. Each decision shall demonstrate
that there is a sufficient degree of redundancy and variety of safety
systems, so that they can effectively fulfill their functions, that the
equipment of the NPP is qualified enough so that it can withstand the
conditions which are possible as a result of various impacts at input
events.
The biggest challenge when selecting decisions related to
increasing the safety of NPPs is related to the fact that for them there
is not a single clearly defined risk. Usually the exploitation of NPPs is
subjected to the potential impact of various external and internal
threats, as well as risks, resulting from possible equipment failures.
Thus, behind each decision, related to a project modification, the
balance of various risks has to be assessed, i.e. to take into consideration
that the mitigation measures for one risk can increase another risk.
Practice shows that exactly this aspect of the implementation of the riskbased approach illustrates in an unprecedented way the adequacy and
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the appropriateness of integration of deterministic and probabilistic
methods.
Conforming to PSA and as examples for questions related to safety
which require permission and may be directly solved by an integrated
decision-making process, the following can be outlined:
 The design and exploitation of the NPP;
 The technological regulation of the NPP/exploitation limits and
conditions;
 The frequency of inspections during exploitation, testing during
exploitation, maintenance, mandatory downtimes;
 Organization for quality assurance – more specifically, whether
to implement a differential approach for quality assurance
which takes into consideration the contribution to risk of various
types of equipment;
 The allowed combinations of components of safety systems
which may be taken out of exploitation during work or when the
reactor is stopped;
 Accident procedures and measures for accident management.
Using a risk-based approach for assessment of the modernization
of NPP ‘Kozloduy’
The measures, realized within the Program for Modernization (PM)
of Units 5 and 6 of “Kozloduy” NPP during the period 2002 - 2007, can
be summarized in the following main groups:
 Group 1 – project-related measures for improving safety. These
measures are aimed at improving the project so that it meets
the latest normative documents which are used globally;
 Group 2 – additional research and expert assessments. This
group includes measures which foresee research (studies),
necessary for improving the safety or determining the necessity
for modernization of systems and equipment. This group also
includes research which shall justify the adoption of one or
another variant for project improvement;
 Group 3 – measures, related to improving the availability of
systems. This group of measures includes the modernization of
equipment which has exhibited low reliability during
exploitation. This equipment is related mostly with the reliable
and stable operation of the units, decreasing the number of
stopping the units for repair and ultimately- increasing the
availability and the economic indicators of the units. The
measures from this group are aimed only at the significant
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increase of the level of availability, with no direct impact on
safety. It is necessary to consider that the increase of the overall
safety level of the exploitation of the unit in its essence leads
to an increase of the safety level in respect to decreasing the
regimes at which the deviations from normal exploitation of the
unit turn into accident regimes;
 Group 4 – measures for improving the exploitation conditions.
These are measures, related to increasing the operational
effectiveness- optimization of the repair and maintenance
activities, optimization of the planning and implementation of
operations, improving of the documentation (instructions for
repair and exploitation), etc.
Within the latest update of PSA level 1 of “Kozloduy” NPP which
was performed in 2010, an assessment of the impact of the Program for
Modernization on the overall risk assessment of the exploitation of
“Kozloduy” NPP has been carried out and presented as frequency of fuel
failure. In reality, the comparison is only possible in relation to the
results from PSA level 1 for unit operation at (full) power, since the
existing model for PSA level 1 for operation of the unit at low power and
a shutdown reactor practically takes into consideration most of the
measures which are realized within the Program for Modernization.
As a result of implementing the measures from the Program for
Modernization, the risk from exploitation of the units is decreased almost
seven times. The comparison of the PSA level 1 results when the unit
works at (full) power is presented in Table 4.1.
It is necessary to point out that the updated PSA model takes into
consideration all dependencies from IS (ИС)- something which is not valid
for the model which considers the state of the unit before modernization
(for example, the dependencies in the reactions of the unit which are
resulting from IS (ИС) and are related to failures of sections, are not
included).
The updated PSA model considers the sequences of not closing the
unloading devices of the second contour (БРУ-К and/or БРУ-А) after start
of operation АЗ of the reactor, whereas in the previous model this is not
taken into consideration, but an assumption is made that they are not
significant.
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Table 4.1.

IS group

Old code

New code

Comparison of the result for PSA level 1 when the unit operates at (full) power
Frequency
Conditional Rela- Frequenc
Frequency
Frequency
of the
probability tive
y of the
of failure
of failure
group,
for failure share
group,
АЗ, 1/year
АЗ, 1/year
1/year
of АЗ
,%
1/year
Old result

Conditional Relaprobability tive
for failure share
of АЗ
,%

New result

Very big leak of a A
heat-conveying
substance

L0

1,0E-07

1,00E-07

1,00E+00

0%

1,0E-07

1,00E-07

1,00E+00

1%

Big leak
contour

І-st L1

L1

5,4E-05

3,04E-06

5,62E-02

4%

1,5E-04

5,26E-07

3,42E-03

5%

Average leak from І-st L2
contour

L2

1,3E-04

8,11E-07

6,24E-03

1%

1,8E-05

8,24E-09

4,54E-04

0%

Small leak from І-st
contour

L3
4,4E-03

2,16E-06

4,90E-04

3%

3,0E-03

2,22E-07

7,34E-05

2%

2,2E-02

1,09E-06

4,96E-05

2%

2,0E-02

1,81E-06

8,98E-05

17%

from

L3

L5
L6

Very small leak from І- L4
st contour

L4
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Old code

New code

IS group

Frequency
Conditional Rela- Frequenc
Frequency
Frequency
of the
probability tive
y of the
of failure
of failure
group,
for failure share
group,
АЗ, 1/year
АЗ, 1/year
1/year
of АЗ
,%
1/year
Old result

Conditional Relaprobability tive
for failure share
of АЗ
,%

New result

Leak from І-st contour V1
beyond HZ

L7

2,2E-03

2,40E-06

1,09E-03

3%

4,7E-05

8,16E-09

1,72E-04

0%

Big leak from first into S1
second contour

L8.1 1,0E-07

1,00E-07

1,00E+00

0%

1,0E-07

1,00E-07

1,00E+00

1%

Loss of tightness of S2
the lid of the collector

L8

1,0E-03

1,10E-05

1,10E-02

15%

2,6E-04

1,76E-06

6,72E-03

16%

Rupture of the pipe in S3
PG

L9

5,0E-03

5,46E-06

1,09E-03

8%

1,5E-03

1,59E-06

1,06E-03

15%

Standard transitional T1
process

T1

9,1E-01

1,12E-06

1,22E-06

2%

2,5E-01

6,42E-07

2,53E-06

6%

Transitional process T2
without II contour

T2

1,3E-01

8,76E-06

6,74E-05

12%

6,8E-02

1,64E-06

2,40E-05

15%

Insulation
of
hermetic zone

T3

4,4E-02

8,28E-07

1,88E-05

1%

7,6E-03

3,36E-08

4,41E-06

0%

the T3
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Old code

New code

IS group

Frequency
Conditional Rela- Frequenc
Frequency
Frequency
of the
probability tive
y of the
of failure
of failure
group,
for failure share
group,
АЗ, 1/year
АЗ, 1/year
1/year
of АЗ
,%
1/year
Old result

Conditional Relaprobability tive
for failure share
of АЗ
,%

New result

Overcooling of the T4
active
zone
(uninsulated
leak
from PG)

T4

2,5E-03

5,11E-07

2,04E-04

1%

3,0E-02

9,74E-08

3,26E-06

1%

Overcooling of the T5
active zone (insulated
leak from PG)

T5

2,2E-02

4,38E-06

1,99E-04

6%

3,1E-03

6,75E-07

2,15E-04

6%

Administrative
stopping of the unit

-

4,2E-02

1,22E-07

2,94E-06

1%

Т6

Loss of electrical T7
power supply

T7

2,7E-02

2,91E-05

1,08E-03

40%

2,1E-02

1,05E-06

5,06E-05

10%

Loss of SB

T8

1,3E-04

1,80E-06

1,38E-02

2%

3,3E-04

3,50E-07

1,05E-03

3%

Total

T8

7,05E-05

100%
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1,07E-05

100%

Another main moment which must be considered when comparing
the results is the treatment of sequences of failures of the active zone
of the reactor (ATWS sequences). In the updated PSA model they are
included and taken into consideration as all other sequences. In the
previous PSA model they are assessed separately and are not included in
the frequency of failures of the active zone. Their reading will show a
result of 7,64Е-5 1/year, i.e. about 8 % are not assessed in the old model.
The review of the Program for Modernization shows that 38 % of all
measures are related to modifications of the systems and equipment.
Nearly 90 % of them are related to increasing the reliability level of the
existing systems of the unit. Planned are measures related to installing
and implementing new systems and equipment which are directly related
to increasing the safety level.

Fig. 4.3. Distribution of the measures for increasing the reliability of
systems and equipment.
The distribution of the measures in different categories of systems
according to the Ordinance for assuring the safety of nuclear power
plants is presented on Figure 4.3. As it can be seen, the main number of
measures is aimed at increasing the reliability of systems which are
important for the safety and the safety systems which in turn
predetermines the significant impact of the Program for Modernization
on increasing the safety level of the unit as a whole.
One of the main factors for increasing the reliability of systems and
equipment is related to changing the equipment with expired resource
with new equipment with better reliability characteristics. As
demonstrated on Fig. 4.4, the highest percentage is for increasing the
reliability by changing old equipment with a different one for systems
with normal exploitation. A globally established practice shows that the
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organizations which exploit such units spend yearly on average 8 to 10
million USD for changing such equipment or for modernization.

Fig. 4.4. Distribution of the measures depending on the type of
activities.
Modifications related to changing the schematic solutions are
characteristic for safety systems and systems which are key for safety.
This result is determined by the fact that these modifications are aimed
at widening the spectrum for using the systems in accident regimes, as
well as for preventing failures of the systems related to increasing the
level of reserve for carrying out the safety functions.
The detailed analysis of the influence of individual measures shows
that the significant decrease of the frequency of failure of the active
zone is determined mostly by implementing the following measures from
the large-scale Program for Modernization:
 Commissioning of a general stationary diesel generator;
 Change of PK PG (ПК ПГ), allowing their use for cooling the first
contour;
 Replacement f circuit breakers 6 kV and 0,4 kV;
 Implementation of SOAI (СОАИ);
 Modification of the control of systems for normal exploitation
based on the digital system Ovation.
A significant part of the measures is concentrated on the power
supply systems, and control and measuring equipment. This leads to
significant risk reduction since these systems determine respectively
about 28 % and 15 % of the risk assessment before realizing the Program
for Modernization. Thus, this predetermines the significant reduction of
the contribution of input events with transition processes, as shown on
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figures 4.5 and 4.6. Out of these measures one has to underline the
impact of the measures related to increasing the reliability of power
supply systems (more specifically diesel generators and installing a new
diesel generator for the whole unit). Considering that before the
Program for Modernization, the risk related to loss of external power
supply contributed to 39 % of the total risk, these measures are in the
basis of the observed significant decrease.

Fir. 4.5. Comparison of the result of PSA level 1 when the unit works at
power by categories of input events.
The measure related to changing the heat insulation in ХЗ is
directly aimed at increasing the safety level in the view of keeping under
control accident regimes with leaks from the first contour. In this case,
it can be seen that there is an increase of more than 5 % of the safety
level with total elimination of the problem.
As it can be seen from Table 1 and Figure 4.6, the distribution by
groups of input events is uneven and obvious dominant contributors can
be observed. Nevertheless, one has to note that none of the groups has
a share greater than 20 %. This shows that the measures from the
Program for Modernization have contributed to balancing the risk and
are aimed at the actual problems when assuring safety.
It can be summarized that the risk of exploitation of the units
during operation at power is determined to a great extent by events for
which the unit is designed adequately and irrespective of the great
number of possible failure mechanisms of the active zone of the reactor,
all of them with negligible frequencies. In this sense, the improvement
of safety level may be achieved only through significant change in the
systems’ design.
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Fig. 4.6. Comparison of the result of PSA level 1 when the unit works at
power by categories of input events.
The removal of the excessive conservatism of the model is also a
factor which determines the result achieved. The following can be
defined as main aspects in this respect:
 Taking into consideration the recovery of the external network
when a loss of external powers supply occurs;
 Determining the probabilities by applying the method of Many
Greek Letters (MGL);
 Carrying out hydraulic analyses which are specific for PSA;
 Using specific data and applying a Bayesian approach.
The review of the measures from the Program for Modernization of
units 5 and 6 of NPP ‘Kozloduy’ using the PSA model level 1 shows that
the risk from the exploitation of the units (expressed as the frequency
of failure of the active zone when the unit works at power) is decreased
seven times.
In conclusion it can be summarized that the application of the riskbased approach determines the possibility to realize a continuous
process for improving the safety and effectiveness of the exploitation of
complex technological infrastructures such as the NPPs.
The PSA results shall be used to improve the safety and to
demonstrate the need of changes, as well as to assess their priority. The
PSA methods are used in the assessment of optional solutions when
designing changes in the systems. PSA is used to identify the weak and
the strong sides of the project improvement and the exploitation
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characteristics (from the point of view of the risk from exploitation of
the NPP). The assessment may include studies of variants and options. It
is necessary to use the PSA arguments to aid the selection, design,
implementation, justification and licensing of the modification of the
NPP.
Taking into consideration the advantages of the risk-based
approach, since 2010 there is a normative requirement the license holder
to present to the Bulgarian Nuclear Regulatory Agency (BNRA) a
probabilistic assessment of the impact of the project change on the
safety of the NPP accompanying the request for implementing the
change.
4.2. Assessment of the vulnerability of nuclear facilities in the
event of malicious actions
Nuclear facilities and in particular NPPs are an important part of
the critical energy infrastructure of the country. The topic for their
vulnerability in the event of malicious actions is current since on the
territory of Bulgaria there is an active repository for radioactive waste
(Novi Han) and an operating nuclear power plant (NPP ‘Kozloduy’). They
may be potential targets especially in the context of significant
migration flow of people from risk countries, transiting of seeking refuge
in Bulgaria. A malicious action of a nuclear infrastructure may have the
following effects:
 A serious psychological effect on the population, both in the
country and abroad;
 An act of sabotage or a malicious action against a NPP in one
country may lead to stopping capacities in another country for
security reasons (for example as a result of political pressure);
 The NPP generates a significant share of the country’s electrical
power (Fig. 4.7) and even a temporary shutdown of its capacities
as a result of a malicious action may have a serious economic
effect;
 A serious accident caused by malicious actions may lead to a
leak of radioactive materials in the atmosphere with irreversible
effects of the environment and the heath of the population.

- 162 -

Fig. 4.7. Generation and transfer of the electrical power system on
20.01.2017 at 15:20 h.
According to the technical guidelines for protection of the NPPs
against sabotage, the International Atomic Energy Agency (IAEA), the
threats related to malicious actions are divided into:
 Threats Type 1 (ТТ1), caused by saboteurs aiming to enter the
facility (with or without help from inside) and to cause harm;
 Threats Type 1 2 (ТТ2), initiated from outside of the facility,
i.e. the doers of the malicious actions are not at the territory of
the site. As examples for such threats one can mention attacks
with a grenade launcher or a malicious hit by an airplane.
Since a number of security breaches have been registered at
civilian and military facilities, below will be presented the Threats Type
1 and more specifically those, provoked by persons with access to the
specific facility – the so called insiders. Table 4.2 presents a list with a
brief description of some of the cases of security breaches at nuclear
facilities.
Table 4.2.
Examples of security breaches at nuclear facilities
Date
1971

Country
USA

Facility
NPP Indian Point
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Description
A mechanic, an employee of the
NPP, purposely causes a fire with
damages worth 5 - 10 million USD.

1975

Germany

NPP Biblis

A Member of Parliament brings in a
bazooka under his coat and gives it
to the director.

1977

USA

NPP Fort St. Vrain

An inspector from the National
Regulatory Commission is allowed to
enter the control room without
legitimate identification.

1980

USA

Installation
for A former employee used an expired
production of Plutonium- document and gets access.
Savannah River

System for physical protection (SPP). The SPP against sabotage
is a combination of technical provision (safety systems), organizational
measures and procedures (for example, organization of security) and
engineering measures (for example, the organization of the general
(overall) plan of the facility).
Defining the term ‘insider’. This term is used for a saboteur who
has authorized access to the nuclear facility or to sensitive information
related to it. For all saboteurs who are not insiders, the term ‘outsider’
is used.
Insiders may be employees, representatives of institutions,
regulatory bodies, as well as companies providing logistic services and
maintenance at the facility. They may also be employees of defense
authorities who may use their official position to gain access.
Insiders pose a serious challenge for SPP. Because of the possibility
to access and to know the facility (if they are employees), they may
circumvent and overcome SPP elements. Due to the same reasons, they
are in a better position to choose the most vulnerable target and to
select the most appropriate time to perform the malicious action.
Identification of potential insiders. The insiders may have
different motivation to perform a malicious action. It may be the result
of ideological, religious, financial or psychological motives, by also by
pressure exercised upon them or members of their families. Depending
on their motivation, the insiders may act impulsively or according to a
prepared and thought-out plan, alone or in a group. The categories of
insiders are shown schematically on Figure 4.8.
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Fig. 4.8. Categories of insiders.
The passive insiders, usually, are not inclined to resort to violence
and limit their participation to providing information to other saboteurs
who plan a malicious action.
The active insiders are ready to provide information and to take
personally part in the malicious action by helping to eliminate SPP
elements or, ultimately, to perform the action themselves. Those of
them who are inclined to use violence would do it regardless whether
this will increase their chance of success.
When identifying potential insiders, one may have to consider the
following aspects:
 they may be employees who hold different positions (from the
lowest to the highest) at the enterprise which is the owner of
the facility. The insiders may be employees of external firms
and organizations who have access;
 insiders may also have:
o access to a part or all zones of the facility, including
the critical ones;
o seniority over staff members;
o knowledge about the general plan of the facility, SPP,
transport procedures, as well as confidential
information;
o technical knowledge and skills;
o access and skills to work with dangerous substances and
materials.
Identification of potentially dangerous situations. Certain
situations may be potentially dangerous or with increased risk in respect
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to the threat from insiders. Such are the transport of dangerous
materials, construction works or activities for the maintenance of the
facility. An example may be the so called planned recharging and repair
of the NPP. In the period of time when the reactors are recharged with
fresh fuel, at stopped capacities, a significant amount of repair works
are performed, as well as maintenance of constructions, systems and
components (CSC). During this period of time increases the number of
people with access to the NPP which leads to increasing the risk of a
malicious action.
Identification of potential targets for sabotage. While the
organization of SPP aims to answer the question: How to protect the
facility?, the process for identification of potential targets for malicious
action (Vital Area Identification) aims to answer the question: What
specifically to protect?
There are two main types of targets, namely:
 CSC, whose failure as a result of a malicious action would lead
to an accident with discharging radioactive materials into the
atmosphere;
 CSC, related to the production of electrical power (energy);
 Locations on the territory of the facility from which can be
stolen dangerous materials.

Fig. 4.9. Prevention and protection approach against malicious actions.
The identification of the targets of group 1 is based on the reports
for technical justification of safety, as well as the probabilistic safety
analyses at external impacts. Analyzing the abovementioned reports, the
safety specialists, in cooperation with security specialists, identify CSC,
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whose failure as a result of a sabotage would become an initiating event
for accident sequences with unacceptable consequences for the health
and life of the population.
In the case of a sabotage of production of electricity and stealing
dangerous materials, all facilities are identified related to the
generation of electrical power (energy) and locations for storing
dangerous materials, and measures are planned for their protection from
unauthorized access.
Measures against potential insiders. The measures against
malicious actions, performed by insiders, can be divided into prevention
and protection. The prevention and protection approach is shown
schematically on Figure 4.9. Generally the preventive measures include
denied access for persons who exhibit risk behaviour, cancelling the
access of such people, as well as limiting the possibility to perform a
malicious action by limiting the physical access or limiting
authorizations.
The preventive actions are described in more detail in Table 4.3.
Table 4.3.
Measures for preventing malicious actions
а)

Establishing
identity

of Establishing the identity of the applicant for access,
including by using biometric data.

b)

Assessment
reliability

of The applicant for access is studied for demonstrations of
risky behavior and is assessed for existence of motivation
to perform a malicious action due to the abovementioned
reasons.

c)

Escort
and
monitoring
of
temporaryemployed persons

In certain situations it may be hard to assess the reliability
of the applicants for access, for example, due to their large
number. In such a case the escort and monitoring
guarantee that a given person performs strictly preliminary
defined actions in preliminary declared zones of the
facility.

d)

Confidentiality

Limiting the access and the amount of information to ne
necessary minimum for carrying out the work tasks.

e)

Employee
satisfaction

Establishing a collegial atmosphere both among
employees, and between employees and the management.
The dissatisfaction of an employee may be a key motive for
performing a malicious activity.
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f)

Physical
into zones

dividing The dividing of a facility into zones with different degrees
of access decreases the risk from sabotage and theft of
dangerous materials. The access of a given employee is
given only to the zones in which he performs his immediate
duties.

g)

Dividing of activities Full information for carrying out technological processes or
activities is given only to persons who are directly
responsible for their implementation.

h)

Sanctions

The potential saboteurs must have clear understanding
that any intentional violation of procedures and
prescriptions will surely lead to serious sanctions, also
including criminal liability.

The measures for protection against malicious actions include:
 Catching the saboteur(s) at the moment of initiation. This can
be done by:
 Monitoring and control by using technical devices or by the
employees themselves. There exists a term ‘two person rule’
i.e. in zones which are critical in relation to security at least
two experienced employees must work and control each other;
 In order to be effective, the detection of a malicious activity
has to be analyzed and assessed in the specific situation. Not
every suspicious behavior is surely a sabotage. In this sense, the
slowing down of a potential saboteur by additional physical
barriers increases the chance of detection of unregulated
activity;
 Real-time tracking the movement and the position of employees
within the perimeter of the facility;
 Often saboteurs need equipment (tools, apparatus) which is not
present or is not easily accessible at the site of the facility. The
detection of a malicious action can happen at the very moment
at which a saboteur is trying to bring in such objects which are
not regulated;
 Specialized technical devices are put in zones for keeping
dangerous materials in order to limit the possibility of a theft;
 Slowing down. The slowing down of a saboteur is done by
implementing procedures, physical barriers and/or reaction of
the personnel. Most barriers (physical ones and procedures) are
mainly intended to slow down the insider, then to prevent the
actual doing of the malicious activity. The latter may be
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interrupted by a timely intervention by the staff and/or by
specifically trained employees for safeguarding the facility; and
 Reaction against the malicious activity. This can be done both
by the operational staff, and by the security (guards). Usually
the actions of the staff are aimed at localization of the damages
from the activity, while the security (guards) react against the
insider. In this sense, it is crucial that the employees of the
facility or of subcontractor companies which are operating at its
site, shall have the necessary readiness to detect/establish such
people and to be ready to react in a timely and adequate
manner to prevent the occurrence of harmful consequences for
the life and health of the people, and the material assets.
When the malicious action is done, measures are taken to limit the
damages, and to protect the personnel and the population.
4.3. Best practices in risk management of heavy accidents in
nuclear power plants
Risk management and maintaining a high level of safety in nuclear
power plants (NPP) is an integral part of the life cycle (design,
exploitation and decommissioning) of this type of infrastructures. This
chapter will present the characteristics of risk from heavy accidents at
NPP ‘Kozloduy’ and the best practices which are applied in managing the
risk from heavy accidents. A review will be made about the essence and
the application of the Probability Safety Analysis (PSA) level 2, which is
an element of the overall risk assessment respectively the safety level
of the NPP.
Risk in NPPs and types of assessments. The term ‘risk’ in NPPs is
related to the radiological consequences from the exploitation of a NPP.
The term ‘exploitation’ includes both the normal operation of the
facility, and any possible deviation from normal operation and accident
(emergency) regimes. In this sense, the quantitative risk assessment (1)
is the result of multiplying the frequency of occurrence of an event
(input influence), the conditional probability for a fuel damage, the
conditional probability for discharging radioactive products, and the
conditional probability for the realization of specific consequences from
this discharging (for example, impact on the population, impact on the
environment, economic consequences, etc.).
Risk = IE* pCD* pRC* pconseq

(1)

where:
IE – frequency of occurrence of an input event;
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pCD – conditional probability for a fuel damage;
pRC – conditional probability for discharging radioactive products
into the environment with certain characteristics;
Pconseq – conditional probability for the realization of specific
consequences.
Having in mind the potential for severe consequences for the
population, the environment and the economy of one or more countries,
the risk assessment of the exploitation of a NPP is an integral part of the
requirements for licensing and maintaining the license of the NPP.
Two main types of quantitative risk assessments may be
distinguished: a deterministic and a probabilistic. The deterministic
assessment involves the variation of specific parameters (such as
temperature, pressure, etc.), and the latter are compared to predefined
limit values, specified in normative documents. Not exceeding the
predefined values aims to demonstrate conformity to the requirements
set out for the safety of the facility. The probabilistic assessment covers
the determining of the frequency of occurrence of physically possible
input influences (an event which leads to a violation of the normal
exploitation) and their consequences (the conditional probability for
obtaining a specific consequence). Discussed are probabilistic
assessments for risk analysis. It has to be noted that the probabilistic
analyses are based on the deterministic ones by direct use of their results
or by indirect use of their conclusions.
PSA is conditionally divided into three parts:
 PSA level 1 – analyses the accident regimes from the moment of
their occurrence to a damage of the active zone (fuel) or to a
stable safe state;
 PSA level 2 - analyses the accident regimes from the moment of
a damage of the active zone (fuel) to establishing a discharge
into the environment or to a stable safe state (discharges are
less than the normative requirements);
 PSA level 3 – analyses the distribution of the discharged
radioactive products into the environment and their
consequences.
Figure 4.10 presents the sequence for carrying out the individual
parts of PSA.
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Входно
въздействие
(Изходно
събитие)

ВАБ ниво 2
реакция на
горивото и
контейнмента
(развитие на
тежка авария)

ВАБ ниво 1
Реакция на
системите на
блока
(Аварийни
последователн
ости)

Аварийни
последователн
ости водещи
до повреда на
горивото

Радиоактивни
изхвърляния

ВАБ ниво 3 влияние
на външни фактори:
 Тип на
изхвърлянията
 Метеорологични
данни
 Население
 Евакуация

Последствия:
Заболявания или
замърсяване на
околната среда

Fig. 4.10. Sequence of the individual parts of PSA
The total risk from the exploitation of the NPP is obtained only
after all three PSA levels are completed. Nevertheless, different risk
parameters are obtained for each PSA level, which can then be used
when managing the risk at the NPP. It has to be noted that only a handful
of countries are required to complete PSA level 3. In most countries,
which exploit NPPs, only PSA levels 1 and 2 are required.
Heavy accident at a NPP. According to the existing classification
of accidents and accident states, as well as the lack of a uniform
definition for a heavy accident, the following clarification is made:
 A design accident is an accident, which is considered when
designing the NPP in conformity with the defined project limits,
including the degree of damaging the fuel and discharging
radioactive substances into the environment;
 An accident beyond the project is such an accident whose
consequences are more severe than the ‘design accident’, but
without a significant damage of the active zone;
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 A heavy accident is an accident which causes significant damage
to the active zone.
These definitions clarify that the term ‘heavy accident’ will mean
such an accident which results in a damage with exceeded project limits
for the fuel– a heavy (severe) damage. Since the design limit for the
temperature of the casing is 1200 °С, then this value is accepted as a
criterion for the beginning of a heavy accident. Other design criteria are
the local depth of oxidation of the casing of the heat emitting elements
(more than 18 % of the initial thickness) and the degree of the reacted
zirconium (more than 1 % of the mass of the heat emitting element).
Since presently there is neither a reliable means for assessment of the
last two parameters in conditions of a heavy accident, nor using a
software code, nor by measurement, then the main criterion for a
transition to a heavy accident is the temperature of the casing of the
heat emitting element. Namely temperatures within this range are
accepted as a benchmark when determining the moment of the
beginning of a heavy accident in real conditions.
PSA level 2 PSA level 2 is part of PSA for NPP. The reaction of the
unit (the nuclear facility after a heavy accident is studied in PSA level 2.
‘Reaction of the unit’ means the reaction of all systems of the unit which
are designed and/or may be used to control (shutdown, limiting or
minimizing) the consequences from the development of a heavy
accident, as well as the actions of the operator. In many cases, this
reaction boils down to a reaction of the systems which assure the
function of insulation of the hermetic construction. This is why ‘reaction
of the unit’ often means the reaction of the hermetic construction and
the systems which assure its function. The reason is that the occurrence
of a fuel damage supposes a breach of the integrity of the casing of the
heat emitting elements (in which the fuel is placed) and the first contour
(being the border between the cooling medium and the fuel in the
reactor), which are the first two barriers against the spread of
radioactive products. Consequently, the only barrier against the spread
of radioactive products in the environment remains the so called
‘hermetic construction’, also known as ‘containment’. It has to be noted
that the existence or the lack of a hermetic construction depends on the
type of the reactor, respectively- the unit.
The temporal framework of the analysis is determined from the
moment of occurrence of a heavy accident (damage of the fuel) to the
moment of realization of discharges (releases) into the environment or
to the stopping of the heavy accident (in the cases of preservation of the
integrity of the last barrier, i.e. the hermetic construction). In this
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sense, it may be said that PSA level 2 encompasses all possible ways for
the sequence (flow) of a heavy accident. Furthermore, this analysis
presents input information for the analysis of consequences from the
heavy accident, related to the discharged products from atom division
into the environment.
Using the results of PSA level 2. The most frequently used
quantitative indicators of risk parameters which are obtained as a result
of PSA level 2 are:
 Large Early Release Frequency (LERF) – it is defined as the
frequency of those accident sequences which lead to significant
and not mitigated releases from the hermetic construction (HC)
at a moment in time prior to completing the effective
evacuation of the population living in proximity, so that there is
a possibility for early health consequences, [1/year];
 Large Release Frequency (LRF) - it is defined as the frequency
of a large release of radioactive material from the NPP,
[1/year].
The results from PSA level 2 are grouped into the co called Release
Categories (RC) which, depending on their characteristics, are grouped
in some of the abovementioned risk parameters. Table 4.4 presents an
example for RCs of PSA level 2 for units 5 and 6 of NPP ‘Kozloduy’.
Table 4.4.
Release categories.
Release
Category

Description

Average
frequency
[y-1]

RC0

Success of cooling the melt. Tight HC – releases are below 9,40.10-6
the normative.

RC1

Not insulated HC or an early failure. Releases start less 8,08.10-7
than 12 hours after the start of IS to RB (reactor block).

RC2

Not insulated HC or an early failure. Releases start 7,45.10-8
between 12 and 24 hours after the start of IS to RB.

RC3

Not insulated HC or an early failure. Releases start less 7,53.10-7
than 12 hours after the start to the atmosphere.
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Release
Category

Description

Average
frequency
[y-1]

RC4

Not insulated HC or an early failure. Releases start less 2,86.10-7
than 12 hours after the start to the atmosphere. The
reactor is open.

RC5

Not insulated HC or an early failure. Releases start 1,98.10-7
between 12 and 24 hours after the start of IS to the
atmosphere. The reactor is open.

RC6

Insulated HC. Release to the RB – a breach of the plate at 8,29.10-7
level 13.2. The activity of Cs-137 is less than 3,0Е13 Bq to
the end of the calculation.

RC7

Insulated HC. Sprays are in operation. Late failure due to 6,13.10-8
hydrogen burning. Releases start between 24 and 48 hours
after the start of IS to the atmosphere.

RC8

Insulated HC. Sprays are in operation. Middle phase 2,90.10-11
failure (after failure of the casing/vessel) due to
hydrogen burning, HPME, ex-vessel steam explosion.
Releases start between 24 and 48 hours after the start of
IS to the atmosphere.

RC9

Insulated HC. Sprays and fillers are failed. Middle or late 4,02.10-9
phase failure (after failure of the casing/vessel) due to
hydrogen burning, HPME, ex-vessel steam explosion.
Releases start between 12 and 24 hours after the start of
IS to the atmosphere.

RC10

Insulated HC. Sprays and fillers are failed. Late phase 8,65.10-8
failure (after failure of the casing/vessel). Releases start
between 24 and 48 hours after the start of IS to the RB.
- a breach of the plate at level 13.2.

RC11

Insulated HC. Sprays are failed. Middle or late phase 8,13.10-8
failure (after failure of the casing/vessel) due to
hydrogen burning, overpressure or filter system isolation
failure. Releases start between 24 and 48 hours after the
start of IS to the atmosphere.
3,4.10-5

TOTAL
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Respectively, based on the characteristics of the individual
categories of releases, the contribution of the individual causes
(mechanisms) for realization can be calculated, for example,
containment failure. An example for the distribution of the failure
mechanisms of the containment, which are characteristic for units type
WWER-1000, are presented on Figure 4.11.
Отказ на
изолирането
10%

Байпас
11%

Отказ на
бетона (само)
67%
Други
(горене,парна
експл.,
HPME,опрес.)
12%

Fig. 4.11. Contribution of the different failure mechanisms of
containment.
The information obtained through PSA level 2 both for the
respective risk parameters, and for its constituent parts, is necessary for
risk management.
PSA level 2 has significant practical application in risk management
of the NPP by using the results from risk analysis. The results from this
type of research give essential information for assessment of the project
of the NPP throughout its whole lifecycle (design, exploitation and
decommissioning).
The main applications of PSA level 2, which are related to risk
management, are:
 Comparison of the obtained results to the target safety criteria;
 Assessment of the project of the NPP, including:
o Identification of potential flaws when managing heavy
accidents;
o Comparison of different project solutions.
 Helping the development of guides for managing heavy
accidents;
 Using the characteristics of the released radioactive products as
inputs for accident planning;
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 Using the characteristics and the frequency of the released
radioactive products as inputs for analysis of the consequences
(PSA level 3);
 Prioritization of research related to the course (flow) of a heavy
accident;
 Using for risk-oriented applications and decision-making.
Comparison of the results with target criteria. The results,
obtained with the aim of comparison to target criteria, are of extreme
importance because based on them one can establish the safety level of
a given NPP and whether it meets requirements. Failure to achieve the
target criteria may lead to a rejection by the regulatory body to issue a
license for exploitation of the respective NPP. This is why, in most PSA
studies, the conformity or the nonconformity to the target criteria is the
most essential conclusion, which is obtained as a result of the study.
It has to be noted that these criteria are different in different
countries. Consequently, the PSA level 2 results also vary in their
content. For example, in case that in a given country the target criterion
for Cs-137 is 100 TBq, which is the limit for a large release, and in
another country it is 30 TBq, then the resulting frequency of large
releases into the environment will have a different meaning. In the first
case, frequency of large releases will encompass all possible accident
sequences for which the release is greater than 100 TBq of Cs-137, and
in the second case for which the release is greater than 30 TBq of Cs137.
Examples of different target criteria are:
1) The Netherlands (defined):
 Individual risk of death as a result of the exploitation of a
specific installation has to be less than 10-6/year. (the
consequences are calculated for a 1 year old child);
 Public risk:
 risk of 10 or more diseases ≤ 10-5/year;
 risk of 100 lethal outcomes ≤ 10-7/year;
 risk of 1000 lethal outcomes ≤ 10-9/year.
2) Sweden: LRF (i.e. >0.1% of the initial quantity of isotopes) <10-7
per year;
3) Slovakia:
 Average assessment of LERF ≤ 10-5/year – existing NPPs;
 Average assessment of LERF ≤ 10-6/year – new NPPs.
4) Bulgaria: LRF (30 TBq of Cs-137) ≤ 10-6/year;
5) Switzerland:
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 LERF (releases > 2.1015 Bq of I-131 in the first 10 after a failure
of the active zone) ≤ 10-6/year;
 LRF (releases >2.1014 Bq Cs-137) ≤ 10-6/year;
 ‘Total risk of the released activity’ (TRAR): the frequency of all
releases multiplied by the average activity of the respective
release has to be ≤ 10-6/year;
6) Great Britain: Individual risk of death for a member of society:
 Maximum tolerated: 10-4/year;
 For new NPPs: 10-5/year.
Project assessment. In „Development and Application of Level 2
Probabilistic Safety Assessment for Nuclear Power Plants“ it is penned
that PSA level 2 shall be used when assessing the design of the unit. To
this end conclusions have to be made in respect to the course (flow) of
heavy accidents, to identify specific vulnerable project parts and to
make the corresponding conclusions whether changes to the project are
necessary to prevent or mitigate the consequences of a heavy accident.
An example for such changes in the projects of many NPPs in the recent
years is the installation of passive autocatalytic recombinators, filter and
ventilation systems for heavy accidents, etc.
For this purpose, the results of PSA level 2 are mainly used. These
results are related to the various mechanisms of compromising the
integrity (failure) of the last barrier, namely the containment. Such
mechanisms are: different regimes of burning hydrogen, increasing the
pressure in the containment above its load-bearing capacity due to
generating non-condensing gases and heat dissipation from the reaction
between the melt and the concrete (after failure of the casing of the
reactor), steam explosions, etc. The analysis of the contribution of a
specific mechanism for containment failure provides information for the
specific causes for realizing this mechanism. Respectively, after the
causes are known, they may be addresses by adequate changes in the
project. The contribution of specific changes may be studied additionally
in a sensitivity analysis which shall show what would be the effect of the
change.
Example: The lack of insulation of the containment leads to direct
releases out of it right after depressurization and damage of the fuel.
This is why, in order study the sensitivity of the results in respect to this
mechanism, this sensitivity analysis is based on the assumption that the
probability of failure of the HC due to depressurization is equal to 0,0.
The calculation results are presented on Figure 4.12. As it can be
seen, the results show significant change of LERF. The change of the
LERF parameter if almost double. This result is expected since an AP
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with an insulated HC are pertaining to early releases. One can conclude
that this function of HC is extremely important for the consequences
from a heavy accident. Another important aspect is how the distribution
of risk varies for the main mechanisms for HC failure, which is shown on
Fig. 4.12. As it can be seen, the insulation most of all influences the
failure of the concrete plate in to a much lesser extent- the other
mechanisms. This is so because the failure of the concrete plate cannot
be avoided, having in mind the lack of strategies for cooling the melt
after a failure of the casing of the reactor.

Distribution of the man
mechanisms of failure of HC–
analysis of sensitivity

Distribution of the man
mechanisms of failure of HC –
basic case

Fig. 4.12. Contribution of the main mechanisms of failure of the HC
with and without insulation
Support for developing guides for control of heavy accidents.
The main goals for using PSA level 2 in the process for developing of
changing the guides for control of heavy accidents (GCHA) are:
 Assessment of the effectiveness of the actions provided in
GCHA. For all actions, both the positive and the negative effects
have to be considered;
 Identification of internal dependencies between the actions of
the operator and the phenomena accompanying the heavy
accident.
As examples for the multifaceted effects from the actions of the
operator the following can be listed:
 Decreasing the pressure in the first contour may prevent a
failure of the casing of the reactor at high pressure to be
followed by a failure of the containment, but it may favour the
conditions for occurrence of a steam explosion;
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 Adding water in the first contour at a certain extent of
degradation of the fuel may help the cooling of parts of the
damaged fuel, but also leads to intensification of the processes
for hydrogen generation whose ignition may lead to a failure of
the containment.
It has to be noted that PSA level 2 takes into consideration the
actions provided in GCHA. Due to this reason the changes in one of the
documents lead to a need to change the other document.
Using the characteristics of the released radioactive products as
input data for emergency (accident) planning and analysis of the
consequences (PSA level 3)
Some of the results of PSA level 2 present the physical
characteristics of the released products from the division of the atom at
different accident sequences. These characteristics include: mass,
energy, activity by isotopes and/or by elements. Furthermore, the
analysis provide information for the location from which the release is
realized (for example: chimney, specific place in the containment, filter
ventilation, etc.). This information may be used as an input for analysis
of the distribution of radioactive products and the consequences in
different points of their depositing. These assessments are respectively
used as a basis for the development of emergency (accident) planning..
Risk-informed applications. The goal of applying risk-informed
approaches when making decisions, related to safety aspects of the NPP,
is to guarantee a balanced approach. Mainly, by using the PSA level 2
model, one may study the influence of the proposed changes concerning
the early releases. This influence is expressed quantitatively as the
difference between the frequencies of large early releases, provoked by
a hypothetical change. Respectively, this difference allows to assess
whether the proposal is acceptable in relation to safety, or it is not
acceptable. Figure 4.13 presents an example (reg. guide 1.174) for
establishing criteria for acceptance based on the value for the frequency
of large early releases (LERF) and its change.
As it can be seen from the figure, all changes in the NPP, which fall
into Region III, are unacceptable. These are changes whose basic
(reflecting the current state of risk for the unit) value of LERF is greater
or equal to 10-4 or is greater than 10-5 in combination with a change in
LERF greater than 10-7 or less than 10-5 in combination with a change in
LERF greater than 10-6. The meaning of this criterial framework is that
the higher the safety of the NPP, the more serious changes may be
treated as acceptable. And the opposite, in the cases in which the level
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of safety is not high enough (the value of LERF is greater or equal to
10-4), then changes, which affect safety, are not acceptable.

Fig. 4.13. Criteria for acceptability of the frequency of large early
releases.
Prioritization of studies, related to the course (flow) of a heavy
accident. At present, the course of a heavy accident, the interaction
between individual phenomena, as well as their effects, are not studied
well enough. The main sources of information for developing and
validation of models, which are used in PSA level 2, are the experimental
results and real events. In this sense, PSA level 2 may be used when
prioritizing experimental programs by pointing out which are the key
areas of high uncertainty and with significant influence on the results.
In conclusion, it may be said that the PSA level 2 present a
significant part when making decisions related to safety of NPPs and
hence can be used directly when managing risk from the operation of
the NPP. The paper presents some of the more important applications of
PSA level 2, related to the safety issues of NPPs. The probabilistic
analyses have an advantage before the deterministic ones when it comes
to risk management, because they cover the overall behavior of the unit
at all possible impacts. This is expressed by integrating risk parameters.
4.4. Risk reduction by applying a modern methodology for
selection of sites for nuclear power plants
Protecting the population and the environment from the harmful
effects of ionizing radiation is the fundamental objective of nuclear
safety which is laid out in the Bulgarian legislation in the context of the
act for ‘Safe use of nuclear energy’ and the international regulatory
documents. The optimal site selection for nuclear power plants (NPPs) is
a prerequisite for reducing both the risks of releasing harmful ionizing
radiation and the economic risks of excessive costs, losses and missed
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benefits during the construction and exploitation of facilities. This is the
reason why the assessment and the selection of a site are an obligatory
and a regulated element of the construction of a NPP and its licensing
(Ordinance on the procedure for issuing licenses and permits for safe use
of nuclear energy). According to Article 3 (2) of the new “Ordinance on
assuring the safety of NPPs” the selection of an appropriate site is a key
part of the in-depth protection (DID) for prevention of accidents and
mitigation of their effects. According to Article 28 of the same
Ordinance, the assessment of the characteristics of the potential sites
for deployment of NPPs and the selection of a preferred site are done
and documented as an integral part of the overall justification of the
safety of NPPs.
In order to obtain correct assessments of the proposed sites for
NPPs and to select a justified optimal variant (especially in cases of a
large number of proposed sites), it is necessary to follow a methodology
with clearly defined criteria and transparent procedures. This paper
presents in a synthesized way a methodology for selecting a site,
including all the criteria normatively regulated in Bulgaria and in the
international community. The methodology is an extended and updated
version of a previous development "REL-1000-ST-004-2. Methodology for
comparative assessment of proposed sites. Version 2" which was
successfully implemented by the team of Risk Engineering AD in the
period 2012-2014 within the framework of the project "Study and
determining of the location of a preferred site for the construction of a
new nuclear power facility on the site of NPP ‘Kozloduy’ EAD and its
adjacent territories". In this project 4 proposed sites, located close to
the existing NPP were evaluated and compared and a preferred site was
selected for the Unit 7 of NPP ‘Kozloduy’ (Fig. 4.14). The updated
methodology is directly applicable to NPP projects on the territory of
the Republic of Bulgaria. Taking into account the specific features of the
local normative documents, the methodology can also be used for
projects abroad.
Applicable normative documents and defining of the criteria for
assessment and selection of a site
The proposed methodology for selecting a site for a NPP is based
on the current national and international regulatory framework. Priority
is given to the national laws, normative documents and standards of the
Republic of Bulgaria. Both the national documents and the IAEA ones are
considered in parallel, and both types of requirements have been taken
into account when determining the criteria. In the cases when the
requirements of the applied national documents deviate from the
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requirements of the IAEA documents, a justification is given for the
selection for each particular case.

Fig. 4.14. Proposed sites of the future Unit 7 of NPP ‘Kozloduy’.
The identified criteria for selecting NPP sites in conformance with
Bulgarian and international normative documents can be divided into
three main types:
 excluding – according to the Ordinance for Assuring the safety
of NPPs and Assessment of the site for nuclear installations by
the IAEA – such are the environmental characteristics which
determine the lack of capability to construct and exploit NPPs
at the proposed site;
 limiting (restrictive) – according to the same ordinances and
assessments – these are characteristics of the environment
which do not make it impossible to build a NPP at the site but
require special technical or administrative measures to
overcome their impact and to ensure the safety of the NPP.
These criteria include both natural and technogenic hazards as
well as threats to the security of the nuclear facility (terrorism,
sabotage, etc.). Following the requirements of the Ordinance
about the procedure for issuing licenses and permits for the safe
use of nuclear energy, restrictive criteria include also possible
interactions with existing nuclear facilities;
 criteria which are indirectly related to safety – these are
restrictive characteristics of the sites which are not directly
related to safety but are relevant to the construction and
exploitation of nuclear facilities.
According to the Ordinance for Assuring the safety of NPPs, the
main characteristics of the sites are divided into external impacts of
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natural origin, external effects of technogenic origin, and characteristics
that influence the impact of the NPP on the population and the
environment. In this methodology, the criteria are grouped into 13
categories (criteria for seismicity, floods, anthropogenic hazards, etc.).
Grouping in categories is shown on Figure 4.15.

Fig. 4.15. Grouping of criteria for selection of a site for a NPP.
The selection of a site is based on a complex weighed assessment
of all characteristics, giving priority to those of them which directly
influence the safety and security of the NPP.
Figure 4.16 shows a flowchart for selection of a preferred site for
the construction of a nuclear facility.
Below the applied criteria are described in detail. An alphanumeric
designation is assigned to each criterion. The indices used are as follows:
 „E“ – exclusion criteria according to the Ordinance for Assuring
the safety of NPPs;
 „D“ – discretionary criteria related to natural or anthropogenic
hazards according to the Ordinance for Assuring the safety of
NPPs;
 „S“ – discretionary criteria related to the danger of sabotage;
 „I“ – discretionary criteria related to the interaction between
an existing and a new NPP;
 „NSR” – IAEA documented criteria; they may be excluding or
limiting;
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 „A” – Additional criteria not included the normative documents
and the Terms of Reference (technical assignment).

Fig. 4.16. Flowchart for selection of a preferred site for the
construction of nuclear facilities.
Exclusion criteria (Table 4.5). These criteria are defined in Article
31 of the Bulgarian ‘Ordinance for Assuring the safety of NPPs’, and in
the regulating documents of the IAEA – synthesized in NS-R-3 ‘Site
Evaluation for Nuclear Installations’ and in SSG-35 ‘Site Survey and Site
Selection for Nuclear Installations‘. The criteria with a NSR index (IAEA
classification) are exclusion criteria, if their consequences cannot be
overcome with appropriate measures. Most of the criteria in the IAEA
documents may be considered as discretionary if their potential
consequences can be overcome by a reasonable amount of
administrative and technical measures. The exclusion criteria are 25 in
total and most of them are harmonized in Bulgarian and international
documents.
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Table 4.5.
Exclusion criteria when selecting a site for NPPs
Criterion

Description

General

E1

Territories on which the deployment is prohibited by a
normative act, or sites that do not conform to the requirements
for environmental protection, radiation protection, fire safety
and physical protection, or other requirements defined by a
normative act.

NSR18

Sufficiency and suitability of cooling water. (The criterion may
be regarded as discretionary if adequate technical measures are
foreseen.)

Earthquakes
E3

Sites with pronounced seismic activity, accompanied by surface
deformations.

E4, NSR1

Sites located at a distance up to 5 km from a known active fault
or its propagations at which a rupture or a deformation can be
expected on the surface of the Earth of near the surface.

Geotechnics
E5, NSR4

E6, NSR2 and
NSR3

Sites with potential for activation of old or new landslides.
Sites with unconsolidated soils or with the potential for
liquefaction, settling, collapsing, pitching, sliding slopes, where
it is practically impossible to apply engineering measures to
assure safety.

E7

Sites with karst, suffusion, and kart-suffusion processes.

E8

Sites in the areas which can be affected by snow avalanches or
mudslides, as well as in areas of mud volcanoes.

E10

Mining sites whose stability cannot be assured.

Floods
E9

Sites subjected to tsunami action.
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Criterion

Description

Migration of
radionuclides

E2

Sites to which one cannot apply practical measures to prevent
large or other releases of radioactive substances into the
environment as a result of external impacts.

E11

Sites with active exchange of surface and underground waters.

Volcanism

(not present in the national legislation)

NSR5

Pyroclastic flows, hits and blasts.

NSR6

Lava flows.

NSR7

Debris from lava, landslides, sliding slopes.

NSR8

Lahars (mudflows of volcanic origin).

NSR9

Opening of cracks on the surface of the Earth as a result of a
volcanic eruption.

NSR10

Volcanic projectiles.

NSR11

Tsunami and seishi as a result of a volcanic eruption.

NSR12

Ground deformations.

NSR13

Hydrothermal impacts and underground anomalies.

Anthropogenic
impacts

Maximum screening distance (MSD) and maximum probability of
occurrence (MPO).

NSR14

Air crash with MPO 10-5 – 10-6. MSD is 7,5 km from the end of the
runways; MSD to air routes – 4 km; MSD to all major airports – 10
km; MSD to military airports - 30 km. (For acceptable values of
MPO the criterion is discretionary.)

NSR15

Chemical blasts – at MSD up to 10 km. (For acceptable values of
MPO the criterion is discretionary.)

NSR16

Releases in the area of the site from sources of storage,
processing and control of explosive, toxic, corrosive or
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Criterion

Description
radioactive substances. (For acceptable values of MPO the
criterion is discretionary.)

Accident
planning

NSR17

Inability to apply the accident (emergency) plans. (In the cases
when there are partial obstacles to the plans, the criterion can
be considered as discretionary.)

Discretionary criteria. When selecting sites for NPPs the
discretionary criteria are defined as potentially unfavourable
characteristics whose effects on safety of the NPP can be overcome by
technical and administrative measures and need to be considered when
preparing the project bases. If we look at the IAEA documents, here
belong some of the criteria which may be discretionary but their effects
can be overcome by technical and administrative measures. This group
of criteria includes the threats of sabotage and interactions between a
new and an existing NPP. A total of 62 discretionary criteria applicable
to the conditions in the Republic of Bulgaria are defined. The criteria
are given in Table 4.6.
Table 4.6.
Discretionary criteria when selecting a site for a NPP
Criterion

Description

Earthquakes

D1

Seismic movement characteristics (accelerations, velocities,
displacements, response spectra) for an earthquake with a
frequency of at least 10-2 events per year (seismic level 1) and
for a maximum project earthquake (MPE) with a frequency of
at least 10-4 events per year (seismic level 2) at the level of
the natural terrain of the site.

NSR1

A potentially active fault, capable of causing a fracture on
the ground surface or near to the surface. (In case the fault
is outside the 5 km local zone and the criterion is not
determined as a discretionary one.)

Geotechnics
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Criterion

Description

D2, NSR4

Danger of landslide displacements of the slopes taking into
account the conditions of the earth layers and the seismic
variations with intensity less or equal to the MZP, but also
taking into account the influence of groundwater, tectonic
faults, recent geodynamic processes. (In case the criterion is
not determined as a discretionary one.)

D3

Possibility of development of karst, suffusion, and kartsuffusion processes (see also NSR2).

D4, NSR2

Existence of specific earth layers (biogenic, sinking, bulging,
salted, alluvial, technogenic) (see also NSR3).

D5, NSR3

Existence of water-saturated unbound terrestrial layers,
prone to liquefaction in case of seismic impacts, limit values
of the ground accelerations at which there is a potential for
liquefaction.

Floods
D6, NSR21

Floods caused by rains (precipitation), snow melting and
groundwater. (see also О16).

D8

Maximum water level and duration of possible flooding due to
rainfall, intense melting of snow, high water level of water
basin, blocking a river by ice, avalanche and landslide.
Assessed are the characteristics of the possible maximum
flooding if a river comes out of its riverbed with a frequency
of 10-4 events per year combined with a tide-in and waves
caused by wind.

D9

Probability of occurrence and maximum height of tsunami
waves or seishi for sites located on the seashore, by a lake or
a dam.

D18

Floods related to reaching the pressure fronts in case of
breakage of dams which are positioned against the streams of
the rivers upstream from the site of the NPP.

Meteorological
phenomena
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Criterion
D7
D10, NSR26
D11
D12, NSR27

Description
Characteristics of an extreme sand-spout on the site.
Characteristics of extreme rainfall.
Characteristics of extreme winds.
Possibility of occurrence of sand and dust storms.

D13

Possibility of occurrence of thunderstorms.

D14

Characteristics of extreme icings.

D25

Extremely high and low temperatures of water and air (and
their duration), air humidity, minimum water quantities,
quantity of algae.

Technogenic
impacts
D15, NSR15,
NSR32

Sites in areas where it is likely for fires and externally caused
explosions to occur and to be hazardous to the NPP.

D16, NSR16,
NSR33

Releases in the area of the site from sources for the storage,
processing and control of explosive, toxic, corrosive or
radioactive substances. (In case the criterion is not
determined as a discretionary one.)

D17, NSR14

An air crash by a modern passenger airplane. (In case the
criterion is not determined as a discretionary one.)

D19

An accident of a water vessel on a waterway or in coastal
harbor areas, accompanied by an explosion and a fire or by a
hazardous chemical discharge (release).

D20

Electromagnetic radiation.

D21

External fires in forest massifs, peatlands.

D22

Possibility of occurrence of deformations in the development
of underground natural resources or in underground
construction.
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Criterion

Description

D23

Changes in the water level of the source of water supply for
the NPP.

Accident
planning
D26

Characteristics of the present and future distribution of the
population.

D27

Characteristics of the land use and the water sources for the
population.

NSR17

Inability to implement the accident (emergency) plans. (In
case the criterion is not determined as a discretionary one.)

Migration of
radionuclides
D24, NSR34

Characteristics of the radionuclides distribution in the
atmosphere.

D25

Characteristics of migration of radionuclides in surface water
and groundwater, and accumulation of radionuclides at the
bottom of water basins.

Sabotage
S1

The site shall not be located near a potentially highly
threatened area or facility.

S2

Preferably, the site shall be positioned in a way that there is
no direct visibility from any direction.

S4

The characteristics of the site shall provide that the final heat
absorber is hard to access.

S5

The site shall be located away from settlements and public
transport routes.

Interaction
between new
and existing NPP
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Criterion

Description

I1

Limitations arising from the operation of an existing NPP.

I2

Hazards related to incidents in the nuclear part of an existing
NPP.

I3

Hazards related to conventional accidents in the operating
NPP - blasts, flying objects, releases of dangerous gases,
floods, etc.

I4

Mutual influences of new and old capacities in the planning of
emergency measures.

I5

Failure due to a common cause of the existing and new NPP.

I6

Compatibility of dose loads and criteria for acceptable risk
under normal operating conditions and in emergency
situations.

Criteria
indirectly related
to safety
Н1

Topography of the sites with a prescribed optimal level of the
foundation.

Н3, NSR18

Accessibility and sufficiency of the cooling circulation waterconnection to the existing hydrotechnical facilities.

Н4, Н5, Н6

Transport and transport routes (integral assessment).

Н8

Access to the national electrical grid - connection to the
existing one.

Н9

Possibilities for supply of large and heavy equipment.

Н10, NSR36

Socio-economic aspects and impacts.

NSR37

Land quality and planning of land use.

A38

Dimensions of the site – sufficiency for deployment of the
necessary facilities.
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Methodology for technical assessment of sites. According to the
flowchart on Figure 4.16, only proposed sites that are not excluded by
the discretionary criteria are allowed to be technically assessed.
The technical assessment of the sites is obtained by a summation
of the results from the different categories (earthquakes, geotechnics,
floods, etc.). Each category is assigned a relative weight (K) so that the
cumulative weight of all categories is 100. Private coefficients (P) are
assigned to individual criteria in a given category such as their sum for
each given category is 1. For each proposed site, a rating (B) on a 10point scale has been assigned to each of the considered discretionary
criteria (sample grades are given in Table 4.7).
The technical assessment for a given criterion i for site j is:
Тоij = Ki x Pi x Bij

(2)
Table 4.7.

Assessment formation for each individual criterion
Grade in
words

Description

Grade in
numbers

Very good

The site fully meets the requirements and no 10
additional actions are required.

Good

The site meets the requirements but some easy to 8
implement, small-volume, and low-cost engineering
solutions are needed to compensate these
weaknesses.

Satisfactory

The site meets the requirements but some technical 6
measures are needed for the performance and/or the
safety of the nuclear installation.

Insufficient

The site has some deviations from the requirements 4
and needs a significant volume of technical
measures.

Inadequate

The site does not meet the requirements and needs 2
very costly and labor-intensive technical measures.

Unacceptable

The site does not meet the requirements and it is not 0
possible to apply adequate technical measures.
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The total (overall) technical assessment of the site j is the sum of
all individual TOij. The maximum possible technical assessment of the
site under consideration is 1000 points.
In conclusion, it can be summarized that the presented
methodology for assessment and selection of a suitable site for building
a NPP is an updated version with a successful application. The
methodology analyzes and systemizes the requirements of the Bulgarian
and international regulatory documents, and defines a total of 87
criteria, divided into categories according to the considered potential
hazards for the facility and for the environment. Presented is a
procedure for technical assessment, comparison and prioritization of the
proposed sites. The methodology is applicable to all potential sites for
NPPs on the territory of the Republic of Bulgaria and allows its
application in other countries while taking into account the specificities
of the local legislation.
4.5. Risk management and environmental safety when
introducing energy-efficient measures in large industrial plants
Risk assessment and risk management in various production
processes become widely applied in Bulgaria. The need to identify and
assess risk events and to take action to address the risk can be justified
by a number of considerations. It is a common opinion that more and
more significant risks are encountered in managing projects in
comparison to managing the normal functioning of a system. The
projects for the implementation of energy-saving measures are projects
with a moderate level of risk, mainly considering technical,
technological and environmental risks. The risk management of these
projects is possible because the negative effect of potential risk events
can be reduced by the application of some methods. The risk
management of these projects is possible because the negative effect of
potential risk events can be reduced by the application of some methods.
Risk analysis when implementing energy-efficiency projects
When studying the problems of risk in projects for implementation
of energy-efficiency measures, particular attention is devoted to the
system approach to reporting and studying the factors which influence
the risk indicators, called risk analysis.
Risk analysis is a process of threat identification and assessment of
the risk for the population, objects, environment, and when
implementing a project - risk assessment of the failure to implement or
poor implementation of the project.
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Risk analysis is a subjective process that takes into account not
only the quantitative indicators but also indicators that cannot be
formalized, such as the opinions of different experts, the possibility for
compromise solutions, etc.
Risk analysis has many aspects because the considered measures
are applied in enterprises with different core activities and specifics of
the industrial objects.
Risk analysis can be defined as a process of solving a complex task
which requires consideration of a wide range of issues, a complex study
and assessment of technical, economic, managerial, social, and in a
number of cases, political factors.
Risk analysis shall answer three main questions:
1. What can happen? (identification);
2. How often can it happen? (frequency analysis);
3. What effects can it have? (analysis of consequences).
Risk assessment is a process used to determine the degree of risk
of the considered threat for people, the equipment in the enterprise and
the environment, as well as other situations related to the threat. Risk
assessment is a mandatory part of the analysis. The risk assessment
includes frequency analysis, analysis of the consequences and their
combination. The English-language literature uses the terms „risk
estimation“, „risk assessment“ and „risk evaluation“.
At the risk assessment stage, identified threats shall be assessed
based on the criteria for acceptable risk in order to highlight the threats
with an unacceptable level of risk. This step shall serve as the basis for
developing recommendations and measures to reduce the threats. The
criteria for acceptable risk and the results of the risk assessment can be
expressed both qualitatively and quantitatively.
According to the definition, risk assessment includes frequency
analysis and analysis of the consequences. When the consequences are
insignificant and the frequency is very small, it is sufficient to evaluate
a single parameter.
Four different approaches can be used for risk assessment – an
engineering, a model, an expert and a sociological approach.
When assessing the risk of implementing a specific energy
efficiency project it should be taken into account that the level of risk
is mainly determined by the features of the specific production where
the project will be implemented. When developing projects, also energy-
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saving projects, there are two different closely related elements which
are related to risk:
 intrinsic risk of the project;
 business risk - company losses if the project fails.
The higher the risk of the project, the more likely the project is to
fail and the company to be exposed to business risk. In addition, the
higher the business risk associated with the project, the higher the
competence of the management team shall be, as well as the more
justified the decision to implement the energy-saving measures.
In essence, the project manager and experts intuitively assess the
factors that may arise and adversely affect the duration of the project,
they assess those factors‘ impact against the specific tasks, and then
analyze the results by assigning different relative weights to the factors;
then they assess the likelihood of these factors to actually occur and
then correct the risk assessment of the implementation of the measure.
The level of risk for energy-saving measures strongly depends on
their type (Figure 4.17). Measures may be related to:
 Replacing energy-intensive physical and morally obsolete
equipment;
 Upgrading the equipment by replacing it with a more productive
equipment that produces an output of higher quality;
 Expanding production and introducing new products;
 Diversifying production - new type of production;
 Introducing innovative technologies.

Fig. 4.17. Dependence of risk level on the type of energy-saving
measure.
Analyzing the relationship between the type of investment and the
level of risk it may be noted that the lowest risk is achieved in projects
for equipment replacement and upgrading. The projects with highest risk
are those for diversification of production and introduction of innovative
technologies.
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Risk management in the implementation of energy-efficiency
projects
Risk management is a part of the system approach to decisionmaking, procedures and practical measures for solving problems in
preventing or reducing the threats of risky situations.
Project risk management includes processes related to:





Planning of risk management;
Identification;
Analysis and assessment of project risks;
Actions in response to their occurrence and monitoring.

The goal of risk management is to increase the probability for
occurrence of favourable events and to minimize the probability for
occurrence of favourable events the probability for occurrence and the
impact of negative events.
What is common between risk assessment and risk management is
that they are two aspects or two stages of the single process for decisionmaking, based on risk characterization. This is conditioned by the main
target function – determining the priorities of actions aimed at
decreasing the risk to a minimum. In order to achieve this one has to
know both the source and factors of risk (risk analysis), and the most
effective ways for its reduction (risk management).
The main differences between these two terms are that risk
assessment is based on a fundamental and mostly scientific and
engineering study of the object (for example a chemical facility) and the
risk factors (for example the characteristics of a specific technology and
the environmental pollution) and the possibilities for their interaction.
Risk management is based on an economic and a social analysis, and also
on the legislative base. In risk management one analyzes different
alternatives for risk minimization, i.e. a multi-criterial task is solved for
making decisions in conditions of uncertainty. Risk assessment serves as
a basis for studies and developing measures for risk management in
accordance with the algorithm for action.
Risk management issues are discussed in:
 ISO 31000:2011 Risk management – Principles and guidelines;
 ISO/TR 31004:2013 Risk management – Guidance for the
implementation of ISO 31000.
Best practices from the work of “EnCon Services” Ltd. in risk
analysis and risk management for the implementation of energyefficiency projects
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Risk analysis, and respectively risk management, are integral parts
of the project for implementing energy efficiency measures. Analyzed
are mainly the technical and technological risks which may occur as a
result of implementing energy efficiency measures, which are planned
in the project.
The technical and technological risks which may occur as a result
of implementing energy efficiency measures have a different nature.
They may occur as a result of:









Design failures;
Shortcomings of the technology, wrong selection of equipment;
Shortcomings of construction works;
Low-quality equipment and raw materials;
Low quality of the manufactured products;
Failure to meet technological regimes and safety rules;
Accidents, casualties, fire, explosion;
Poor maintenance and exploitation of equipment.

For a specific company which exploits (uses, but does not develop
and does not produce) a piece of equipment, the risks are:
 Risk caused by a wrong selection of equipment or shortcomings
in its assembly;
 Risk due to possible flaws or peculiar properties of the
equipment;
 Risk caused by wrong exploitation.
The first and the second group of risks may be avoided only at the
design stage and when realizing the respective energy-saving measure.
After this stage, the capabilities of the company which uses the
equipment to manage those risks are minimal.
In the third case, the quality of exploitation mainly depends on the
management of the company, on the selection and the training of
personnel, and on the competent servicing of the equipment. Here, the
causes for risk are more on the human or on the social side, than on the
technical one. These risks occur after the realization of the energy
efficiency project and will not be discussed at this stage.
Risks in implementing energy-saving measures related to
changing heat-generating equipment
Morally and physically obsolete heat-generating equipment
operates in a number of Bulgarian factories. At many locations, after a
reconstruction of the factory, lowering the consumption of steam, and
transitioning from steam to water heating, the power of the boiler does
- 197 -

not correspond to the significantly lower needs of the enterprise. In
these cases the boiler operates below its designed workload, which in
turn leads to a less-than-optimal work regime and the efficiency is
significantly lower than the value in a nominal regime.
Example 1: A company producing non-woven textile in Ruse used
steam for its production needs. Before the energy audit, the company
has used a steam boiler PK 12.5 which supplied steam to the production
lines, and was also used for heating in the winter (heating) season. Thus,
the boiler had two distinct working modes (regimes): a summer and a
winter one. The current boiler is exceeds the needs of the enterprise; in
the summer it works at about 25 % of its capacity and its efficiency is
only 64 %. This leads to a sub-optimal operation regime and an increased
consumption of natural gas. During the heating season, the load
increases, but still is about 50 - 60 % and its efficiency reaches 80 %.
The consumption of natural gas for the production of steam in the
summer season is 147000 Nm3/year, and in the winter period the heating
of the workshops and the production of steam amount to 324000
Nm3/year.
Upon reviewing the production program of the factory and
assessing its needs of steam in the coming years, the managing team
accepted a proposal to buy a new steam boiler having a productivity of
6,5 t/h and a power of 4,58 MW. The new steam boiler will satisfy the
needs of the plant completely. The boiler will be able to operate both
in the summer, and in the winter periods, in a working regime which is
close to the optimal one. This will lead to a significantly higher
efficiency, hence, to lowering the consumption of natural gas. The
efficiency in the summer period will be 83 % since it will operate at 50 55 % of its capacity, and in the winter period- 92 %.
The consumption of natural gas for the production of steam in the
summer period will be 113623 Nm3/year, and in the winter period for
heating the workshops and for production of steam- 281739 Nm3/year.
When the new steam boiler starts operation, the yearly economy
of natural gas is expected to be 75638 Nm3/year. The factor of energy
savings is 16 %.
In this case, the technical risk is determined by the selection of
equipment and its installation. The selected steam boiler is tested and
convincingly proven in practice. After researching the stem boilers
offered at the market, the selected model fully covers the forecasted
needs of the factory. The goal is to buy a highly efficient and reliable
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boiler which can produce the needed quantity of steam for the
production processes and for heating.
There is a risk of a wrong forecast and an increased consumption
of steam in the period of exploitation. The shortage of steam may lead
to inability to increase the production capacity. One must consider the
fact that the boiler is loaded at 50 - 55 % even in the summer season,
i.e. there is a significant reserve and after transitioning to a different
type of heating, practically the boiler will be able to serve a production
which is twice as big. Another option in this development of the market
is to install a new boiler which will cover the increased market demand.
The factory has experience in the exploitation of a similar type of
boilers.
The risk probability of a wrong selection of equipment is assessed
as very remote, and the consequences from this would be severe.
The boiler is already in operation and until now there are no
problems related with the selection of equipment and its installation.
Example 2: A steam-boiler plant is built on the territory of a plant
for biodiesel in Region Silistra. 2 steam boilers PKM-6.5 are installed,
specially produced following a Danish technology for burning biomass –
straw and sunflower husks, and two fuel oil boilers type Berch.

Fig. 4.18. Steam boiler type Berch and a warehouse for straw
The steam generators PKM-6.5 are reconstructed to be able to
operate with straw as a fuel, and their production of steam is 4 t/h with
a pressure of 8 bar and at a temperature of 194 °С. The heat power of
each steam generator is 2.8 MW – 5.6 MW in total. The production of
steam with the reconstructed steam generators is less than the cases
when using fuel oil or gas oil, and with a higher surplus of air– up to 1.5.
Thus, their coefficient of using the primary energy resource is lower –
about 0.7 instead of 0.85. It is necessary to periodically clean the heated
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surfaces of the steam generators from deposits of molten ash from the
straw.
2 fuel oil boilers type Berch, produced in 1979, are also installed
at the steam boiler plant. The heat power of each of the boilers is 10.36
MW, and the steam production- 12 t/h.
A warehouse for straw is built on the territory of the plant. It
consists of two parts: a warehouse for seasonal storage of straw, and a
day storage. The warehouse for seasonal storage of straw consists of 8
halls. A belt conveyor for transporting straw to the day storage is
installed in the warehouse. The day storage warehouse is е covered and
has an area of 472 m2. The warehouse for seasonal storage of straw has
an area of 5600 m2. The volume of the warehouse for seasonal storage
of straw is sufficient for year-round provision of fuel for the steam
generators. 9.5 t/h of steam are necessary for the normal operation of
the plant at full capacity. The production of steam by the boilers that
work with biomass does not cover the needs of production of heat
energy. This necessitates the use of fuel oil boilers which can produce
the needed amount of steam.
The energy-saving measure plans for the installation of a biomass
(straw) boiler with a power of 9 MW. This boiler will replace totally the
fuel boilers and will decrease the working hours of the old straw boilers
which have lower efficiency. The price of straw is significantly lower
than the price of fuel oil and diesel fuel. Regardless of the increased
costs of electrical energy and the higher exploitation costs, there will be
a substantial economy on a yearly basis.
As a result of the implementation of the energy-saving measure,
yearly will be saved 648 t of diesel fuel, and the consumption of
electrical energy will increase by 298 MWh/year. 1058 t of straw will be
needed for the operation of the new boiler.
In addition to the abovementioned risks of wrong selection of a
boiler in respect to its power and brand, and installation errors, in this
case there is a risk from the shortage of fuel.
In this case, a tested and convincingly proven in practice steam
boiler has been selected. Similar types of steam boilers are used in the
production of biodiesel. After researching the steam boilers offered at
the market we have selected such a boiler which fully covers the needs
of the plant. The goal is to buy a highly effective and reliable boiler
which will produce the needed amount of steam for the production
processes. The probability of risk of a wrong selection of a steam boiler
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is almost none (minimal). The consequences of such a wrong selection
would be significant.
Even before designing this energy-saving measure the plant has
used straw as a fuel. The factory is located in an agricultural region,
where mainly cereals are grown and straw is a waste product. Thus the
company gets straw supplied to it at a comparatively low price and has
concluded contacts which assure supplies of straw in the next 3 years
with an option for extension. The area of the warehouse for storage of
the straw bales is sufficient, and the fuel which is necessary for the
operation of the three boilers can also be stored there.
The probability of risk of shortage of fuel is almost none (minimal).
The consequences of such a problem would be significant.
The recommended equipment from the abovementioned examples
has been bought and installed.
If after the development of the energy audit the managing team of
the plant decides that the recommended type of equipment is too
expensive and for a twice smaller investment it could buy equipment
with similar characteristics, but not by such a reputed producer, then
the risk of a wrong selection of equipment increases significantly. Our
team has witnessed such decisions a number of times. Until now the
consequences are only inability to achieve the desired production
parameters, but it must be noted that the consequences might be much
more significant.
Risks in implementing energy-saving measures related to
changing technological equipment
A number of Bulgarian plants work with very old and energyintensive equipment. The European operational programs for
competitiveness and energy efficiency allow the change of this
equipment with a more productive one which consumes less energy.
“EnCon Services” Ltd. has extensive experience in this direction.
We have already commented on the risks which may occur when
designing and implementing this energy-saving measure. Special
attention must be devoted to the selection of equipment and
technology. It is not recommended to implement innovative technologies
because they have high risk and have not proved their quality. This does
not mean that obsolete technologies have to be implemented. When
selecting equipment, it is very important to find the balance between
reliability, energy-intensiveness, price, and quality.
Example 1: A manufacturing plant in Silistra plans to update its
technology and to expand its production by changing the milling centre
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CM 040 which is used for machining a wide variety of parts which are
necessary to be assembled in the machines produced by the firm. The
currently used machining centre is produced more than 20 years ago and
is morally and physically obsolete. The machine tools from this
generation have a low level of automation, are not easily re-set, and are
not compatible with modern CAD software. These machines have low
productivity, high energy consumption, and a bigger amount of lowquality products. The installed power of the machine is 24 kW.
Considering the productivity of the machine and the working hours, the
machine can process 1800 parts/year. Because of the obsolete
equipment, the low-quality parts account for an average of 8 % of the
machined products.
The yearly consumption of electrical energy for production of the
abovementioned products is 40800 kWh/year. The specific energy
consumption for production of a product is 24,64 kWh/piece.
The energy-saving measure plans for buying and implementation in
exploitation of a new vertical machining centre from a new generation
for producing metal parts. This will allow to decrease the energy
consumption and to increase the volume of production. The new
machining centre is a modern metalworking machine which is
characterized with a high degree of automation, low energy consumption
for manufacturing of a product, minimal quantity of low-quality
products, and compatibility with modern CAD products.
The new machining centre has a power of 28 kW. It is characterized
by low energy consumption for the manufacturing of a product: 8.67
kWh/piece, and high productivity – up to 2,8 products per hour. The new
equipment allows the share of low-quality products to fall to 2 % (i.e. a
decrease of 4 times).
The introduction of new modern equipment will lead to decreasing
the specific energy consumption from 24.64 kWh/piece to 8.67
kWh/piece.
In this case, a high-quality machining centre is selected and are
specified minimal requirements for the equipment to be bought. There
is a risk when announcing a public tender for the supply of equipment
that the winner is a firm which supplies equipment with similar
characteristics but with lower quality. Thus, it is very important to
define precisely the minimal requirements for the equipment to be
bought.
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Fig. 4.19. Appearance of the old and the new machine.
In this case, the risk from a wrong selection of equipment and
technology is minimal since the requirements are precisely specified.
The machining centre which is planned to be bought is well-known to the
team of the firm and according to them it meets their production
requirements.
Example 2: The object of the energy-saving measure is an
installation for recycling polymer packages located in Central Northern
Bulgaria. Typical for the activity of the enterprise is that it is related to
the agro-technical measures which are performed by farmers, thus
having a pronounced seasonal character. The packages of pesticides
collected during the winter season decreases significantly. On the other
hand, due to technological considerations, the first module of the
production installation is located at an open site, under a shed. Because
of the abovementioned circumstances, the production installation is not
operational during 4 of the cold months, and during the remaining 8
months it works at full capacity.
The production installation consists of three modules:
 A module for shredding, washing and drying;
 A granulating module;
 A module for the production of pipes.
The main elements of these modules are: belt conveyors, a
shredding mill, a double-screw washing machine, a flotation bath, a
centrifuge, an extruder, a pelletizer, a head for forming of pipes, a coextruder, a printer, cooling baths, devices for pulling and rolling of the
finished pipes.
The technology, applied at the enterprise, is very energy intensive.
The machines are driven by electrical motors having high single powers.
The technological process allows those motors to work at variable load
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and most of them are oversized and operate insufficiently loaded, while
their efficiencies and cosφ are significantly lower than the nominal ones.
The productivity of the machine is variable and depends on the type and
the characteristics of the polymer material which is subject to recycling.
The installed power of the module for shredding and washing is
202.4 kW. The average yearly working hours of this module, for 8 months
of work, are assessed to amount for 1344 hours. The average coefficient
of loading of the machines is 0.55. The yearly consumption of electrical
energy for the production at the abovementioned parameters is 149614
kWh/year.

Fig. 4.20. Appearance of the equipment used.
The installed power of the granulating module is 334, 7 kW. In this
module, the shredded material initially is fed into an agglomerating
device with power of the electrical motor of 112 kW. There it is dried to
a minimal relative humidity and is directed to an extruder (185 kW). The
molten material in the extruder is transported through a filter (12 kW)
with a net to the pelletizer (16 kW). The formed pellets/granules pass
through a vibrating sifter (1 kW), where the low quality larger formations
are separated. Then, by a screw unloading system (1.5 kW), the pellets
enter a silo-blender (6 kW). The average yearly working hours of this
module are assessed to be 1344 hours. The average coefficient of loading
of the machines of this module is 0.65. The yearly consumption of
electrical energy for production at the abovementioned parameters is
292394 kWh/year.
The module for production of plastic pipes consists of the following
specialized machines: extruder (96 kW), a head for shaping the pipe (8
kW), co-extruder (12 kW) – for making color strips onto the pipe. The
production line also includes two pumps for cold water and two vacuum
pumps with total power of 10 kW.
Because of the technological features of this module, its
production is continuous, and this is why it operates on a three-shift
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regime. The average yearly working hours, for 8 months and three shifts,
of this module are assessed to amount to 5760 hours. The average
coefficient of machine load for this module is 0.65.
The manufactured products from this module equals 245 t/year of
pipes for laying optical cables in the ground. The yearly consumption of
electrical energy by the module for production of pipes at the
abovementioned parameters amounts to 485222 kWh/year.
The yearly consumption of the whole old installation for recycling
of packages made of polymer materials is 927230 kWh/year.
The specific energy consumption for production of the whole
installation per unit of production is 3784.61 kWh/t.
The volume of the manufactured products of the company
increases constantly and in 2015 it has reached 245 t of pipes. In the
years to come the enterprise sees a possibility to increase the volume of
the packages collected for recycling to be more than 630 t/year. At
about 10…15 % losses due to residual moisture, paper labels and other
materials which are not recyclable, the enterprise will be able to
increase the volume of the manufactured production to more than 550
t/year of pipes for laying optical cables in the ground.
The energy-saving measure foresees the buying and introduction in
exploitation of a new energy efficient installation for recycling packages
made of polymer materials. The new installations is modern,
characterized by higher productivity, a high degree of automation and
low energy consumption for the manufacturing of a unit of product. The
productivity of the new installation reaches 120 kg/h of pipes for laying
optical cables. The machines are optimized and work with higher
efficiency. A separating section is planned for the new installation along
with the module for shredding and washing. The energy-saving measure
foresees the old installation to be decommissioned.
The new production installation consists of the following modules:
 A module for shredding, washing and drying- 156.8 kW;
 A granulating module- 252.45 kW;
 A module for the production of pipes- 83.0 kW.
It is planned that the newly bought line will work with the same
load.
The products manufactured by the installation equals 550 t/year
of pipes for laying optical cables in the ground. The yearly consumption
by the whole new installation for recycling packages of polymer
materials is 842341 kWh/year. The specific energy consumption of the
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whole new installation for manufacturing a unit of product is 1531.53
kWh/t.
The yearly consumption of electrical energy, adjusted to the same
volume of production, for the old installation is 2081538 kWh/year, while
for the new equipment it decreases to 842341 kWh/year. The yearly
economies of electrical energy are assessed at 1239196 kWh/year, and
the specific energy consumption decreases by 2253 kWh/t.
The change of the whole installation is a very expensive measure.
The technical risk is determined by the correct selection of technology,
quality, and energy intensity of the newly bought line. It is very
important for formulate precisely and to meet the minimal requirements
for buying the line.
The proposed line does not lead to environmental pollution- waters
and air. It processes plastic waste products, thus significantly
contributing to environmental protection.
Changing the equipment with an energy efficient one leads to
lowering the carbon emissions, released into the environment, by 1015
t/year.
Risks in implementing energy-saving measures related to utilizing
waste heat
The implementation of various heat exchangers for utilizing waste
heat is an energy efficiency measure which has very good economic
indicators and a very short payback period (about 1 year). In these cases,
the heat that previously was released into the environment, is recovered
and utilized. Such type of measures have a significant effect on ecology.
The main requirement when implementing these measures us that
there is a consumer of the recovered heat.
Example 1: A plant for wood processing in Silistra uses 5 steam
boilers for the production of steam to satisfy the needs of manufacturing
and heating:
 1 boiler unit „VYNCKE“ - JHO-HD with nominal production of
steam of 16 t/h, 24 bar nominal working pressure, and
temperature of the saturated steam 230 - 240 °С at nominal
working pressure;
 1 boiler unit „PKM 4“ with pre-chamber and grill „KABLITZ“ with
nominal production of steam of 3 t/h, nominal working pressure
13 bar, and temperature of the saturated steam 194 °С at
nominal working pressure;
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 3 boiler units „FAKOP“ - 0020-014 with nominal production of
steam of 20 t/h, nominal working pressure 33 bar, and
temperature of the saturated steam 260 °С at nominal working
pressure.
The „FAKOP“ boiler units use fuel oil as an energy source, and the
other two boiler units – the waste wood biomass.
The main technical and economic indicator of the boilers is their
efficiency coefficient. The technical condition and the operational
effectiveness can be assesses based on the efficiency coefficient. This is
why several studies of the technological regimes of the boilers have been
carried out aiming to determine the efficiency coefficient and the
different types of heat losses in the process of their exploitation.
Based on the measurements it becomes clear that there is a big
reserve of energy economies by utilizing the heat from the exhaust
gasses from the VYNCKE boiler, as well as the waste heat from the
material which leaves the defibrators (grinders) in the production
workshop. It is interesting to utilize also the waste heat from the
secondary evaporation from the presses. It is necessary to implement
measures for improving the energy efficiency of the enterprise.
The proposal includes several technical measures for improving the
energy efficiency and energy economies:
 Implementing a heat exchanger with heat pipes for utilizing the
heat from the exhaust gasses of the VYNCKE boiler;
 Implementing a sectional heat exchanger of type ‘pipe in pipe’
for utilizing the waste heat from the wood-fiber mass of the
defibrators;
 Implementing a rotary regenerative heat exchanger for utilizing
the heat from the secondary evaporation of the steam from the
presses.
Implementing a heat exchanger with heat pipes for utilizing the
heat from the exhaust gasses of the VYNCKE boiler
Since 2005, at the boiler facility operates a VYNCKE steam
generator which burns waste wood biomass. The testing that was carried
out shows that the temperature of the exhaust gasses is in the range 190
- 200 °С. The chemical content of the fuels practically does not contain
sulfur, which permits additional lowering of the temperature of the
exhaust gasses to values that are higher than the dew point. In the same
time, utilizing the waste heat for heating the air for burning of the
VINCKE boiler is not appropriate due to limitations related to the safe
exploitation of the boiler.
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It of proposed to install a water heater with ‘heat pipes’ for
utilization of the heat of the exhaust gasses. The heat of the gasses will
be used for heating cold water for the own needs of the steam
generators. The technology for using heat pipes allows to maintain high
temperature of the pipes’ walls and safe exploitation. The utilization of
the heat from the exhaust gasses will allow the production of heat energy
which would replace partly the costly energy generated by the fuel oil
boilers FAKOP. Cooling the gasses down to 120 °С allows 570 kW power
of utilization of the water heater. The economies resulting from the
implementation of the utilization system will be formed by avoided costs
for fuel oil for the FAKOP boiler, lowered consumption of electrical
energy for own needs, and lower exploitation costs from avoided repairs
of the boilers. The total yearly economies, as a result of the
implementation of the water heater with heat pipes, amount to 357 000
BGN, and the simple payback period of the installation is under 1 year.
When implementing utilization measures of the waste heat of
smoke gasses of the boiler, practically there is no risk of a lack of a
consumer of the heat because it is most often used for heating air for
burning or cold water for own needs.
Implementing a sectional heat exchanger of type ‘pipe in pipe’ for
utilizing the waste heat from the wood-fiber mass of the defibrators
Figure 4.21 shown a principle scheme of a sectional heat exchanger
type ‘pipe in pipe’ for utilization of waste heat. Since the defibrators
operate in variable regimes, the water that is heated in the heat
exchanger will pass subsequently through all sections of the device. In
this manner without excess automation the heat of the pipe surfaces
coming out of the defibrators will be used fully.
The preliminary heat calculations show that the heat power of the
section device is about 70 kW. The assessed yearly savings of heat energy
are about 570 MWh for a continuous working regime of the defibrators
(in consecutive order). In the specific case, water will be heated in the
heat exchanger with a debit of 0.9 l/s from a temperature of 50°С to
67°С. At the same time the hot dense wood fiber mass, that flows into
the inner pipes of the heat exchanger, will cool down from 120°С to
100°С.
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Fig. 4.21. Principal scheme of a sectional heat exchanger type ‘pipe in
pipe’ for utilization of waste heat.
Having in mind that the utilized heat will ‘replace’ the thermal
capacity of the fuel oil boiler, the economy of heat energy, respectively
cost price, is assessed based in comparing the cost price of the heat
energy generated by the fuel oil boilers. The economies resulting from
the implementation of the utilization system will be formed by avoided
costs for fuel oil for the FAKOP boiler, and by decreased electricity
consumption for own needs and lower exploitation costs. The total yearly
economies, as a result of the implementation of the water heater with
heat pipes, are assessed at 43700 BGN, and the simple payback period
of the installation is less than 1 year.
Implementing a rotary regenerative heat exchanger for utilizing
the heat from the secondary evaporation of the steam from the presses
When forming the plates by mechanical squeezing, significant
quantities of hot water and secondary steam, generated by the dropping
of the pressure of the hot water to the atmospheric pressure, are
separated. This steam fogs the room and is sucked-out by 3 fans with
debit 48000 m3/h, located on the roof of the workshop. The temperature
of the released air is 60-70°С. Because the sucking out of the steam in
the room creates sub-pressure, in the winter a big amount of cold air
enters the room. This seriously worsens the parameters of the work
environment in the workshop, as well as the technological requirements
for forming the plates.
It is proposed to install on the roof 3 rotor regenerative heat
exchangers having cleaning devices that assure safe operation. The
preliminary calculations show that the regenerated heat from the heat
exchangers is 14400 kW. The heated incoming outside air during the
winter will assure favourable parameters of the environment, and the
yearly economies of heat energy, as a result of the utilized heat, are
assessed at 41472 GJ.
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Considering that the utilized heat will ‘replace’ the heat capacity
of the fuel oil boiler, the heat energy savings, respectively cost price,
are assessed on the basis of comparing the cost price of the heat energy
generated by the fuel oil boilers. The economies as a result of
implementing the utilization system will be formed by avoided costs for
fuel oil for the FAKOP boiler, and lowered costs for electrical energy for
own needs and lowered exploitation costs. The total yearly economies,
as a result of the implementation of plate-shaped heat exchangers are
assessed at 852683 BGN, and the simple payback period of the
installation is less than 1 year.
The implementation of the three energy saving measures will load
to a significant ecological effect. 2387 t of fuel oil will be saved, and
respectively 1571 t carbon emissions less will be released into the
atmosphere.
In the presented cases, the risk of a lack of consumer of the utilized
heat, is minimal.
Selected are well-known and proven technologies for utilization of
waste heat, and the risk of wrong selection is also minimal.
Risks in implementing energy-saving measures related to heat
insulation of buildings and measures in respect to the heating
installation
The heat insulation of buildings raises a number of problems
related to using low-quality heat insulation materials and unqualified
personnel.
Usually these activities are assigned by public procurements or
competitions. “EnCon Services” was a supervisor for carrying out energysaving measures in 168 buildings, many of which are located in Northern
Bulgaria.
During the implementation of these projects, the following is
established:
The construction companies win the competition by minimal price.
This leads to an intention to minimize the production costs for carrying
out the construction works. This can happen by lowering the costs for
materials, and lowering the costs for labour. This is why they hire lowqualified workers who cannot complete the assigned construction works
in time and with high quality.
In these cases, the risk of a low-quality performance is medium,
and in some cases it is significant, and the consequences may range from
medium to significant.
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In conclusion it can be summarized that the projects for
implementing energy saving measures are applied more widely in large
infrastructure enterprises. This way they not only satisfy the
requirements of the Energy Efficiency Act, but also increase their
competitiveness. As in all investment projects, here also there are risks
related to realizing the project and the possible delay of the
implementation of the construction works.
In these cases, the technical, technological and ecological risks are
especially important. These risks are assessed based on best practices
from the experience of “EnCon Services” Ltd. in developing and
implementing energy efficiency projects.
Questions for self-preparation:
1. Which are the main approaches and IAEA standards used for safety
assessment?
2. What does INSAG 25 regulate?
3. What do you know about the Program for Modernization of Units 5
and 6 of “Kozloduy” NPP? Make an analysis of the measures realized
within the Program for Modernization.
4. What are safety goals and how can they be presented?
5. What are the advantages of applying the risk-based approach?
6. What are the threats related to malicious actions? Provide
examples of a breach in security of nuclear facilities.
7. What is a system for physical protection? Define the term ‘insider’.
Make a categorization of ‘insiders’.
8. Which aspects are considered when identifying potential insiders?
9. What preventive and protection measures are taken against
malicious actions performed by insiders?
10. Which situations can be potential threats? Identify potential
sabotage goals.
11. What are the risks in NPPs? What types of risk assessments are you
familiar with?
12. What are the characteristics of the risk from heavy accidents at
NPP ‘Kozloduy’?
13. Which ones are the best practices applied for managing risk from
heavy accidents? Give examples of different target criteria in
different countries.
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14. What are the essence, goals and applications of the Probability
Safety Analysis (PSA) level 2? Make an assessment of the project of
the unit using PSA level 2.
15. What is the goal of applying risk-informed approaches when
making decisions?
16. How is the optimal selection of a site for NPPs performed? What
are the identified criteria for selection of sites according the
Bulgarian and international normative documents?
17. Get yourself acquainted with the ‘Methodology for site selection’
which was implemented successfully by the team of “Risk
Engineering” Ltd. in 2012 - 2014 and the ‘Ordinance for assuring
the safety of NPPs’.
18. What are the excluding and the discretionary criteria when
selecting a site for NPPs?
19. Which criteria are indirectly related to safety?
20. How is the technical assessment of sites performed?
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